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Abstract— RFID tags have been widely deployed to report
valuable information about tagged objects or surrounding envi-
ronment. To collect such information, the key is to avoid the tag-
to-tag collision in the open wireless channel. Polling, as a widely
used anti-collision protocol, provides a request-response way to
interrogate tags. The basic polling however needs to broadcast
the tedious tag ID (96 bits) to query a tag, which is time-
consuming. For example, collecting only 1-bit information (e.g.,
battery status) but with 96-bit overhead is a great limitation. This
paper studies how to design efficient polling protocols to collect
tag information quickly. The basic idea is to minimize the length
of the polling vector as well as to avoid useless communication.
We first propose an efficient Hash polling protocol (HPP) that
uses hash indices rather than tag IDs as the polling vector to
query each tag. The length of the polling vector is dropped from
96 bits to no more than 16 bits (the number of tags is less than
100,000). We then propose a tree-based polling protocol (TPP)
that avoids redundant transmission in HPP. By constructing a
binary polling tree, TPP transmits only different postfix of the
neighbor polling vectors; the same prefix is reserved without
any retransmission. The result is that the length of the polling
vector reduces to only 3.4 bits. Finally, we propose an incremental
polling protocol (IPP) that updates the polling vector based on
the difference in value between the current polling vector and the
previous one. By sorting the indices and dynamically updating
them, IPP drops the polling vector to 1.6 bits long, 60 times
less than 96-bit IDs. Extensive simulation results show that our
best protocol IPP outperforms the state-of-the-art information
collection protocol.
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I. INTRODUCTION

RADIO Frequency IDentification (RFID) is a popular non-
contact technology that exploits radio-frequency electro-

magnetic fields to transfer data. With the rock-bottom price
and rapid development of manufactural technologies, RFID
has been widely employed in various areas, such as object
tracking [2]–[6], warehouse inventory [7]–[13], and library
management [14], [15]. Among these applications, each object
is attached with an RFID tag that has a unique ID to inclusively
indicate the tagged object. By communicating with these tags,
the reader is able to collect related information about the
corresponding tagged objects. The information can be a 1-bit
response from a tag that shows the tagged object’s presence
against theft, or the tagged product’s information (e.g., the
name and the brand) preloaded into the tag’s memory for off-
line query by the reader, or the sensing information (e.g., the
real-time temperature of chilled food) in a sensor-augmented
RFID system for item-level monitoring.

Nowadays, the proliferation of RFID makes it hard to
efficiently collect tag information. For example, about 3000
US librarians had used RFID by 2012 [16] and a “good”
school usually has in excess of several million volumes in
their libraries (e.g., Harvard library has more than 16 million
books [17]); UPS’ central location Louisville, which is called
Worldport, processes about 1,000,000 packages per day [18];
Wal-Mart is trying out products embedded with RFID [19] and
its supercenters offer 142,000 different items on average [20].
Therefore, the large-scale RFID system is becoming prevalent
in our daily life; it is essential to design faster protocols to
collect tag information from so many tagged books, packages,
or items more quickly. Even in a small or medium-size RFID
system, a time-efficient protocol is also necessary, which is
the basis of meeting real-time requirements of upper-layer
applications and helps users improve the quality of service.

To collect tag information, the key is to avoid the tag-to-
tag collision in the open wireless channel. That is because
RFID communication is one-hop transmission between the
reader and the tag; all tags with limited on-chip resources
cannot communicate with each other, which leads to signal
interference if no action is taken to avoid concurrent trans-
mission by tags. Slotted ALOHA is one of widely used anti-
collision approaches [21]–[23]. The basic idea is to let each
tag randomly pick a time slot and reply to the reader in
that slot. When a slot is chosen by exactly one tag, this tag
can successfully transmit its data to the reader, resolving the
potential collision. However, there are many useless empty
slots picked by none of tags and collision slots picked by
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multiple tags in ALOHA-based approaches, which result in
slot waste and thereby lower the protocol efficiency. Some
advanced work has been proposed to alleviate this waste and
improve availability of slots. However, this is not free; it
introduces extra communication overhead.

Polling, as an alternative anti-collision protocol, enables
the reader’s request and the tag’s response to be a one-
to-one mapping, such that only one tag replies at a time
and no useless (empty and collision) slots exist, completely
avoiding tag-to-tag collision and removing slot waste. In the
Conventional Polling Protocol (CPP), the reader broadcasts a
tag ID; all tags listen to the wireless channel and only the
unique tag that exactly matches the broadcast ID replies to
the reader. However, in CPP, the reader needs to transmit
long tag IDs to separate each tag from others, increasing the
polling delay. We refer to the broadcasting vector (from a
reader) used for exclusively selecting a tag as polling vector
in the sequel. Clearly, the polling vector of CPP is the tag
ID, which is 96 bits long according to the specification of the
C1G2 standard. The existing polling design is to reduce the
number of polling phases [24], [25], each of which, however,
still adopts inefficient CPP. With the proliferation of RFID
tags, this design is likely to take a long time to finish the
task of information collection even for a medium-size RFID
system. The most related work is the Coded Polling (CP)
protocol that shortens the length of the polling vector by half
through validating the cyclic redundancy code. However, CP
is far away from an efficient information-collection protocol as
broadcasting the 48-bit polling vector is still time-consuming
for picking a tag.

In this paper, we target at improving the polling efficiency
by minimizing the length of the polling vector. A series of
protocols are proposed to progressively achieve this goal. We
first design an efficient Hash Polling Protocol (HPP) that uses
a new, short hash index rather than the long tag ID as the
polling vector to exclusively query each tag. By broadcasting
the index picked by a single tag, the polling vector of HPP is
reduced to less than � log2 n� bits (n is the number of tags),
greatly improving the polling efficiency compared with 96-bit
IDs. We then propose a Tree-based Polling Protocol (TPP)
that avoids redundant transmission in HPP. By constructing
and broadcasting a binary polling tree, TPP transmits only
the different postfix of the neighbor polling vectors; the same
prefix is reserved without any retransmission. Theoretical
analysis shows that the length of TPP’s polling vector levels
off at only 3.4 bits, regardless of the number n of tags. Finally,
we propose an Incremental Polling Protocol (IPP) that updates
the polling vector based on the difference in value between the
current polling vector and the previous one. By sorting the
indices and dynamically updating them, IPP drops the polling
vector to 1.6 bits long, 60 times less than 96-bit IDs.

We conduct extensive simulations to evaluate the perfor-
mance gain of our protocols, in terms of the length of the
polling vector and the time efficiency. Simulation results
demonstrate that our best protocol IPP shortens the polling
vector from 96 bits to only about 1.6 bits. Besides, compared
with the state-of-the-art ALOHA-based information collection
protocol MIC [26], IPP not only reduces the inventory time by

Fig. 1. Execution time with respect to the length of the polling vector.

25% when collecting 1-bit tag information (which can be used
to show a tag’s presence, or whether or not the battery-level
is low for an active tag), but also requires less storage space
at the tag side due to less hash functions required by tags.

II. PROBLEM DEFINITION

A. System Model

In this paper, we consider an RFID system that consists
of a backend server, an RFID reader, and a large number
of tags. Due to the limited on-chip resources, the tags can
communicate with the reader by one-hop transmission, but
cannot communicate amongst themselves. The reader is con-
nected to the backend server that can provide high computing
power and large data storage. Similar to prior work [23]–[28],
we assume that the reader has access to all tag IDs in the
database. This is a fundamental assumption in the problem
of information collection [23], [25], [26]. These tag IDs can
be easily collected by one of numerous tag identification
protocols [21], [22]. In addition, the communication between
the reader and tags follows the Reader Talks First mode, which
is consistent with the specifications of the Class 1 Generation 2
(C1G2) standard [29]. Namely, every tag waits for the reader’s
command before responding.

B. Conventional Polling Protocol

The Conventional Polling Protocol (CPP) is an intuitive
polling solution that serves as the baseline protocol for com-
parisons. In CPP, the reader first broadcasts a tag ID and
then waits for its reply. All tags in the interrogation zone
keep listening and only the tag whose ID exactly matches
the broadcast one replies to the reader. In this way, only one
tag is interrogated at a time, effectively avoiding tag-to-tag
collisions in the open wireless channel. CPP, however, cannot
meet real-time RFID-enabled applications since transmitting
96-bit tag IDs is time-consuming. Fig. 1 depicts the execution
time with respect to the length of the polling vector when
collecting 1-bit information from a tag (the parameter setting
follows the C1G2 standard [29], see Section VII-A). Clearly,
the execution time is proportional to the length of the polling
vector. Our objective in this paper is to minimize the length
of the polling vector and thereby reduce the polling time.

In some practical cases, tags may share a common prefix
of their IDs that show the same organization, manufacturer,
or merchandise batch. The reader herein can achieve better
polling performance in a more sophisticated way: 1) broad-
casting the common bits to mask a tag subset; 2) truncating
and transmitting the left, different postfix to interrogate each
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tag in this subset. This would reduce the polling overhead
compared with CPP but suffer from two drawbacks. First, the
performance of this design relies on the specific distribution
of tag IDs. Second, even with all tags sharing the same prefix,
e.g., 32 bits or 64 bits, it still needs to transmit 64-bit or 32-bit
polling vectors (a tag ID is 96 bits long) to select each tag, far
away from efficient information collection. In this paper, we
consider a more generalized case in which we do not make
any assumption on the distribution of tag IDs.

C. Problem Definition

Consider a large RFID system with a tag set T = {t1,
t2, t3, . . . , tn} representing all n known RFID tags in the
interrogation zone. The problem studied in this paper is how to
use polling-based approaches to collect �-bit information from
each tag ti in an efficient way, where � ≥ 1 and 1 ≤ i ≤ n.
The time efficiency is a key performance metric, which is quite
concerned by both research communities and industrial circles
[13], [30]–[32]. Although basic polling CPP can already query
about 100 tags per second, it cannot meet stringent low-delay
demands in some applications,1 such as missing-tag detection,
temperature anomaly detection, and mobile RFID scanning.
The low efficiency of CPP is essentially due to the dreary
ID transmission. Therefore, we aim to design time-efficient
polling protocols that not only take full use of every time slot
but also minimize the length of the polling vector.

III. HASH POLLING PROTOCOL

The basic idea of HPP is to exclusively poll tags by
assigning each of them a new, short hash index that replaces
long tag IDs. To take full advantage of every time slot, HPP
uses only the index picked by a single tag to poll such a
tag. HPP generally consists of multiple inventory rounds, in
each of which about 36.8% ∼ 60.7% of tags are read. Other
unread tags will participate and be interrogated in following
query rounds. Details are given below.

A. HPP Description

Consider an arbitrary inventory round. Assume that there
are n′ unread tags before this round. Clearly, n′ = n in
the first round. The reader first initiates this query round
by broadcasting a specific request with the parameters 〈h,r〉,
where h is the index length satisfying 2h−1 < n′ ≤ 2h and r
is a random seed. Upon receiving the request, each tag picks
an index H(r, id) mod 2h, where id is the tag ID and H(·)
is a hash function. If the index is less than h bits, pad zeros
in front of it. We refer to the indices picked by no tag, exactly
one tag, and more than one tag as empty index, singleton index,
and collision index, respectively.

Since the reader has access to all tag IDs, it can pre-compute
which index each tag picks. The reader then sifts out all single-
ton indices in this round and broadcasts them in sequence. All
tags keep listening and only the tag that picks the broadcast

1For example, consider 100,000 tags. Existing polling needs more than ten
minutes to collect all tags, which is too long to guard against theft or do fire
prevention.

Fig. 2. The polling process of HPP. The index length h = 2. Four tags A,
B, C, and D randomly pick an index that is in [0, 3]. Only the singleton
indices, i.e., ‘00’ and ‘11’, can be used to poll C and B, respectively.

index replies to the reader. Once a tag is interrogated, it will go
to sleep in the following protocol execution. The current round
terminates after the reader transmits all singleton indices. All
left tags picking the collision indices keep active and will
participate in the next round query. The inventory procedure
repeats round by round until all tags are interrogated.

Note that only singleton indices can be used to poll tags.
That is because each of them is picked by exactly one tag,
which ensures an exclusive response each time, instead of the
useless no responses or collision responses due to transmitting
empty indices or collision indices.

Fig. 2 illustrates the polling process of HPP. The reader
initiates a new round with parameter h = 2 and the tags A, B,
C, and D randomly pick an index. Clearly, ‘10’ is an empty
index, ‘01’ is a collision index, ‘00’ and ‘11’ are singleton
indices. The reader first broadcasts the singleton index ‘00’;
C picking this index replies to the reader. The reader then
transmits the other singleton index ‘11’; B responds to the
reader. Because there are no singleton indices any more, the
current round terminates. The tags B and C now keep silent,
whereas A and D stay alert for participating in the following
inventory rounds.

Note that HPP differs from ALOHA: In the ALOHA-based
protocols, each tag individually chooses a slot and the reader
has to in turn traverse every slot (from the first slot to the
last); the useless empty slots and collision slots thus bring
unnecessary communication overhead. HPP, instead, directly
broadcasts singleton indices and skips over empty indices and
collision indices to interrogate tags. Therefore, the number of
polling is exactly equal to that of singleton indices in a round.
From a global view, the total number of polling is the same
with the number of tags, completely avoiding slot waste.

B. Performance Analysis

We now discuss the polling efficiency of HPP, in terms of
the length of the polling vector and the execution time.

1) Length of Polling Vector: Take the ith, i ≥ 1, round into
account. Suppose there are ni unread tags before this round
and the index length is hi that satisfies 2hi−1 < ni ≤ 2hi .
The probability that an index is a singleton index is

pi =
(

ni

1

) (
1
fi

) (
1 − 1

fi

)ni−1

≈ ni

fi
× e

−ni−1
fi , (1)

where fi = 2hi . Since a singleton index corresponds to a
single tag to be interrogated, 36.8% ∼ 60.7% of unread tags
will participate in replying according to (1). Let nsi be the
number of singleton indices in the ith round, we have

nsi = fi × pi = ni × e
−ni−1

fi . (2)
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Fig. 3. The average length w of the polling vector in HPP.

After the ith query round, the number of remaining unread
tags before the (i + 1)th round is

ni+1 = ni − nsi = ni ×
(
1 − e−

ni−1
f

)
, (3)

where i ≥ 1 and n1 = n (n is the total number of tags). We
then have the average length w of the polling vector:

w =
∑k

i=1hi × nsi

n
=

∑k
i=1hi × ni × e

−ni−1
fi

n
, (4)

where k ≥ 1 satisfying nk 
=0 and nk+1 = 0. Once given n,
we can derive the w according to (4). Here, we give a rough
upper bound w+ of w:

w+ = � log2 n�, (5)

where �x� = min{k ∈ Z|k ≥ x} and Z is the set of integers.
Consider the ith inventory round. The length of the polling
vector is actually equal to the index length hi, which satisfies
2hi−1 < ni ≤ 2hi . Since ni ≤ n1 = n, we have hi ≤
� log2 n�, where i ≥ 1. Fig. 3 shows the average length w
of the polling vector with respect to the number n of tags
according to (4). We observe that all polling vectors are under
16 bits, which are much less than 96-bit IDs in CPP.

2) Execution Time: The execution time of HPP consists of
three parts: the time ts that the reader initializes each slot,
the time that the reader transmits a polling vector to select
the corresponding tag, and the time tinf that a tag replies to
the reader. Since there is no slot waste in HPP, the number
of time slots is equal to the number n of tags. Therefore, the
execution time Thpp of HPP is:

Thpp = n(w × tr→t + ts + tinf ), (6)

where tr→t is the time that the reader takes to transmit 1 bit
to the tag. According to Eq. (5), we have the upper bound of
HPP’s execution time n(� log2 n� × tr→t + ts + tinf ), which
produces a great performance improvement compared with
CPP. However, we observe that the polling efficiency decreases
as the number n increases. This gives us huge room for further
improvement, motivating us to design a more scalable protocol
that is insensitive to the number of tags.

IV. TREE-BASED POLLING PROTOCOL

In HPP, the common prefixes of singleton indices are
repeatedly broadcast. For example, consider two singleton
indices ‘000’ and ‘001’ picked by tags A and B. The
reader has to broadcast ‘000’ and ‘001’ to poll A and B,
respectively. The common prefix ‘00’ is thus broadcast twice,

causing unnecessary communication overhead. Hence, once
upon removing this redundancy, we can further shorten the
length of the polling vector and improve the polling efficiency.

Similar to HPP, TPP also consists of multiple query rounds.
The reader in TPP, however, does not directly broadcast the
singleton indices in each round. Instead, TPP first constructs
a binary polling tree based on all singleton indices and then
polls the corresponding tags using such a tree. Thanks to the
polling tree, all common prefixes are transmitted only once,
saving the communication overhead.

A. TPP Description

Consider an arbitrary inventory round. TPP consists of three
phases. 1) Picking index: the reader initializes this round
and each tag randomly picks an index. 2) Building polling
tree: the reader constructs a binary polling tree based on
all singleton indices instead of directly broadcasting them.
3) Tree-based polling: the reader interrogates corresponding
tags by broadcasting the binary polling tree.

1) Picking Index: In TPP, the reader initiates a new query
round by sending an interrogation request with parameters
〈h,r〉, where h is the index length determined by the number
of unread tags, r is a random seed. Upon receipt of the query,
each tag individually picks an index H(r, id) mod 2h. If the
index is less than h bits, pad zeros in front of it. Meanwhile,
the reader pre-computes all indices and sifts out singleton
ones. We will analyze the optimal h in Section IV-B.

2) Building Polling Tree: In this phase, the reader in TPP
builds a binary tree based on singleton indices rather than
directly broadcasting them. This binary tree will be leveraged
to poll corresponding tags in the next phase; we refer to it
as binary polling tree (polling tree for short). To build the
polling tree, we create a virtual node as the root, traverse all
singleton indices one after another, and insert new node into
the tree based on these singleton indices. Consider an arbitrary
h-bit singleton index S. We scan each bit of S in sequence and
simultaneously use a pointer to record the current position in
the tree. Initially, the pointer stays at the root node and S is
scanned from the first bit. If the current bit is 0, we create
a left child of the node pointed by the pointer. Otherwise, a
right child will be created. After that, we move the pointer to
the new created node and check S’s next bit. The above steps
repeat. After all h bits are inserted into the tree, we reset the
pointer to the root and insert the next singleton index. Note that
if there has been a left/right child, we do nothing but update
the position of the pointer. Fig. 4 illustrates the construction
of a polling tree when inserting five singleton indices (h = 3)
picked by tags A, B, C, D, and E. As we can see, the root
of the tree is a virtual node; the left child denotes the bit ‘0’
and the right child denotes the bit ‘1’.

3) Tree-based Polling: In this phase, we show how to poll
the corresponding tags with only the polling tree. A leaf
node in the polling tree corresponds to a singleton index, as
the consecutive bits from the root to the leaf node make up
a singleton index. For example, a→b→c indicates ‘000’ in
Fig. 4. The leaf nodes with common ancestor nodes have the
common prefix, e.g., e and f have the common prefix ‘01’
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Fig. 4. Construction of the binary polling tree. The root is a virtual node.
The left child denotes the bit 0 and the right child denotes the bit 1.

since they share common ancestor nodes a and d. This phase
aims to broadcast all singleton indices stored in the polling
tree without repeatedly transmitting common prefixes.

Given a polling tree with n′ leaf nodes. We first execute
the pre-order traversal (one kind of depth-first traversal) of
this tree and record the trace of the traversal, denoted by
Seq = {b0, a1, a2, . . . , ah−1, b1, ah, . . . , b2, . . . , bn′}, where
b0 is the root node, bj (1 ≤ j ≤ n′) is the leaf node, and ai

(i ≥ 1) is the non-leaf node except the root. Let Seq[j] be the
nodes between bj−1 and bj , including bj but excluding bj−1.
For example, Seq[1] is {a1, a2, . . . , ah−1, b1}. The reader then
broadcasts Seq[j] in turn and waits for a tag’s reply. Every
tag hears the RF channel and holds an h-bit array at the same
time, denoted by A. Assume that the length of Seq[j] is k,
1 ≤ k ≤ h. Upon receipt of Seq[j], each tag updates the last k
bits of its A with Seq[j]. Clearly, both the first (h − k) bits in
A and Seq[j] constitute the jth singleton index; the unique
tag picking this slot is supposed to respond to the reader.
The above process repeats until all n′ singleton indices are
broadcast.

Fig. 5 shows an example of the polling process based on the
polling tree in Fig. 4. The trace of the pre-order traversal of this
polling tree is Seq = {abcdefghijk} (the bold nodes are leaf
nodes). There are five singleton indices selected by five tags
A, B, C, D, and E. The index length h is equal to 3. (a) The
reader first broadcasts the singleton index ‘000’ represented by
Seq[1] = {abc}. Upon receiving this bit array, the tags A, B,
C, D, and E update their As with ‘000’. Because A’s index
is equal to its A, A replies to the reader. (b) Seq[2] is {de},
the reader thus broadcasts ‘10’. The remaining unread tags B,
C, D, and E update the last two bits of As with ‘10’. B’s
index matches the current A and it replies to the reader. (c)
Seq[3] is {f}; the reader broadcasts ‘1’. C, D, and E update
the last bit of As with ‘1’. C is polled. (d) Seq[4] = {ghi};
the reader broadcasts ‘101’. D and E update their As with it.
D is polled. (e) Seq[5] is {jk}; the reader broadcasts ‘11’. E
updates the last two bits of its A and E is polled. Instead of
sending h×5 = 15 bits, the reader in this round transmits only
11 bits in total, greatly reducing communication overhead.

Although the reader broadcasts the polling tree only once,
it is equivalent to broadcasting all singleton indices to poll
corresponding tags in a single round. The main reason behind
this is that every tag holds a bit array A and updates only
different bits between the current singleton index and the
previous one each time. The common prefix information is
thus reserved. With the proliferation of tags, more common
prefixes will be generated, producing more performance gain.

B. Performance Analysis

In this subsection, we first discuss the length of the polling
vector of TPP and then derive the execution time. Consider
the polling tree in the ith query round. Assume that the height
of the tree is hi (which is also the length of the single index)
and the number of leaf nodes (which is equal to the number
of singleton indices) in the tree is mi, where 1 ≤ mi ≤ 2hi .
For example, in Fig. 4, the height of the tree is 3 and there are
5 leaf nodes. To compute the total number of bits broadcast
by the reader in this round is equivalent to finding out the
number Li of nodes in the polling tree (except the virtual root
node), since each node corresponds to 1-bit information sent
by the reader. By adding up the communication overhead in
each round, we get the average length w of the polling vector:

w =
1
n

∑M

i=1
Li, (7)

where M is the number of rounds needed to interrogate
all tags. Clearly, the bigger the value of

∑M
i=1Li is, the

longer the polling vector is required for picking each tag.
Our objective is thus to minimize w to achieve high polling
efficiency. However, directly deriving the minimal w faces two
challenges. First, even given mi and hi in the ith query round,
Li cannot be determined as it varies with the tree structure that
depends on uncertain distribution of singleton indices. Second,
the number of unread tags in each round relies on the previous
round, i.e., ni+1 = ni −mi (1 ≤ i ≤ k), which is hard to get
an algebraic expression in a closed form.

Therefore, we derive an upper bound of w instead. Consider
an arbitrary polling round, such as the ith round, 1 ≤ i ≤ k.
Let wi be the length of the polling vector in this round. Clearly,
the maximum of wi is an upper bound of w. Given mi, wi is
proportional to Li, as wi = Li

mi
. Let L+

i be the maximal Li

when mi and hi are fixed. We can get L+
i when the tree tries

to bifurcate as early as possible:

L+
i =

k∑
i=1

2i + (hi − k) × mi

= 2k+1 − 2 + (hi − k) × mi, (8)

where k satisfies 2k < mi ≤ 2k+1. Hence, we get the
maximum w+

i of wi:

w+
i =

L+
i

mi
=

2k+1 − 2
mi

+ (hi − k), (9)

where k satisfies 2k < mi ≤ 2k+1. Our goal is reduced to
minimize w+

i by optimizing hi. Assume that the probability
that an index (singleton index) is picked by only one tag is μ,
0 ≤ μ ≤ 1. We have mi = μ× 2hi . Replacing mi in (9) with
this expression, we have

w+
i =

2k+1 − 2
μ × 2hi

+ (hi − k), (10)

where k satisfies 2k < μ × 2hi ≤ 2k+1.
Theorem 1: Given the index length hi, the maximal length

w+
i of the polling vector increases as μ decreases.
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Fig. 5. Tree-based polling. (a) The reader broadcasts ‘000’; A is polled. (b) The reader broadcasts ‘10’; B is polled. (c) The reader broadcasts ‘1’; C is
polled. (d) The reader broadcasts ‘101’; D is polled. (e) The reader broadcasts ‘11’; E is polled.

Fig. 6. The probability µ with respect to n/2h.

Proof: Consider two probabilities μ1 and μ2, μ1 < μ2.
We have

w+
i (μ2) − w+

i (μ1) =
(

2k2+1 − 2
μ2 × 2hi

− 2k1+1 − 2
μ1 × 2hi

)

+(k1 − k2), (11)

where k1 ≤ k2 and

2k1 < μ1 × 2hi ≤ 2k1+1

2k2 < μ2 × 2hi ≤ 2k2+1.

According to (11), it is easy to prove that w+
i (μ1) > w+

i (μ2).
Hence,w+

i decreases as μ increases.
According to Theorem 1, we can get the minimal w+

i by
maximizing the probability μ. Given the number ni of unread
tags, we have the number mi of singleton indices in this round
according to (2):

mi = ni × e
−ni−1

2hi ≈ ni × e
− ni

2hi . (12)

Hence, the probability μ of a singleton index is

μ =
mi

2hi
=

ni

2hi
× e

− ni

2hi . (13)

Let λ = ni

2hi
; we have μ = λe−λ. Deriving the first-order

derivative of λe−λ and letting it be 0, we obtain the maximal
μ when λ = ni/2hi = 1. Fig. 6 depicts the probability μ with
respect to ni/2hi . As we can see, μ peaks at the maximum
1/e when ni = 2hi . In most cases, however, ni cannot be
exactly equal to 2hi . We thus need to find the optimal integer
hi that maximizes μ.

Since the probability μ monotonically increases when λ ≤
1, we can gradually adjust hi to make λ = λ1 ∈ (0.5, 1]. The
corresponding μ is denoted as μ(λ1) that is greater than any
μ(λ) where λ ≤ 0.5. We then decrease hi by one and obtain
2λ1 together with μ(2λ1). Obviously, μ(2λ1) is greater than
any μ(λ) where λ > 2λ1. Therefore, max(μ)=max{μ(λ1),

μ(2λ1)}. The max(μ) attains the minimum when μ(λ1) =
μ(2λ1). That is

λ1 × eλ1 = 2λ1 × e2λ1 . (14)

According to (14), we have λ1 = ln 2. Therefore, given ni, μ
attains the maximum when hi satisfies:

ln 2 ≤ ni

2hi
< 2 ln 2. (15)

According to (15), we have the optimal hi that meets:

log2

( ni

2 ln 2

)
< hi ≤ log2

( ni

ln 2

)
. (16)

Hence, given the number ni of unread tags, we can derive
the upper bound w+

i according to (9), (12), and (16). Although
wi is determined by ni, a rough upper bound of wi can be
derived by minimizing max(μ), regardless of ni. According
to (14), min(max(μ)) = ln 2 × e− ln 2 ≈ 0.3466, when λ =
ni

2hi
= ln 2. Substituting 0.3466 for μ in (10), we have k =

hi − 2 and the upper bound of wi:

wi ≤ w+
i ≤ 2hi−1 − 2

0.3466× 2hi
+ 2 <

1
0.3466× 2

+ 2 ≈ 3.44.

(17)

This is an upper bound of the length of the polling vector
in an arbitrary inventory round, regardless of the number ni

of unread tags. It therefore can be treated as the upper bound
of the polling vector in TPP. Fig. 7 shows the average length
w of the polling vector with respect to the number n of tags
in TPP according to Eq. (7), (9), (12), and (16). The number
n of tags varies from 1000 to 100,000. We observe that w
remains stable at about 3.38 regardless of n, shortening the
polling vector by a factor of 28 compared with CPP.

Similar to CPP, with the average length w of the polling
vector, we can derive the execution time Ttpp of TPP, which
is equal to n(w × tr→t + ts + tinf ), where tr→t is the time
that the reader transmits one bit to tags, ts is the time that the
reader initializes a time slot, and tinf is the time that a tag
replies to the reader. According to Eq. (17), the upper bound
of the execution time is n(3.44 × tr→t + ts + tinf ).

V. INCREMENTAL POLLING PROTOCOL

A. Motivation

By avoiding repeatedly transmitting the same prefix, TPP
drops the length of the polling vector from 96 bits to about 3
bits and gives a great boost to the polling efficiency. However,
in some cases, two neighbor singleton indices may not share
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Fig. 7. The average length w of the polling vector in TPP.

any prefix even they are very close to each other. For example,
consider two singleton indices (01111111)2 and (10000000)2.
The difference value between these two singleton indices is 1
(very close) but they do not share any prefix. In TPP, the reader
needs to transmit the entire polling vector (10000000)2 after
the previous polling, which is time-consuming. To address this
issue, we in this section set a step forward and propose an
Incremental Polling Protocol (IPP) that updates the polling
vector based on the difference value between the current
polling vector and the previous one.

B. Protocol Description

Compared with HPP, the reason for the performance
improvement of TPP is that TPP updates only the different
postfix between the current polling vector and the previous
one, and the same prefix is reserved without any retrans-
mission. Following this design path, in IPP, we first sort all
singleton indices in an ascending order, and then dynamically
update the value of the previous polling vector with a small
value to reach the next polling vector. This incremental manner
helps reduce the update overhead and improve the polling
efficiency.

Similar to HPP, IPP also consists of multiple query rounds.
Consider an arbitrary inventory round. IPP consists of two
phases: index picking and incremental polling. In the former
phase, the reader issues a new query round with parameters
〈f ,r〉, where f is the upper bound of the index and r is a
random seed. Upon receipt of the query, each tag individually
picks an index H(r, id) mod f by taking its ID id as the
input. On the other hand, with tag IDs, the reader is able to
pre-compute the indices picked by each tag and know which
one is the singleton. These singleton indices in the current
round are denoted by S = {s1, s2, s3, . . . , sk}, where k is the
number of singleton indices.

In the incremental-polling phase, the reader first sorts all
singleton indices in an ascending order. Without loss the
generality, we assume that si < sj , where 1 ≤ i < j ≤ k and
s0 = 0. The reader starts from s1 and reaches the next polling
vector si (1 ≤ i ≤ k) based on the value of the previous
polling vector si−1. Let the difference in value between si

and si−1 be Δdi which is equal to (si − si−1). The reader
just needs to broadcast the small value of Δdi instead of the
long polling vector si, which greatly saves the communication
overhead. On the other hand, each tag holds a register R

to store the polling vector, which is initially set to 0. After
receiving Δdi, all tags update R by computing R+Δdi. Since

Fig. 8. An illustration of the execution of IPP. The set of singleton indices
S is {1, 5, 7} and the set of differences Δdi is {1, 4, 2}.

R in the previous update stores the value of si−1, R turns out
to be si now. The unique tag picking this index is supposed
to respond to the reader. This round terminates when all k
tags corresponding to the k singleton indices are interrogated.
Above process is executed rounds by rounds until all n tags
reply to the reader.

We take an example to illustrate the execution of IPP. As
shown in Fig. 8, there are 10 tags t1−10 in this RFID system. In
the first inventory round, each tag randomly chooses an index
from the interval [0,9]. With the knowledge of tags’ IDs, the
reader is able to pre-compute which slot each tag picks and
sift out the ordered singleton indices, i.e., S = {s1, s2, s3} =
{1, 5, 7}, and s0 = 0. In the incremental-polling phase, the
reader first broadcasts Δd1 = s1 − s0 = 1. Upon receiving
Δd1, each tag updates its register R with Δd1+R = 1+0 = 1
and compares it with its own selected index. In this example,
the tag t1 is exactly selected and replies to the reader. After
that, the reader broadcasts the second difference Δd2 = s2 −
s1 = 4. All left tags update R and get R = Δd2+R1 = 1+4 =
5, where R1 is the value of R after the first broadcast. The
tag t9 responds to the reader. Similarly, in the third broadcast,
the reader sends Δd3 = s3 − s2 = 2 and left tags get R =
Δd2 + R2 = 2 + 5 = 7, where R2 is the value of R after
the second broadcast. The tag t6 is selected and replies to the
reader. Since no singleton index is left, this round terminates.

Note that the difference Δdi can be represented by
�log2 Δdi� bits. In other words, the reader needs to broadcast
only �log2 Δdi�-bit information rather than si to query the
corresponding tag that picks the singleton index si. In above
example, the three differences Δd1−3 are 1 bit, 2 bits, and
1 bit long, respectively. The total polling vectors for selecting
these three tags are 1 + 2 + 1 = 4 bits, which significantly
reduces the polling overhead compared with HPP (12 bits in
total). This great performance boost is due to the fact that IPP
incrementally updates the value of the polling vector and only
the small different value is transmitted each time. Below, we
will discuss the protocol performance of IPP.

C. Performance Analysis

Consider an arbitrary inventory round. Assume that there are
m tags that have not been interrogated yet at the beginning of
this round. Let avg(X1, X2, . . . , Xm) be the average length
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of Δdi in the binary representation when the number of tags
in the ith slot is Xi. So the parameter we concern is just
avg(X1, X2, . . . , Xm) where Xi ∼ B(m, 1

m ) and
∑m

i=1 Xi =
m. In order to analyze avg(X1, X2, . . . , Xm), we employ the
technique of Poisson approximation to handle the dependence
among Xi, where each Xi is approximated by an independent
Poisson random variable Yi with the same mean value, i.e.,
Yi ∼ P (1). In the Poisson case where the number of tags in
the ith slot is Yi, we define the number of Δdi and the number
of Δdi with length l by N and Nl, respectively. Let

Ii =

{
1 Yi = 1
0 o.w.

Clearly, N =
∑m

i=1 Ii. Thus,

E[N ] =
m∑

i=1

E[Ii] =
m∑

i=1

Pr(Yi = 1) = e−1m.

Since Yi are i.i.d., Ii are also i.i.d. So we can apply the
Chernoff bound to show:

Pr(|N − E(N)| ≥ m
2
3 ) ≤ e−

em
1
3

2 . (18)

Next we will characterize E[Nl], the expectation of Nl.

E[Nl] = e−2(1 − e−1)l−1m. (19)

We further show that Nl is sharply concentrated around
E[Nl] by a martingale argument [33]. Define Z0 = E[Nl],
Z1 = E[Nl|Y1], Z2 = E[Nl|Y1, Y2], . . . , Zm =
E[Nl|Y1, Y2, . . . Ym] = Nl. Clearly, the sequence
Z0, Z1, . . . , Zm forms a Doob martingale. We observe
that

|Zj − Zj−1| ≤ 1. (20)

According to Azuma-Hoeffding inequality, we have:

Pr
(
|Nl − E[Nl]| ≥ m

2
3

)
≤ 2e−2m

1
3 . (21)

Besides, when l > m1/4, we can easily apply the union bound
to show that

Pr(Nl > 0) ≤ m

(
1 − 1

e

)l−1

≤ m

(
1 − 1

e

)(m1/4)

. (22)

Define L =
∑m

l=1 log2 lNl be the total length of all Δdi in
the binary representation in the Poisson case. With (21) and
(22), we have that

Pr
(
μ − m11/12 ≤ L ≤ μ + m11/12

)

≥ 1 −
∑

l>m
1
4

Pr
(
|Nl − E[Nl]| ≥ m

2
3

)

−
m

1
4∑

l=1

Pr
(
|Nl − E[Nl]| ≥ m

2
3

)
, (23)

where

μ =
m

1
4∑

l=1

�log2 l�E[Nl] =
m

1
4∑

l=1

�log2 l�e−2(1 − e−1)l−1m

= me−1

⎛
⎜⎝1 +

log2 m
1
4∑

i=1

(1 − e−1)2
i

⎞
⎟⎠ .

Since avg(Y1, . . . , Ym) = L/N , by combining (18) with
(23), we have that

Pr(μ1 ≤ avg(Y1, . . . , Ym) ≤ μ2) ≥ α,

where μ1 = μ−m11/12

e−1m+m
2
3

, μ2 = μ+m11/12

e−1m−m
2
3

, and α = 1−m2(1−

e−1)m
1
4 − 2m

1
4 e−2m

1
3 − e−

em
1
3

2 .
According to [Corollary 5.9, [33]], we have that in the actual

binomial case,

Pr(μ1 ≤ avg(X1, . . . , Xm) ≤ μ2) ≥ 1 − e
√

mα.

This means that when m gets very large, the average length
of the Δdi in binary representation is concentrated to its

expectation, i.e., limm→∞ μ1 = limm→∞ μ2 = 1 +
∑log2 m

1
4

i=1

(1 − e−1)2
i ≈ 1.5854.

In IPP, by broadcasting a difference Δdi, all tags can derive
the singleton index si by computing Δdi +R. In other words,
the actual polling vector broadcast to tags is Δdi. With the
expected length of Δdi, we can derive the execution time Tipp

of IPP, which is equal to n(1.5854× tr→t + ts + tinf ), where
tr→t is the time that the reader transmits one bit to tags, ts is
the time that the reader initializes a time slot, and tinf is the
time that a tag replies to the reader.

VI. DISCUSSION

A. Availability

One may concern whether or not the off-the-shelf tags
(especially the passive tags) are capable of supporting HPP,
TPP, and IPP. The answer is positive. In practice, RFID tags
generally fall into two categories: the active and the passive.
Active tags carry batteries and have powerful computational
capability, so they are able to run these protocols for sure.
For passive tags, although no batteries are embedded, they
can harvest energy from the reader’s carrier wave to afford
several kinds of computations and are more powerful than
what we expected. That is because, any off-the-shelf UHF
tags (including active tags and passive tags) need to be
fully compatible with the EPCglobal C1G2 standard [29]
that defines the physical and logical requirements for UHF
RFID communication. In other words, these tags are able to
decode the reader’s commands, execute the hash functions,
run the modular operation, and compute the CRC-16. These
computations are specified in the C1G2 standard and our
protocols are not more complicated than this standard protocol.

More specifically, we quantify the computational capability
of a passive tag with NAND gates. NAND gate is one
of the universal gates and can be used to implement any
logic design. Take the most complicated protocol IPP for
example. Compared with the standard C1G2 protocol, the extra
computation is addition operation. A simple 1-bit adder needs
about 10 NAND gates. If we want perform x-bit addition, then
x number of 1-bit full adders should be used in a cascade-
connection form. Namely, 10x NAND gates are needed. In

Authorized licensed use limited to: Nanjing University. Downloaded on February 27,2020 at 17:02:42 UTC from IEEE Xplore.  Restrictions apply. 



956 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 27, NO. 3, JUNE 2019

our system design of IPP, a 16-bit full adder is sufficient in
most cases. In other words, about 160 NAND gates are needed
by IPP to run the addition operation. This is far less than
4000-5000 NAND gates in a passive tag [34]. Therefore, we
assert that although the off-the-shelf tags do not support our
protocols, it is feasible to deploy them on these (passive) tags.

B. Unknown Tags

So far, we have discussed the information collection in a
controllable RFID system that consists of only known tags
(the tagged weapons in an armory, for example). In this
subsection, we move a step forward and investigate a more
generalized case where additional unknown tags exist in an
open RFID system (e.g., in a supermarket, besides the known
tagged goods, the customers may carry some tags). Due to the
existence of unknown tags, the responses from known tags
may be blocked by these unknown tags, making the reader
fail to collect the tags’ information of interest. To address this
problem, we enhance the proposed protocols and make them
robust to unknown tags with two extra operations.

The first operation is to silence most unknown tags using
a Bloom filter. To do so, the reader first constructs a Bloom
filter by mapping each known tag to k bits in a vector and
setting those bits to ones, where mapping is done by hashing
the ID of the tag. The filter is denoted as BF(T ), where T
is the tag set of known tags. The reader broadcasts the filter
BF(T ) to all tags. If the filter is too long, the reader can split
it into 96-bit segments and transmit each of them in a time slot
of length tid [26]. Each tag in the system hashes its own ID to
k bit positions in the filter, and thus knows which segments it
needs to listen. If all those k bits in BF(T ) are ones, the tag
passes the filter and prepares to participate in the following
execution. Otherwise, the tag keeps silent.

A Bloom filter does not have false negatives, meaning that
all known tags pass the membership check of BF(T ). How-
ever, it may suffer from false positives, namely, an unknown
tag outside T may also be selected by the filter. Since the
reader does not know any unknown tags, it cannot predict
which ones (unknown tags) pass the filter. These tags will
participate in the polling process based on the protocol design
of HPP, TPP, and IPP. The change is that, an unknown tag
may pick the same singleton index as a known tag does
and these two tags reply in parallel, leading to a tag-to-tag
collision. When this happens, the reader records these known
tags (blocked by unknown tags) and at the end of the polling
round, the reader adopts the basic polling to query the blocked
known tags. This is the second operation in the enhanced
protocols. Since most unknown tags are silenced during the
filtering operation, only a few known tags are blocked and
the extra polling overhead is small. By combining above two
operations, our proposed protocols HPP, TPP, and IPP are
able to run properly in the open RFID system where there
are unknown tags.

C. Communication Errors

There might be some communication errors in practice.
If no extra action is taken, an unexpected response caused

by communication errors may happen, bringing chaos to
information collection. Generally, there are two kinds of
communication errors: packet corruption and packet loss. To
detect packet corruption, we need to resort to the classic error-
detection methods, such as parity check, checksum, or CRC.
By this means, each tag can examine whether the received
polling vector is intact or not. If so, the tags run normally
as-is. If not, the tags move to the abnormal state and do not
respond before restoring to the normal state. We refer to the
tags in the normal/abnormal state as normal/abnormal tags,
respectively. Similarly, the reader can also verify the intactness
of the packet from a tag by checking its CRC.

To move back to the normal state, abnormal tags take
different actions in different protocols. In HPP, abnormal
tags discard the corrupted polling vector and then transition
back to the normal state immediately. Meanwhile, the reader
not receiving correct responses (i.e., corrupted packet or no
packet) will broadcast the previous polling vector again. For
TPP and IPP, it is a little bit more troublesome for abnormal
tags to work correctly. That is because the current polling
vector is built upon the previous one and a bit error in TPP
and IPP may cause a cascading failure. If an error is detected,
the reader sends the full singleton index instead of a portion
of it to all tags. The abnormal (including normal) tags then
update the entire arr with the singleton index and move back
to the normal state. In this way, abnormal tags in TPP and IPP
are rectified timely; no cascading failure happens.

When packet loss happens, tags are unable to detect this
exception with the error-detection methods as the whole
packet is lost. Fortunately, for HPP, the tags do not need
to do anything but wait for the next command when packet
loss happens. If the reader does not receive any replies, it
rebroadcasts the previous polling vector again in the next slot.
For TPP and IPP, if a tag does not receive any information
in a slot, it is unaware of the packet-loss event and thus fails
to update its arr. In light of this, we resort to the timing
technology. Each tag holds a timer that records how long it
does not receive anything. The time threshold can be set to
tm, where tm is the period of an empty slot. Once the timer
exceeds the threshold, the tag moves to the abnormal state. The
recovery method is similar to the case of the packet corruption.

VII. EVALUATION

A. Simulation Setting

Our simulation settings follow the specification of the C1G2
standard [29]. Any two consecutive communications, from the
reader to tags or vice versa, are separated by different time
intervals. After the reader transmits any commands, all tags
need to wait the transmit-to-receive turn-around time T1 before
replying to the reader. By contrast, after receiving the reply
from tags, the reader has to wait the receive-to-transmit turn-
around time T2 before talking to tags. In our simulation, we
set T1 = 100 μs and T2 = 50 μs, which comply with the
C1G2 standard. The tag-to-reader transmission rate and the
reader-to-tag data rate are not necessarily symmetric relying
on the physical implementation and the practical environment.
The transmission rate from tags to the reader depends on
the data coding, 40 kbps to 640 kbps for FM0 and 5 kbps
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Fig. 9. Collision rates of 11 hash functions under different ID distributions. (a) Uniform distribution. (b) Continuous distribution. (c) Gaussian distribution.

Fig. 10. CDF of relative errors.

to 320 kbps for Miller-modulated subcarrier. We extract the
intersection set 40 kbps to 320 kbps and adopt the lower bound
40 kbps as the data rate. In other words, it takes a tag 25 μs to
transmit one bit. The data rate from the reader to tags is from
26.7 kbps to 128 kbps. Similarly, we set the data rate to
the lower bound 26.7 kbps, which takes the reader 37.45 μs
to transmit one bit. Note that other parameter settings may
change the absolute metric, but the simulation conclusions can
be drawn in a similar way.

With above parameter settings, we get that the reader takes
(37.45 × (4 + w) + T1 + 25 × � + T2) μs to collect �-bit
information from a tag with the proposed polling protocols,
where 37.45 × (4 + w) is the time for the reader to transmit
a 4-bit QueryRep command that initializes a time slot and
w-bit polling vector that selects a tag, T1 is the waiting time
before the corresponding tag replies, 25 × � is the time that
the tag transmits �-bit information to the reader, and T2 is
the waiting time before the next polling. All results are the
average outcome of 100 simulation runs in Matlab.

B. Hash Function

All of our protocols need to execute hashing for assigning
each tag an index. Different hash functions might influence
the final polling efficiency. In this subsection, we show how
to choose a hash function. A good hash function should map
the expected inputs as evenly as possible over its output
range. In other words, for k-bit hash function the probability
for every output should be equal to 1

2k . If the probability
varies a lot, the inputs are more likely to be mapped into
the outputs with high probability, increasing the likelihood of
collisions. This collision reduces the number of singleton slots
and further lowers the polling performance. Therefore, we use
the collision ratio as the metric to measure the performance
of hash functions. We examine 11 common hash functions
(AP, BKDR, DEK, BP, DJB, ELF, FNV, JS, PJW, RS, SDBM
[35]–[37]) and compare their collision ratios of the outputs
under the different parameter settings. In the comparison, we

Fig. 11. Length of polling vectors.

test 10,000 tags, whose IDs follow three kinds of distribu-
tions: (1) uniform distribution, (2) continuous distribution, (3)
Gaussian distribution. Uniform distribution means each tag ID
has constant probability. Since the tag ID is 96 bits long, the
probability is 1

296 . Continuous distribution means the tag IDs
are continuous natural numbers that begin at a random number
k and end at k + 9999. For Gaussian distribution, the tag
set follows the Gaussian distribution N(μ, σ2), where μ is a
random number and μ = 0.1σ. In each simulation, we produce
a specific tag distribution and run the 11 hash functions with
the tag set.

Fig. 9 shows the collision ratios of 11 hash functions over
different tag distributions. As we can see, for the uniform
distribution, ELF and PJW perform the worst and others stay at
the same level, which is shown in Fig. 9(a). For the continuous
distribution, AP, BKDR, DJB, FNV, JS and RS perform the
best, SDBM follows, DEK, BP, ELF, PJW have the highest
collision ratio, which is shown in Fig. 9(b). For Gaussian
distribution, BP, DJB, ELF, and PJW have higher collision
rates than others, which is shown in Fig. 9(c). Therefore,
we observe that AP, BKDP, FNV, JS, and RS have the best
performance under different tag distributions. We can take
anyone of them as our hash function (AP is adopted in what
follows). Besides, since the collision rates remain stable at
a constant (1 − e−1), regardless of the tag distributions, we
choose the uniform tag distribution to evaluate our protocols;
other tag distributions will produce the same results.

C. Verification of Polling Vector

In Fig. 10, we conduct simulations to verify the correctness
of the theoretical lengths of the polling vectors in HPP, TPP,
and IPP. In this simulation, the number n of tags is set to
10,000. We perform 100 independent simulation runs and
plot the CDF of relative errors. The relative error is equal
to |ws−wt|

wt
, where wt is the theoretical length of the polling

vector and ws is the simulation value. In Fig. 10, we observe
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TABLE I

EXECUTION TIME COMPARISON (IN SECONDS) TO COLLECT 1-BIT INFORMATION

TABLE II

EXECUTION TIME COMPARISON (IN SECONDS) TO COLLECT 16-BIT INFORMATION

TABLE III

EXECUTION TIME COMPARISON (IN SECONDS) TO COLLECT 32-BIT INFORMATION

that the relative errors of HPP, and IPP are all very small. For
example, the 90th percentiles of HPP and IPP are 0.002 and
0.01, respectively. The tightness between the simulation value
and theoretical value demonstrates that the derived length
of polling vector can well depict the actual length in HPP,
and IPP. However, TPP is an exception: its 90th percentile
approaches to 0.1. The reason is that our previous performance
analysis of TPP gives only an upper bound; we cannot derive
the accurate number of nodes in the polling tree even we
have known the tree’s height (length of the index) and the
number of leaf nodes (the number of singleton indices). In
this comparison, we treat the upper bound as the theoretical
value, which must be bigger than the simulation values, thus
leading to the large relative errors.

D. Length of Polling Vector

In Fig. 11, we compare the average length of the polling
vector of HPP, TPP, and IPP. The number n of tags varies from
100 to 100,000. As shown in the figure, the length w of polling
vector of HPP almost sees a logarithmic growth over n. For
instance, w is closed to 6 when n = 100, whereas w is about
16 when n = 105. The main reason is that the bigger n is,
the longer the index is, leading to a longer polling vector. TPP
improves the polling efficiency and its polling vector remains
stable at about 3.06 bits long, regardless of the number of
tags. That is because TPP always can balance the ratio of
the number of leaf nodes to the number of all nodes in the
polling tree by dynamically adjusting the index length h. The
bigger h is, the more common prefixes tags share, ensuring

that w in each round is stable. Our best protocol IPP further
shortens the polling vector by broadcasting the different values
between the current poling vector and the previous one. The
final result is that its polling vector is only 1.58 bits long.
Compared with the 96-bit tag ID in CPP, HPP takes about
one fifth of the polling vector when n ≤ 105, TPP, and IPP
respectively shorten the polling vector by a factor of 31 and
60, regardless of the number of tags.

E. Execution Time without Channel Errors

In this subsection, we apply HPP, TPP, and IPP to collect
tag information from all on-site tags and compare their exe-
cution time with the state-of-the-art MIC [26] in error-free
communication channel. In MIC, the reader uses multiple hash
functions to assign tags to slots, which is able to resolve hash
collisions and alleviate the problem of slot waste. When the
number k of hash functions is set to 7, the probability for a
tag to be assigned to a useful slot reaches up to 86.1%, which
is a great performance improvement compared with 36.8%
when only a single hash function is used. In the following
simulations, we take MIC with k = 7 hash functions as the
benchmark for comparison. Besides, we give the lower bound
of execution time on any information collection protocol under
the parameter configuration of C1G2 standard, which is equal
to (37.45 × 4 + T1 + 25 × � + T2) × n = (299.8 + 25 × �)
× n μs.

Table I compares the execution time of above six protocols
when collecting 1-bit tag information, which can be used to
indicate the presence or absence of each tag, or whether or not
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Fig. 12. Performance comparison in the communication channel with errors. (a) Efficiency with respect to the info. length. (b) Efficiency with respect to
the error rates. (c) Efficiency with respect to the number of tags.

the battery-level is low for active tags. The execution time of
the protocols almost increases linearly with n except for HPP.
That is because the length of HPP’s polling vector increases
with n, which results in more polling overhead per tag when n
increases. We examine an arbitrary column in the table, such as
the 8th column when n = 10, 000. As shown in this table, CPP
takes the longest time 37.7s that is about 11.64 times of the
lower bound (LB). HPP decreases the execution time to 8.13s
as it avoids broadcasting 96-bit tag IDs. By avoiding redundant
transmission of identical prefix, TPP further improves the
polling performance and its execution time drops to 4.39s
which is only 1.35 times over the lower bound. Our best
protocol IPP takes only 3.84s to achieve the same information-
collection task by incrementally updating the polling vector,
which is only 1.19 times over the lower bound and decreases
by 25.3% compared with 5.14s of MIC. Similar conclusions
can be drawn in other columns: IPP performs the best, TPP
is better than MIC, HPP follows, and CPP is the worst.

Table II and Table III show the execution time when tag
information is 16 bits long and 32 bits long, respectively. The
conclusion in Table I almost can be drawn here. For example,
to collect 16-bit information from 10,000 tags, the execution
time of IPP is 7.59s, which is 93.2% of TPP, 80.0% of MIC,
64.3% of HPP, and 18.3% of CPP. In Table III, when n =
10, 000 and the information is 32 bits long, IPP needs 11.5s
to achieve the task of information collection, which is 1.06
times of the lower bound. TPP takes 12.1s that is 1.11 times
of the lower bound. MIC consumes 14.1s that is 1.29 times of
the lower bound. HPP is 1.45 times of the lower bound. CPP
takes 45.4s which is 4.17 times of the lower bound.

F. Execution Time With Channel Errors

In this subsection, we evaluate the time efficiency of our
protocols in the communication channel with errors. Similar to
MIC [26], the channel error rate γ is defined as the probability
that an error happens in each slot. Hence, the probability that
a tag in CPP can be successfully queried by the reader is
(1 − γ). This result also holds in HPP, since HPP transmits
each singleton index individually. For TPP and IPP, however,
the success probability declines. That is because each tag’s
polling vector updates based on the previous one, which is
likely to cause cascading error. Consider the ith transmission.
The probability that the tag can be correctly collected is

(1 − γ)i, which is smaller than CPP and HPP, and decreases
as the increase of i. If an error happens (no tag replies or
the packet is corrupted), the reader will re-broadcast the full
polling vector to refresh the abnormal tag and collect its
information again. Besides, according to the C1G2 standard,
CRC-16 (16 bits) is used to verify the intactness of the packets,
from the reader to tags and vice versa. Hence, two CRCs are
needed.

In Fig. 12(a), we compare the execution time of our pro-
tocols with MIC. The channel error rate γ is set to 0.05, the
number n of tags is set to 10,000. Three kinds of information
are collected: 1 bit, 16 bits, and 32 bits, respectively. As we can
see, IPP still performs the best, the next is TPP and HPP, MIC
follows, CPP is the worst. For example, CPP takes 55.7s to
collect 16-bit information. MIC cuts the time by a half, which
is about 26.8s. HPP and TPP further reduce the time to 22.8s
and 22.2s, respectively. IPP is the most efficient and drops
the time to only 21.6s, which reduces the time by 19.4% in
comparison to MIC. The similar conclusion can also be drawn
in other two cases.

In Fig. 12(b), we study the impact of the channel error rates
on the execution time of our protocols. We fix the number of
tags to 10,000 and the length of the information to 16 bits.
The channel error rate ranges from 0.01 to 0.1. As shown in
the figure, the execution time experiences a rise trend over the
channel error rate γ. This is intuitive: the value of γ is bigger,
the probability of retransmission is bigger, leading to higher
communication overhead. Even so, our protocols are superior
to MIC, especially when the error rate is large. For instance,
when γ = 0.1, our best protocol IPP reduces the execution
time from 32.5s to only 23.7s, improving the time efficiency
by 37.1%, compared with MIC. The reason is that MIC needs
to broadcast a long bit vector (3n′ bits, n′ is the number of tags
that have not been collected yet) to inform the tags which hash
function will be used in each slot before an execution round.
A channel error will make the tag fail to receive this message,
such that the reader has to collect these tags with CPP later.
This extra overhead, however, will not happen in our protocols.
Besides, it is worth noting that TPP and IPP degenerate as γ
increases. For example, when γ = 0.1, the performance of
TPP and IPP is close to HPP. The reason is that TPP and IPP
update the polling vector based on the previous one, which
leads to higher probability of retransmission. In Fig. 12(c), we
study the number of tags with respect to the execution time.
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The channel error rate is fixed to 0.05 and the information to
be collected is 16 bits long. We vary the number of tags from
1,000 to 10,000. As we can see, our protocols outperform MIC
under different numbers of tags.

VIII. RELATED WORK

The early RFID research studies the tag identification prob-
lem that collects IDs from all tags under the reader’s coverage
[21], [22], [38]. Since the tags cannot self-regulate their radio
transmissions and communicate amongst themselves, the main
design principle is to avoid tag-to-tag collisions in the open
wireless channel. Existing tag identification protocols fall into
two categories: Aloha-based protocols [21], [22] and tree-
based protocols [38], [39]. The former is to let tags transmit
data in different slots. Each tag randomly selects a slot and
only the slots chosen by exactly one tag can be used to collect
ID information, effectively avoiding tag-to-tag collisions. The
tree-based protocols apply a dynamic ID prefix of tag IDs
to progressively split a tag set into ever smaller subsets until
only one tag is left in each subset. This process is iteratively
executed until all tags are successfully identified.

In recent years, the research has shifted to collect functional
RFID data. For example, cardinality estimation [30], [32], [40]
is to count the number of tags in a large-scale RFID system;
missing tag identification [24], [31] aims to identify whether
and which tags are absent; the searching problem [41], [42]
tries to find a group of interested tags from the existing tag set.
Information collection, as one branch of RFID research, has
also attracted many attentions. The information can be 1-bit
response from a tag that shows the tagged object’s presence
against theft, or the tagged product’s information stored in the
tag’s memory, or the sensing information in sensor-augmented
RFID (e.g., the temperature of chilled food), and so on. To
achieve high efficiency, Chen et al. [26] propose an efficient
Multi-hash Information Collection Protocol (MIC) by mapping
multiple hash functions. Yue et al. [23] focus on multi-reader
RFID system and use Bloom filter to determine which tags are
under a single reader. Qiao et al. [25] aim to collect the tag
information from a subset of tags in an energy-efficient way.
Although these advanced approaches have been proposed, they
have to take extra overhead to deal with the slot waste due to
the use of ALOHA.

Polling provides an intuitive request-response way to collect
tag information. Since the reader’s request and the tag’s reply
are a one-to-one mapping, polling can totally remove slot
waste. However, in conventional polling, broadcasting 96-bit
tag IDs for selecting each tag is time-consuming. To improve
the query efficiency, Li et al. [24] and Qiao et al. [25] both
propose advanced polling-assisted protocols for missing tag
identification and tag information collection, respectively. By
polling a part of tags in collision slots, they can convert
the useless collision slots into useful singleton slots, thereby
saving the communication overhead. However, these protocols
target at reducing the number of polling; the polling vector
during each polling is still long tag IDs. The most related
work to improve the polling efficiency is the Coded Polling
protocol (CP) that reduces the length of the polling vector

by half through validating cyclic redundancy code. However,
CP is far from a time-efficient polling protocol as the 48-bit
polling vector is still too long for picking a tag.

IX. CONCLUSION

Polling, as a widely-used anti-collision protocol, plays an
important role in information collection. Basic polling, how-
ever, needs to separate each tag from others by transmitting
tedious tag IDs, which is time-consuming in large RFID
systems. In this paper, we make a fundamental improvement
on the polling protocol by shortening the polling vector. The-
oretical analysis shows that our best protocol can dramatically
decrease the polling vector from 96 bits to only 1.6 bits,
regardless of the number of tags. Besides, the extensive
simulation results demonstrate that our protocols are superior
to the state-of-the-art.
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