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Abstract

Maintaining cache consistency in mobile environment is
an important issue which is extensively studied in the last
decade. In mobile ad hoc networks (MANETS), a large num-
ber of nonstationary mobile terminals connecte with each
other through multi-hop unreliable communication channels,
coupling with the fact that disconnections from the network
are very frequent. Most existing cache consistency strategies
assume reliable communication between mobile terminals,
which cannot handle frequently offline devices adequately. In
this paper, we introduce the probabilistic cache consistency
model for applications not requiring strong consistency.
Based on this model, a probability consistency strategy
(ProP) for frequently offline devices in MANETs is studied.
ProP is a randomized pull-based Strategy. It is demostrated
to guarantee cache consistency with a high probability. A
theoretical model is developed to investigate the perfor-
mance of the proposed cache consistency strategies, and
design guidelines are provided for ProP to choose proper
system parameters to achieve probabilistic cache consis-
tency.

Keywords: Probabilistic cache consistency, Offline device,
Mobile ad hoc network

1. Introduction

Data caching is an efficient way to reduce query delay,
save bandwidth, and improve overall system performance,
particularly in a mobile system. Many applications have
to deal with the challenges of efficient access of rapidly
changing data objects such as news, stock prices, sensor
data, and traffic information. However, the wireless mobile
computing environment is characterized by constraints in
bandwidth and battery power, as well as user mobility and
unreliable wireless links leading to frequent disconnections.
Thus maintaining cache consistency in such environment is
a challenging problem.

In MANETSs, mobile terminals connect with each other
and form a self-configuring network with arbitrary topology.
There are several characteristics in MANETS. First, mobile
devices are frequently disconnected due to mobility or the

need to conserve power. Second, devices employ multi-hop
communication through unreliable links, which may cause
long communication delay. Third, broadcast in MANETSs
is costly, thus traditional cache consistent schemes [1], [2]
based on broadcasting invalidation messages is not suitable.
It is clear that there are many new challenges in a MANET,
and existing approaches [3], [4], [5] assume reliable com-
munication between mobile terminals and it is not clear that
they can adequately handle frequent disconnections.

In this paper, we propose a probability consistency model
for MANETSs. To many applications, such as news, sensor
data and traffic information, occasionally inconsistent data
is acceptable. This means that maintaining strict consistency
between cache and source is expensive and unnecessary.
Probabilistic consistency allows inconsistent cache items to
be used, so even an offline device can use its cache data
to answer a query. However, the cache consistency scheme
should guarantee that the answer to a query is consistent
with the data source with a high probability. Our purpose
is to develop a scheme to support frequently offline devices
in MANETS, aiming at reducing the latency of information
access and achieving probabilistic cache consistency with
minimal overhead.

2. Related Work

In [1], Barbara and Imielinski proposed three cache in-
validation schemes, namely, Broadcasting Timestamps (TS),
Amnestic Terminals (AT), and Signature (SIG). In these ap-
proaches, the server periodically broadcasts an invalidation
report (IR) in which the changed data items are indicated.
The advantage of IR-based solutions is that it need not
maintain any state information of the mobile clients and can
easily scale to any number of clients who listen to the IR.
But it suffers from long query latency; in addition it does
not handle long sleep time of client well.

A UIR-based approach is presented by Cao [6] to handle
the problem of long query latency, in which a small fraction
of the essential information related to cache invalidation is
replicated several times within an IR interval.

Many solutions have been proposed to handle the long
sleep-wakeup patterns [7], [2], [8], [9], [10]. In the bit-



sequence (BS) algorithm [2], the invalidation report consists
of a set of binary bit sequences with an associated set of
timestamps. However, the size of bit sequence broadcast is
large and leads to poor bandwidth utilization. Hu et. al. pro-
posed an adaptive invalidation strategies which combine the
TS and BS scheme [8]. The server adaptively broadcast TS
or BS invalidation reports according to the update and query
patterns and client disconnection time. Tan et al. [9] studied
the influence of performance by applying the selective tuning
scheme in some known cache invalidation algorithms. Asyn-
chronous and stateful (AS) invalidation strategy is proposed
by Kahol and Khurana to support roaming of mobile devices
[10]. Invalidation message is buffered at a home location
cache of the mobile switch station while a mobile terminal
1s disconnected from the network, and is redelivered to the
device when it gets reconnected. Adaptive time-to-live (TTL)
strategies are proposed in [11], [12], [13] to support weak
consistency and mutual consistency. Location dependent and
energy efficient cache invalidation strategies can be found in
[14], [15].

Maintaining temporal consistency of frequently changing
data is studied in [16], [17], [18]. In [16], pure push is used
to disseminate updates through a tree of cooperating repos-
itories. In [17], various schemes are discussed for clients
to calculate the time to refresh cache copies. Yu et al. [18]
study bounding numerical errors among replicated servers,
where every server can store and accept updates. However, in
their approaches, each server has to keep state information of
other servers. A mixed consistency model combining strong
and weak consistency was proposed in [19] to meet different
requirements of shared data for heterogeneous users.

The concept of probabilistic consistency is introduced in
[20], which guarantees the value returned by the system is
temporally consistent with the newest copy with a proba-
bility of p. A stochastic consistency approach is proposed
in [21]. Stochastic consistency guarantees that cache-source
deviation remains within user-specified error tolerance with
a certain probability. A Brownian motion model is used to
capture the behavior of data changes and to predict when
caches should initiate pulls to refresh cached copies.

In MANETS, mobile terminals employ multi-hop commu-
nication, thus cache consistency strategies used in single-hop
wireless networks are not suitable. Lim et al. [3] proposed
a global positioning system based connectivity estimation
(GPSCE) scheme. However, the high cost of GPS devices
restricts the popularization of these strategies. In [5], the
combination of push and pull strategies is used to achieve
flexible cache consistency for different user requirements.
However, it assumed delayed-update in the data source,
which may be unacceptable to many applications. However,
most existing approaches based on direct message exchange
between data source and caches, which may not be realistic
when the mobile devices are frequently offline or discon-
nected from the data source.
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Figure 1. A mobile ad hoc network

3. The Probabilistic Consistency Model

In this section, we present the MANET system model and
a formal definition of probabilistic consistency.

3.1. MANET System Model

In mobile ad-hoc network (MANET), mobile terminals
(MTs) are connected with each other and form a self-
configuring network with arbitrary topology. Figure 1 illus-
trates our system model of a MANET. A Mobile Support
Station (MSS) is a fixed host which connects the MTs with
an external wired network (i.e. servers in the Internet). The
MSS can be viewed as a data source (or data server) which
contains a set of data items and can handle all the requests
from the MTs. An MT can move freely and generate queries
from anywhere in the covered area. Among the MTs, some
can directly communicate with the MSS. If an MT is located
out of the communication range of the MSS, information
access has to go through multi-hop communication. Each
MT can serve as a router to forward message for other MTs.

3.2. Propabilistic Cache Consistency

In our approach, MTs cache and serve data objects using
a probabilistic consistency model. A query is satisfied if the
data object returned by the MT is consistent with the data
source with probability at least T', where ' (0 < T < 1) is
a system pre-defined consistency level. Let S} denote the
version of the object o at the source and C7? denote the
version of the object o returned by the MT, at all time ¢.
The cache is probabilistic consistent of I" if

Vt, Pr(S? = C?) > T. (1)

Practically, we can define probabilistic consistency in a
statistical manner. Consider a sequence of visits generated by
a MT during a period of time ¢. Assume the number of visits
is N, (t), and the number of consistent data items returned
by the MT is N.(t). We say the MT satisfy a probabilistic
consistency of I if

0
N0

>T. 2



4. Cache Consistency Strategies

In this section, we propose several pull-based strategies
to maintain probabilistic consistency.

4.1. The Pull Source (PS) Scheme

PS is a poll-every-time approach. It is very simple
and widely used in maintaining strong consistency. In
this approach, when a query is generated, the MT send
a < VERIFY,ID > (ID indicates the id of the re-
quired data item) message to the data source. On receiv-
ing a verify message, the data source will send back a
< REPLY,Ts(ID) > message, where Ts(ID) indicates
the timestamp the data object is last updated. When the
MT receives a reply message, it compares T's(ID) with the
timestamp of the cache item to decide its validity.

The PS strategy is simple and easy to implement. It
maintains strong consistency between source and cache
copies. However, it is expensive with high communication
overhead. And it also causes long query delay since it needs
to exchange message through multi-hop communications.
Moreover, it cannot handle disconnected devices.

4.2. The Pull Neighbor (PN) Scheme

Unlike the PS scheme, the PN scheme doesn’t communi-
cate with the data source directly. An MT only contacts its
one hop neighbors to verify consistency. When a query is
generated, the MT broadcasta < VERIFY,ID > message
to its neighbors. When a neighbor receive a verify message,
it sends back a < REPLY,Tn(ID) > message, where
Txn(ID) indicates the timestamp an update is last seem by
the node. The MT collects the reply messages and compares
the timestamp of the cache item with its neighbors’. If none
of the timestamps is more current than that in the local cache,
the MT will use the cached data to serve the query.

The PN scheme has several advantages. Since it only
needs one hop communication with its neighbors, it has
low communication overhead, and achieve quick response.
It also can handle some kind of disconnection like group
disconnection devices. However, it only maintain cache
consistency with neighbor nodes. As our analytical result
shows in a later section, it has a very high stale cache hit
rate, which makes the guaranteeing probabilistic consistency
extremely difficult.

4.3. The Probabilistic Pull (ProP) scheme

The ProP scheme is a little more complicated than the PS
and PN schemes. The basic idea is that in a probabilistic
consistency model it is not necessary to pull source every
time. For each query, the MT may pull the source with a
probability p; otherwise it will contact its neighbors to verify

consistency. If it is lucky and one of the neighbors has just
updated its data then the MT can invalidate the cache item
using a one hop communication. The ProP scheme can be
viewed as a randomized strategy combining the PS and PN
schemes: with probability p it performs pull source; with
probability 1 — p it performs pull neighbor. It also support
probilistic consistency for frequently disconnected devices.

The details of ProP strategy is as follows.

(1) If the MT is disconnected from the data source: it
estimates the probability that the cached data item has not
been updated according to update history and its disconnec-
tion time, and then decides whether to use the cached item
to serve the query.

(3) If the MT is connected to the data source, it performs
a randomized pull source strategy:

(a) The MT sends a < VERIFY ource, ID > mes-
sage to the source with probability p, and broadcast a
< VERIFY,cighvor, I D > message with probability 1 — p;

(b) If the source receives a verify message, it sends back
a < REPLY,,urce, Ts(ID) > message;

(c) If a neighbor receives a verify message, it sends back
a < REPLYycighvor, Tn(ID) > message;

(d) The MT compares the timestamp of the cache item
with all the timestamps received in the reply messages, if
no update is detected, it will use the cached item to serve
the query.

ProP is a flexible solution which combines the advantages
of PS and PN. By adaptively adjusting the pull probability
p, ProP can guarantee the probabilistic consistency, yet with
low message cost. In Section 5, we will provide theoretical
analysis to the performance of the proposed strategies.

5. Analysis of the Proposed Schemes

5.1. Assumptions

We list the assumptions used in our analysis below:

e The data source has N data items.

o The set of cache nodes in the MANET is denoted by
G.

o Updates to each data item follows a Poisson process
with rate p.

e In each MT, access to a data item follows a Poisson
process with rate \.

o Only frequently access objects are cached. That is, the
access rate to a cache item should be larger than its
update rate (’\ > 1), If /\ < 1, the data is likely
updated before the next access which is unnecessary
to be cached.

« We do not consider the influence of any cache replace-
ment strategy used by the MTs. That is, we assume the
cache space of an MT is sufficiently large.



5.2. Performance Analysis

When a data item D is updated at the data source S,
assuming there are a set of cache copies in the MANET,
we now study how the update is propagated to the other
nodes in the network using the proposed cache consistency
scheme. Assume R is a cache node. An update propagation
path is the shortest path from S to R. Let PA(S,R)
denote the set of cache nodes in the update propagation
path from S to R. If |PA(S,R)| = k, we call R a k-hop
cache node. The update propagation radius VU is defined as
U = max{|PA(S, R)|,YR € G}, which is the length of the
longest update propagation path in the MANET.

According to our assumptions, each node generates
queries to the item D at a rate of \. Whenever a query is
generated, the node will decide whether use the cached item
to serve the query or fetch a new copy from the data source.
A cache node is updated if it holds the newest version of
D. Let U be the set of cache nodes which is updated.
We say an update is k-hop propagated to R if and only
if |PA(S,R)| = k,and Vo € PA(S,R),x € U.

If a requested item scores a hit in the local cache, and
the cache item is valid, we call it an effective cache hit;
otherwise if the request is served by an out-of-date copy,
we call it a stale cache hit. If an update is detected, the MT
has to drop the cache item and fetch a new copy from the
source, we call it a cache miss.

In our analysis, we assume the interval between two
consecutive updates is long enough for an update to be
propagated to W hops. After the update propagation, a visit
will always be an effective cache hit. We only analyze the
average performance during the update propagation phrase,
which can be viewed as a lower bound for the performance
of the proposed schemes.

The following theorems show the performance of the PS,
PN and ProP strategies.

Theorem 1: In the PS scheme, the following statements
hold.

() When a new update is k-hop propagated to R, the
expected number of visits is

61)5 = kaa (3)
where Hj, is the kth Harmonic number [22].
(IT) The effective cache hit ratio of PS scheme is
1
hps =1— —. 4
» i )
(IIT) The stale cache hit ratio of PS scheme is

TNps = 0. (5)

Proof: Let X be a random variable defined to be the
number of visits when a new update is k-hop propagated
to R. Let C;, Cs,..., Cx denote the sequence of visits,
where C; € {1,2,...,k} denotes the node generated the

request. Call the ith visit C; a success if the node receives
the update item for the first time. Clearly C; and Cx are
always successes.

We divide the sequence into epochs, where epoch ¢ begins
with the (i)th successful visit and ends with the (i 4+ 1)th
successful visit. Define the random variable X;, for 0 <7 <
k — 1, to be the number of visits in the ith epoch, so that

k—1
X = Z X;.
1=0

Proof of (I):
Let p; denote the probability that a visit is a success in
the ith epoch.

pi = Pr{the visit is from the remaining k — i nodes}
k—1

e
The random variable X; is geometrically distributed with

parameter p;. Thus the expected value of X; is L. By

pi’
linearity of expectation,
k—1 k-1
Ops = ElX] = E| X%]:ZE[XJ
i=0 i=0

k—1 k k 1
— Zok_i:kZ;;:ka.

By [22] the kth Harmonic number Hj, is asymptotically
equal to Ink 4 0.577.

Proof of (1l):

Consider the probability of an effective cache hit in the
above epoches. In epoch %, there are ¢ cache copies which
have been updated. If a query is generated by one of the ¢
cache nodes, it is an effective cache hit; otherwise it is a
stale cache hit or a miss. The probability that a query is an
effective cache hit is % So the expected number of effective
cache hit is

-l =l Bl
Spre = B Xl =) pBIXI=) 1
=0 =0 =0
oy bk
= = = kH), — k
Z:ij—z ; i k

Hence the average effective cache hit ratio is

by L

hPs = 5;;5 H, .

Proof of (IIl):

This conclusion is straight forward, since the PS strategy
maintains strong consistency. The MT verifies its cache item
with the data source for each visit, thus the stale cache hit
ratio is 0.

]

Theorem 2: In the PN scheme, the following statements
hold.



(I) When a new update is k-hop propagated to R, the
expected number of visits is

Spn = k2. (6)
(IT) The effective cache hit ratio of PN scheme is
1 1
hpn = = — —.
T T 9 ™
(IIT) The stale cache hit ratio of PN scheme is
1 1
Npn = 37 % (®)

The detailed proof of this theorem is omitted due to page
limit.

Theorem 3: For each item in an MT, the probability that
exactly m visits to the item between two updates is

7 A\
( ) . ®
LA\ pu+ A
The conclusion can be derived by the memoryless prop-
erty of exponential distribution. Due to page limit, detailed
proof of this theorem is omitted.
Theorem 4: In the ProP scheme, if each MT pulls the data
source with a probability of p, the following statements hold.
() When a new update is k-hop propagated to R, the
expected number of visits is

k
Gprop = = Hi. (10)

where Hj, = Zle %HL and Hj, € [Hy, k|.

(IT) The effective cache hit ratio of ProP scheme satisfies

Hy—p p
h;m’op Z k
Hy,

1—p A
- In(1+ pZ= (11)
P - ( pu)

(IIT) The expectation of stale hit ratio satisfies

B
A

The theorem can be proved similar to Theorem 1. The
detailed proof of this theorem is omitted due to page limit.
Theorem 4 shows that the stale hit ratio 7,,,p is related

to two parameters: the access/update ratio (%) and the pull
probability p. the % ratio is decided by data access and
update pattern, and p is a tunable parameter. According to
the theorem, by adjusting p, we can restrict the stale cache
hit ratio to a small range, thus achieve high probability of
cache consistency. In the next section, we will introduce
how to choose proper system parameters for ProP to provide

probability consistency in MANETS.

1—p A
Tlprop > —In(1 + pP—). (12)
prop 5 ( u)

6. Guaranteeing Probabilistic Consistency

In this section, we show how the ProP strategy guarantee
probability consistency of I'.

6.1. Maintaining Probabilistic Consistency for Dis-
connected Devices

If an MT is disconnected from the network, it estimates
its cache consistency probability based on local information.
Assume the object item D is last updated at time ¢,,, and the
current time is t.. Let At = t. —t,,. The following theorem
estimates the probabilistic cache consistency level.

Theorem 5: If At < —L the cache item satisfies a
probabilistic consistency of 1"

Proof: Consider the probability that D is consistent
with the data source:

Pr{D is consistent with S}
= Pr{no update to D in At}

At
=1- / pe Htdt = e HAL,
0

Let e #A8t > T we have At < —%. The Theorem is
proved. O

Theorem 5 shows that if the MT’s disconnection time
is less than — L since the last update to D, it can use the
cached item to serve the query, with probabilistic consistency
guarantee I'.

6.2. Determining the pull probability

In the ProP strategy, if the pull probability p is close to
0, its performance is close to the PN strategy; if p is close
to 1, the performance is close to PS (achieving near strong
consistency). We now study how to determine p to guarantee
a certain level of probability consistency T

Theorem 6. In the ProP scheme, if the pull probability p
satisfies

142 -
H _
p> (1+m(1+ 50 F)) , (13)

the MT satisfies a probabilistic consistency of I'.
Proof:

Pr{a cache item is consistent with the source} > T
<= Pr{the cache item is a stale hit} <1—T.

According to Theorem 4, the stale cache hit ratio

uw l—p A

hprop < —In(1+ p—
prob ES n( PM)

w o 1—p A

< L Lo+ 2

p+A p ( u)

Let
w 1—p A

In1+=)<1-T.
p+A p ( u)



Solving this inequality yields

( 142 1o -
ln(l + p)
]
Theorem 6 shows that if the pull probability p satisfies the
condition in equation (13), the ProP scheme can guarantee
a probabilistic consistency of T

7. Performance Evaluation

In this section, extensive simulations are conducted to
evaluate the performance of the proposed cache consistency
schemes.

7.1. The Simulation Model

We simulate our proposed cache consistency scheme in a
MANET environment where a set of mobile terminals move
in a rectangular area with size of area_width*area_height.
A data source (MSS) is located at the upper left corner of
the rectangle. The data source contains N data items. The
data items can only be updated by the server whereas the
queries are made on the client side. We assume updates to
each data item is a Poisson process with rate .

In the simulation area, there is a set of mobile terminals
randomly deployed to form an ad hoc network. Random
Waypoint movement model is used to simulate the moving
pattern of the mobile clients [23].

Each mobile terminal generates a number of queries
periodically. The query to each data item follows a Pois-
son process with rate A\. Each node and each link in the
network has a probability pg of being disconnected from
the network. Disconnection time of a node (link) followings
an exponential distribution with mean interval L.

7.2. Metrics

Our cache consistency schemes are evaluated using the
following metrics: (i) Fidelity. Fidelity is defined to be the
degree to which a cache coherency mechanism can provide
consistency guarantees to users [12]. It can be measured
as: f = N“m?\f’;,,sgef":]fzszegiezccess. (i1) Effective cache hit
ratio, which is presented in section 5.2. (iii) Delay. Delay is
defined to be the time it takes to answer a query.

7.3. Performance Evaluation

In the following, we analyze the performance of PS,
PN and ProP strategies under different system parameter
settings.

7.3.1. Impact of the access/update ratio. Figure 2 shows
the fidelity, effective cache hit ratio and access delay when
% is varied from 2 to 10. It can be seen that the fidelity of
PS is always 1, since it maintains strong consistency. The
fidelity of ProP is quite close to PS, in most cases larger than

0.95. The fidelity of PN increases from 0.52 to 0.78 as 2

n
increases. The reason is that when % becomes larger, therle
are more visits between two updates, which will increase the
chance of accessing consistent data. However, PN has the
lowest fidelity of the three, and cannot guarantee probability
consistency. ProP maintains high fidelity larger than 0.95 all
the time.

Figure 2(b) shows the effective hit ratio of the three

strategies increases with ﬁ The reason has been explained

above: a larger 2 attracts more consistent accesses. The

performance of ProP and PS are very close. However,
the effective hit rate of PN is much lower than the other
strategies, which is only half of the PS when %L ratio is
small.

Access delay is compared in Figure 2(c). PS has the
longest delay, since each visit travels a long path to the
data source, and a disconnected device need to block all
its queries until the next reconnection. Access delay of
PN is almost constant, because it only employs one-hop
communication with its neighbor. Performance of ProP is
between PS and PN. Its delay is about 20-30% lower than
PS.

7.3.2. Impact of network density. Figure 3 presents the
experimental results when the number of MTs varies from
100 to 300. It can be seen that PS and ProP are insensitive
to network density, both maintain high fidelity (close to
1) and high effective hit ratio (close to 0.7). For PN, as
network density increases, there are more neighbors each
node, more information is obtained and an update is detected
more quickly, thus the fidelity and effective hit ratio both
increase. Again, PS has the longest access delay which is
about 10 times larger than PN.

7.3.3. Impact of disconnection probability. Mobile termi-
nals’ disconnection probability also influence system perfor-
mance, as shown in Figure 4. The fidelity and effective hit
ratio of PS and ProP are barely affected by device disconnec-
tions. When device disconnection probability increase from
0.05 to 0.25, ProP remains a high probability consistency
larger than 0.95. In PN, its fidelity and hit ratio decreases
with increasing device disconnection. Disconnection proba-
bility also has a significant impact on access delay. As shown
in Figure 4(c), the access delay of PS and ProP both increase
when more devices are disconnected, since more queries are
delayed until reconnection. ProP allows a small proportion
of inconsistent cache access (smaller than 0.05), but achieve
a much lower access delay (about 20% lower than PS). If we
relax the probability consistency requirement, the overhead
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will be further decreased. Access delay of PN stays a small
constant since it always employ one-hop communication
with neighbors.

8. Conclusion

In this paper, we introduce a probabilistic cache consis-
tency model to guarantee cache consistency with a high
probability. Based on this model, we study three cache
consistency strategies: pull source (PS), pull neighbor (PN)
and probabilistic pull (ProP). PS maintains strong con-

sistency between data source and cache copies. PN only
maintains cache consistency with neighbor nodes. ProP pulls
data source with some probability, which is a randomized
strategy combining the advantages of PS and PN. A the-
oretical model is developed to analyze the performance
of the proposed schemes. We demonstrate that the ProP
scheme achieves probabilistic cache consistency, and we
present design guidelines for ProP to choose proper system
parameters to guarantee probabilistic consistency. Extensive
simulations show the efficiency of our strategies.
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