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Cyber-Physical Systems (CPS) intrinsically combine hardware and physical systems with software and

network, which are together creating complex and correlated interactions. CPS applications often experience

uncertainty in interacting with environment through unreliable sensors. They can be faulty and exhibit runtime

errors if developers have not considered environmental interaction uncertainty adequately. Existing work in

verifying CPS applications ignores interaction uncertainty and thus may overlook uncertainty-related faults.

To improve verification accuracy, in this article we propose a novel approach to verifying CPS applications

with explicit modeling of uncertainty arisen in the interaction between them and the environment. Our

approach builds an Interactive State Machine (ISM) network for a CPS application and models interaction

uncertainty by error ranges and distributions. Then it encodes both the application and uncertainty models

to SMT formula to leverage SMT solvers searching for counterexamples that represent application failures.

The precision of uncertainty model can affect the verification results. However, it may be difficult to model

interaction uncertainty precisely enough at the beginning, because of the uncontrollable noise of sensors

and insufficient data sample size. To further improve the accuracy of the verification results, we propose an

approach to identifying and calibrating imprecise uncertaintymodels.We exploit the inconsistency between the

counterexamples’ estimate and actual occurrence probabilities to identify possible imprecision in uncertainty

models, and the calibration of imprecise models is to minimize the inconsistency, which is reduced to a Search-

Based Software Engineering (SBSE) problem. We experimentally evaluated our verification and calibration

approaches with real-world CPS applications, and the experimental results confirmed their effectiveness and

efficiency.
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1 INTRODUCTION
Internetware is envisioned as a new software paradigm for resource integration and sharing in

the open, dynamic and autonomous network environment. This new paradigm emphasizes the

autonomy of the constituent services of a system, the flexibility of coordination among the services,

as well as the adaptability, evolvability and trustworthiness of the system [32]. As computing devices,

human society, and physical objects are becoming seamlessly integrated together, Internetwaremust

be ready to support the software systems that will orchestrate information, processes, decisions,

and interactions in this Internet environment [35]. Typical examples of Internetware systems

include Internet-based and Cyber-Physical Systems (CPS). These systems are often characterized

with autonomy, coordination, context-awareness and self-adaptability. Software development for

such kind of CPS is a typical target domain of the Internetware paradigm because the constituting

entities are autonomous, the environment is open and constantly changing, the system is built with

the coordination of these autonomous entities and needs to automatically adapt to the changing

environment [31].

CPS are physical and engineered systems whose operations are monitored, coordinated, con-

trolled and integrated by a computing and communication core [30]. They have wide applicability

in various economically vital domains including high confidence medical devices and systems,

advanced automotive systems, traffic control and safety, energy, defense, aerospace and distributed

robotics, etc. [30, 39]. CPS typically consist of physical and cyber spaces, with various sensors and

actuators. These spaces integrate computation and physical processes, and are interconnected by a

network layer for exchange of data. Usually, the computation and network monitor the physical

processes with sensors and make controls based on application logics, with feedback loops where

physical processes affect computations.

1.1 Motivation
CPS intrinsically combine hardware and physical systems with software and network, which are

together creating complex and correlated interactions. Uncertainty is prevalent in CPS, either in

the software platform [14], the middleware layers [15], or in the interactions between the software

and physical systems [6]. This brings challenges to build dependable CPS, since developers have

to guarantee the correctness of cyber systems’ predefined business logics while considering the

various uncertainty. Real-world CPS are thus error-prone [1], which makes their quality assurance

vitally important and significant.

Testing is an essential activity in engineering and is widely used in industry to guarantee the

quality of any type of system. To assure the quality of CPS, many research efforts focus on testing

techniques. Some techniques [3, 47, 57] use model-based testing to generate test cases for CPS,

and some work uses runtime monitor to dynamically detect faults in CPS [26]. Simulation is often

combined with field testing to test CPS [24, 26, 57], since it can reduce testing cost. Multiple parts

of CPS are often embedded systems with a real-time software executing. Therefore, there are some

pieces of work focusing on testing functional or non-functional correctness (e.g., temperature,

power consumption, and timing) of real-time CPS [21, 24, 50]. Testing CPS poses a big challenge,

since it may contain hardware and software testing, computation and communicational testing,
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functional and non-functional testing for each cyber and physical component individually, and

system testing to test the complete system. It is generally infeasible to predict and enumerate all

possible conditions that a CPS application can encounter at runtime. Therefore, issues concerning

testing loom large.

On the other hand, formal verification, which is regarded as an effective method to achieve

dependability, can provide evidence that the set of stated functional and non-functional properties

are satisfied during the system’s operation [5]. Recent studies have also reported promising results

in applying these techniques to verify properties of CPS, e.g., safety [18, 41], robustness [49] and

performance [28]. Technically, researchers use model checking [2, 11] or theorem proving [33, 44]

to verify CPS. However, when it comes to verifying CPS under real-world environments, much

existing work lacks of considering CPS’s interaction uncertainty with physical environment.

CPS typically comprise of physical and cyber spaces. In the physical space, they often interact

with physical environment in a feedback way. First, they sense the environment and react to the

environmental changes by actuators, and the action upon certain environmental changes can

then have an effect on the environment. CPS are gaining increasing attention for their ability

to bridge the gap between the cyber and physical worlds, however, assuring the quality of CPS

is challenging because interactions between physical and cyber components are complex and

often unpredictable [59]. For example, an unforeseen interaction among the control modules

and the physical environment, led to a safety violation and an unfortunate disqualification of a

DARPAUrban Challenge vehicle, named “Alice” [36]. A CPS application’s environmental interaction

with the physical world can be affected by uncertainty, which is inevitably caused by unreliable

environmental sensing [6, 56]. For environmental sensing, an application may only be able to

obtain an estimate of its environmental conditions, but never knows its real state. Consider an

example robot-cars application [55, 56] that aims to explore an unknown area without bumping

into any obstacle. The car can sense its four-directional distances (front, back, left and right) to

nearby obstacles using its built-in ultrasonic sensors. Based on these sensed distances, it decides its

next movement to avoid obstacles. However, the sensed distances may not faithfully reflect real

distances from the car to its nearby obstacles, since the sensing always contains unpredictable noise.

Such sensing uncertainty can cause inconsistency between an application’s understanding to its

environment and its actual environmental conditions, thus affecting the application’s functionalities.

Overlooking such uncertainty can lead to inaccurate verification results. However, such uncertainty

has not been well studied for the verification problem of CPS applications.

1.2 Research Work
In this article, to improve verification accuracy, we propose a novel approach to verifying CPS

applications with explicitly modeling the applications’ environmental interaction uncertainty with

the physical world. An SMT solver is leveraged to verify a CPS application model with uncertainty

modeled by approximated error ranges and distributions. Specifically, we build an ISM network for

a CPS application and collect the application’s behavior by exploring each potential path within a

bound of path length to get a path condition, in which environment-related variables are augmented

with error ranges from the uncertainty model. The application’s failures are depicted by assertions

(failure conditions), which are joined with the path conditions and checked for satisfiability. If

satisfied, one concrete solution will be returned by the solver [12]. The path and the corresponding

solution are comprised together as a counterexample, which corresponds to an application failure

behavior. We also devise a means to calculate the counterexamples’ probabilities to help developers

focus on more likely faults.
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Fig. 1. Overview of verification and calibration.

One key input in the verification process is the uncertainty model, as illustrated in Figure 1. Error

range and distribution are commonly used in physics to specify uncertainty. Our work introduces

this practice to model environment-interacting uncertainty. However, it may be difficult to specify

the uncertainty arisen in the interaction between system and environment precisely and completely

because of the uncontrollable noise of sensors employed for monitoring and insufficient data sample

size. As a result, such verification results can deviate from reality when the uncertainty specification

used in verification is imprecise: less important counterexamples can be falsely highlighted, or

even worse, false counterexamples may be reported. To eliminate imprecise uncertainty model’s

effect on verification results, we propose an approach adopting the idea of Search-Based Software

Engineering (SBSE) to calibrating the uncertainty model. The calibration problem is represented

as an SBSE problem, whose goal is to minimize the differences between the counterexamples’

calculated probabilities and actual probabilities. The calibrated uncertainty model can improve the

accuracy of the verification results. The novelty of the calibration approach is in its application of

SBSE for the particular problem of uncertainty model calibration for CPS applications. There were

no previous works in this direction.

In an evaluation on real-world CPS applications, our verification approach reported 1.6-9.0x

more real counterexamples than the approach not considering interaction uncertainty, which

demonstrates that our approach has an improved accuracy. Meanwhile, the experimental results

also showed that our calibration approach improved the precision of imprecise uncertainty models

approximately to the precise level. We summarize our contributions in this article below:

• We propose to explicitly consider uncertainty in verifying CPS applications, to improve

verification accuracy, and to rank counterexamples according to their probabilities, to help

developers focus on more likely faults.

• We propose to calibrate imprecise uncertainty model with a search-based approach ex-

ploiting the inconsistency between the counterexamples’ calculated probabilities and actual

probabilities, to further refine verification results.

• We evaluate our verification and calibration approaches with CPS applications by both real

and simulation experiments, and validate their usefulness in practice.

The remainder of this article is organized as follows. Section 2 uses a motivating example to

explain the inadequacy of existing work and motivate our work. Section 3 introduces our modeling

of CPS applications. Section 4 presents our verification approach in detail. Section 5 presents our

calibration approach in detail. Section 6 evaluates our verification and calibration approaches with

CPS applications. Section 7 discusses related work, and finally Section 8 concludes this article.
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Fig. 2. Example robot-cars application.

2 MOTIVATING EXAMPLE
In this section, we present a CPS example to motivate our work and explain the problem. As

illustrated in Figure 2, the example consists of two robot-cars that collectively explore an unknown

area and a server that monitors the cars’ states such as battery level and travel distance, etc. In the

area, there are many obstacles that the cars must avoid, and several locations marked as checkpoints

that the cars must pass. Each car can sense its four-directional distances (front, back, left and right)

to nearby obstacles using its built-in ultrasonic sensors. Based on these sensed distances, it decides

its next movement to explore the area and avoid obstacles. A failure occurs when any car bumps

into an obstacle. Each car is equipped with an RFID reader and each checkpoint has an RFID tag,

so the car would receive a signal when it passes a checkpoint.

There is a server monitoring the cars’ states. They are connected by WiFi in a local area network,

and together constitute the example CPS application. The server has many responsibilities, such

as checking whether the battery level is too low or any car has bumped into an obstacle. Among

them, the major responsibility is to check whether all checkpoints have been discovered within

some certain travel distance. We consider it a failure if the cars have traveled a distance exceeding

a given bound but not discovered all checkpoints, since it suggests a problem in the cars’ logic

design for the area. To motivate our work, we present a simple but representative design of the cars’

controlling logic. In this design, the car moves in a zig-zag style, while avoiding to bump into any

obstacles. Specifically, before each move, the car first senses its four-directional distances. Based on

the sensing distances, the car performs an action following the associated rules to its current state.

Different states have different rules, which assures that the car makes the correct turns to form the

zig-zag routines. Due to page limit, we just present the rules associated with the car’s initial state,

but this suffices for explaining our problem. There are four rules determining the car’s action:

• Rule 0. If the front distance is greater than or equal to 15cm, then move forward for 10cm;

• Rule 1. If the front distance is less than 15cm and the left distance is greater than or equal to

15cm, then turn left, move forward for 10cm, and turn left again;

• Rule 2. If the front distance and the left distance are both less than 15cm and the right distance

is greater than or equal to 15cm, then turn right, move forward for 10cm, and turn right

again;

• Rule 3. If the front, left and right distance are all less than 15cm, then move back for 10cm.

As in a CPS application, multiple subsystems need to collaborate with each other to function

properly, so we also need to provide the rules for the server. For simplicity, we only give one rule

which specifies the major responsibility that checks whether all checkpoints have been discovered
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within some certain travel distance. In this example, there are two checkpoints, so the server uses

two boolean variables c1 and c2 to track whether the checkpoints have been discovered. The server

also records the total distance that the two cars have traveled so far; if the distance exceeds 10000cm,

it aborts the area exploration and reports a failure. Therefore, we can have the rule for the server

as:

• If c1 is false or c2 is false, and the two robot-cars’ total travel distance is greater than or equal

to 10000cm, then reports a failure.

Suppose one wants to use model checking to verify this application. Typically, a model of

the application is first built, and various model checking techniques can be applied to check the

correctness. However, real counterexamples (i.e., true positives) may also be missed if one does not

consider uncertainty in verifying this application. Consider one of the failure conditions that any

car bumps into an obstacle. Since the rules require that the front distance be at least 15cm for the

car to move forward and each time the car moves forward only for 10cm, one may conclude that the

car will never bump into an obstacle in the front. But in reality, environmental sensing can contain

uncertainty as explained earlier. Suppose that sensing distance is subject to an error range of [−6, 6],
and the front distance for the car is 9cm. Then due to uncertainty, the sensed front distance could

be 15cm, so the car would move forward and bump into an obstacle in this situation. Having not

considered uncertainty, traditional verification methods cannot find such uncertainty-related faults.

Therefore, this calls for new effort to model such uncertainty so that one can discover such potential

problems in a CPS application in a more accurate way. Our approach explicitly models interaction

uncertainty and combines it with the application model for verification, so the counterexample it

revealed would contain not only the sensed environmental data but also the actual environmental

data and the uncertainty, such as a sensing error. For example, for the aforementioned failure, our

approach is able to report a counterexample suggesting that when the sensed front distance is

15cm, the sensing error is −6cm and the actual front distance is 9cm, the car is moving forward

and will bump into an obstacle.

Modeling such interaction uncertainty is vital for the verification. However, it may be difficult to

specify the uncertainty precisely enough at the beginning, because of the uncontrollable noise of

sensors and insufficient data sample size. Take the robot-cars application for example again. The

error range for the sensing distance should be [−6, 6], but one may obtain an imprecise uncertainty

model of [−4, 4]. Then for the same scenario that the front distance for the car is 9cm, based on this

imprecise uncertainty model, a conclusion that the car would not move forward and bump into

obstacles can be drawn. Obviously, it misses the aforementioned failure. To further improve the

accuracy of verification results, it is essential to have a precise uncertainty model. Our approach

can effectively identify and calibrate possible imprecise uncertainty models, and thus obtain more

accurate counterexamples.

3 MODELING CPS APPLICATIONS
Unlike traditional embedded systems, a CPS application is typically designed as a network of

interacting elements with physical inputs and outputs instead of as standalone devices [30]. The

rise in popularity of hardware devices has increased interest in the area of cyber-physical systems.

Multiple sensory input or output devices, such as GPS chips and proximity sensors can be heavily

used in cyber-physical systems, as they are essential for cyber-physical systems to interact with

the physical world. Many applications of CPS fall under sensor-based communication-enabled

autonomous systems. For example, some CPS applications exploit the physical information collected

by sensor networks to bridge the physical and cyber spaces and relay the information to a central

node [54]. More open infrastructures such as cloud, can also be employed to store and process
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information in CPS applications. Nevertheless, the interaction with physical world is still mostly

conducted by sensory devices. CPS typically interact with physical environment in a feedback way.

First, the application senses its environment to capture interesting environmental changes. Then,

according to its predefined logics, the application makes a decision by selecting appropriate action

to such environmental changes. The action can change the environment and affect the application’s

environmental sensing afterwards. The sensing can be uncertain, which is caused by imperfect

sensing technologies nowadays. Since there is no existing modeling approach for CPS application

that explicitly consider an application’s interaction effects on its environmental sensing afterwards

and the uncertainty occurring during the interaction, we propose a new model, named Interactive

State Machine (ISM) to meet this requirement.

The ISM is defined as a tupleM := (S,V ,R, s0), in which symbols are explained below:

• S is a set of this application’s all states, and s0 ∈ S is its initial state, with which the application
starts.

• V is a set containing this application’s all variables. V = Vs ∪ Vn , in which Vs and Vn
represent two disjointed categories. Vs contains all sensing variables, which store values of

environmental attributes interesting to this application (updated by relevant sensing devices).

Vn contains other normal variables, i.e., non-sensing variables.
• R is a set containing this application’s all rules. For each rule r ∈ R, r is associated with a state

s ∈ S , which is r ’s source state. Rule r takes a form of r := (condition,actions). condition is a

logical formula built onV , and its satisfaction would trigger the execution of this rule. actions
specifies what should be done when executing this rule. actions can include internal actions
and interactive actions . The former takes internal actions by updating values of non-sensing

variables, e.g., updating the application’s current state, and in this case the application transits

to a new state. The latter takes interactive actions by interacting with the application’s

environment directly, e.g., making a robot-car move forward. interactive actions can also

specify the extents of their effects on the environment by updating certain non-sensing

variables, e.g., recording the distance that the car has moved forward.

ISM is executable. Starting from its initial state s0, an ISM M := (S,V ,R, s0) repeatedly reads

values of its sensing variables (automatically updated by environmental sensing), then evaluates

and decides which rule to execute, and finally conducts the executed rule’s associated actions. When

a state s ∈ S is set as M’s current state, rules having this state as source state are enabled, while

other rules are disabled. Only enabled rules participate in rule evaluation upon each environmental

sensing. When an enabled rule r ’s condition r .condition is satisfied, the rule is triggered for execu-

tion. If multiple rules are triggered, only one of them is selected to execute. This tie can be resolved

by some priority or random mechanisms, which are not our focus in this article and therefore

omitted. When a rule r is selected to execute, by default its actions r .actions are conducted in a

sequential way. Conducting actions concurrently is possible by allowing that all the concurrent

actions in one rule to be executed on variable values of the same version, and this needs to be

specified beforehand. Thus, an ISMM ’s execution can be conceptually modeled by a path which is

a sequence of states and rules: σ = s0 r1 s1 . . . rn sn . Similar to traditional programming, we define

path condition of execution σ as:

pc(σ ) =
n∧
i=1

ri .condition

To be representative, we adopt a quantifier-free first-order logic based language for specifying a

rule’s condition. With this language, a rule’s condition can be specified by a logical formula that is
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"front >= 15", "move" 

"(front < 15) ˄ ((left < 15) ˄ 
(right < 15)), back"; 
"updateState(E)" 

"(front < 15) ˄ (left >= 15)", 
"turnL; move; turnL; 

updateState(B)" 

"(front < 15) ˄ ((left < 15) ˄ 
(right >= 15))", "turnR; move; 

turnR; updateState(D)"

r8

Fig. 3. Partial ISM model of the robot-cars application.

recursively constructed using the following syntax:

f := (f ) and (f ) |(f ) or (f ) | (f ) implies (f ) | not (f ) |
bfunc(v, . . . , v).

Note that the above “and”, “or”, “implies” and “not” logical connectives follow their traditional

interpretations, i.e., representing conjunction, disjunction, implication and negation operations,

respectively. Terminal bfunc refers to any user-defined or domain-specific function that returns

either true or false. When a bfunc is easy to understand, one may also use its corresponding operator

to simplify its representation, e.g., “larдerThan(v, 50)” can also be represented by “v > 50”.

Take the robot-cars application for example, we can build an ISM for one of the cars. We il-

lustrate in Figure 3 part of the ISM, which starts from the initial state in consistent with the

presentation in last section. The ISM model is: M := (S,V ,R, s0), where S := {A,B, . . . ,E, . . . },
R := {r0, r1, . . . , r14, . . . }, V is the set of variables used in this application (in particular, by R), and
the application’s initial state s0:= A. As mentioned in last section, there are four rules associated

with State A, i.e., having A as their source states: r0, r1, r2 and r3 (multiple actions are sequentially

separated by semicolon “;”):

r0 := ("f ront ≥ 15", "move").

r1 := ("(f ront < 15) ∧ (le f t ≥ 15)", "turnL; move;

turnL; updateState(B)").

r2 := ("(f ront < 15) ∧ ((le f t < 15) ∧ (riдht ≥ 15))",

"turnR; move; turnR; updateState(D)").

r3 := ("(f ront < 15) ∧ ((le f t < 15) ∧ (riдht < 15))",

"back; updateState(E)").

These rules are the formal forms of the four rules presented in the last section. They refer four

variables: f ront , back , le f t and riдht , which are all sensing variables, representing sensed distances
between the car and its four-directional obstacles (front, back, left and right), respectively. If one

rule’s condition is satisfied, it may invoke some actions. For example, they can be interactive actions

move and back, which mean driving the car to move forward and backward by a unit distance (say,

10cm), respectively. Interactive actions turnL and turnR represent turning the car left and right by

90
◦
, respectively. After these interactive actions, the application can also conduct a state-transition
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internal action, e.g., r0’s updateState(B), which transits the application from state A to a new state

B. At State B, new rules associated with this state ( r4, r8, r9) are enabled while the previous rules

(r0, r1, r2,r3) are all disabled.
ISM network. Common applications of CPS typically consist of multiple autonomous or semi-

autonomous components that collaborate with each other to fulfill some certain tasks. Capturing

large and complex systems with a single model is not practical. Instead, such systems are typically

built by combining a number of simpler components. It is natural to model each component

separately, and then compose the components [9]. Each component has its own controlling logic,

and can run concurrently and communicate with other components. To adequately specify this

feature, we propose the ISM network to model a CPS application. The ISM network is composed of

multiple ISMs, each of which specifies the controlling logic of one autonomous or semi-autonomous

component. The execution of the ISM network is conducted by executing all the ISMs concurrently,

which corresponds to the concurrent running of components in a CPS application.

Furthermore, we need to model the communication and collaboration among components. In a

CPS application, different components need to communicate to share information. The commu-

nication can be performed through many forms, such as LAN and WiFi communication. Since

our focus is the correctness of controlling logics on the CPS application level, we assume that the

communication has been well designed to be reliable, and we only need to specify the communi-

cation actions and their effects on the applications, which are the information transmitted in the

communication process and observed by the receiving components. In ISMs, information is modeled

by variables. Communication is achieved via shared variables [22]. This is natural when modeling

concurrent processes or threads [9]. Specifically, when one component is sending information, we

model this action by allowing the corresponding receiving ISM to update its concerned shared

variables. The update can be observed by other ISMs that also have these shared variables, and this

models the information receiving process. Besides the ability to specify communications among

components in a CPS application, we also support temporal coordination of actions, since there are

many scenarios where some actions from different components running concurrently need to be

performed simultaneously. To achieve this, we introduce synchronization labels [22] to its rules,

and require the rules with the same labels to be executed at the same time.

Instead of combining the paths of all the ISMs with careful synchronization, a more general

approach to obtaining the execution of the ISM network is to parallel compose all the ISMs into a

new ISM and then extract paths from the new ISM, similar to the parallel composition of timed

automata [46]. The composition is conducted in an iterative way: first composing two ISMs to form

a new ISM, then composing the new ISM and another ISM, until there is only one ISM left. There

is a special case of parallel composition called synchronous composition that require all the ISMs

must fire one rule at each step. In synchronous composition, all rules can be regarded to possess

the same synchronous label. In our robot-cars application, the two cars share the same logic, and

therefore their ISMs are identical. For the two cars’ coordination, we require the two cars to move

in the same pace, i.e., the two ISMs would fire each of their own rules at the same time. This can

be achieved by synchronous composition of the two ISMs, which results in that in the composed

product of the two cars’ ISMs, every rule is composed of two rules, each of which comes from one

car’s ISM, so that the two cars make actions in the same pace.

There is one more thing to be noted. In the robot-cars application, the server does not make

actions but only monitors the cars’ states by receiving data from the cars, i.e., it has no its own

states but only evaluates on the cars’ states. Therefore, the server’s function is not necessary to be

modeled by an ISM. It can be abstracted as constraints on the cars’ states. Since these constraints
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are about the properties to be verified, we postpone the description to the next section when failure

conditions are formulated.

4 VERIFYING CPS APPLICATIONS
In this section we present our approach to verifying CPS applications with interaction uncertainty.

For a CPS application, we build ISM models for each component, and compose them to model the

entire application. We also need to specify the environment, as a CPS application can demonstrate

different behaviors in diverse environments. Take the motivating robot-cars application for example,

the cars could be placed in different initial positions with different directions of any area where

obstacles are put with high disparities, and consequently take different moving routes. Our aim

is to verify whether a CPS application will fail in a specific environment. A failure is defined as

a violation of failure conditions (assertions) which are different application by application. As

discussed in the motivating example shown in Figure 2, the failure condition of our robot-cars

application is that any car bumps into obstacles or the cars have traveled a distance exceeding

a given bound but not discovered all checkpoints. Suppose the bound of traveled distance d is

10000cm, and two boolean variables c1 and c2 are used to specify whether checkpoint 1 and 2 have

been visited, respectively. Then the failure condition can be formulated as f ront1 ≤ 0 ∨ f ront2 ≤
0 ∨ ((c1 == f alse ∨ c2 == f alse) ∧ d ≥ 10000), where f ront1 and f ront2 are the front distances of
Car A and B, respectively.

The overview of our verification approach is shown in Algorithm 1. The algorithm takes input a

set of ISMs LM , an uncertainty modelU , an environment model E, and a failure condition f c as the
property to be checked. Since we adopt the bounded model checking approach, a bound k is also

required as an input. First, the algorithm composes the ISMs in LM to get a new modelM . The main

data structure used in the algorithm is a list path, which records the path that is currently being

explored. The algorithm traversesM in a depth-first manner to find new paths (Lines 5-9, Lines

19-20). Since the number of optional paths could be infinitely many, for practical considerations,

our approach bounds the length of a path being explored with a configurable integer during the

traversal (Line 6: i < k). The traversal ends when there is no unexplored path within the bound

(Line 22).

For each selected path, the algorithm extracts its path condition pc . The ISM explicitly specifies

the reacting logics of an application, but does not include its uncertainty and environmental settings.

So we modify the path condition by introducing uncertainty, and augment the path and failure

condition with environmental settings for realistic verification. Then the concatenation of path and

failure condition is passed to Z3 [12], an efficient SMT solver, to check whether it can be satisfied. If

so, a counterexample is found. It is possible that many counterexamples can be reported. Tomake the

verification results more actionable to users, our approach prioritizes the reported counterexamples

according to their occurrence probabilities. In the following three subsections, we present our ideas

of dealing with uncertainty, modeling environments, and prioritizing counterexamples in detail.

4.1 Dealing with Uncertainty
CPS often consist of heterogeneous physical units (e.g., sensors, control modules) communicating

via various networking equipment, interacting with physical world, applications and humans. Thus,

uncertainty is intrinsic in CPS due to novel interactions of embedded systems, physical environment,

networking equipment, cloud infrastructures and humans [3, 58]. It comes in different locations, in

various forms and can be measured in different ways, e.g., the execution time of a component in a

CPS application can be uncertain. One major source of uncertainty is an applications’ environmental

interaction with its physical world, which is naturally caused by unreliable sensing [6, 56]. In this
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ALGORITHM 1: Verification algorithm

Input: Set of ISMs LM , uncertainty modelU , environment model E,
failure condition f c , and bound k .

Output: Set C of counterexamples with probabilities.

1: C := ∅;
2: Compose LM to a new ISMM := (S,R,V , s0);
3: path :=< s0 >; i := 0;

4: repeat
5: s := the last state of path;
6: if i < k && s has unexplored rules then
7: r := an unexplored rule of s;
8: s ′ := the state that r leads to;
9: append r and s ′ to path; i := i + 1;
10: extract the path’s path condition pc;
11: modify pc by introducing uncertainty fromU ;

12: augment pc and f c with environmental settings from E;
13: check pc && f c with a constraint solver;

14: if pc && f c is satisfied then
15: estimate the probability of the counterexample;

16: add the counterexample with probability to C;
17: end if
18: else
19: remove s ′ and r from path;
20: i := i − 1;

21: end if
22: until path == ∅;
23: return C;

article, we pay special attention to this environmental interaction uncertainty, as it can cause

inconsistent understandings to an application between its sensed environment and its faced actual

environment, and the application may fall into failure due to such imprecise understanding to the

its environment. Thus, we should consider environmental interaction uncertainty in verifying CPS

applications. Otherwise, the accuracy of verification results cannot be guaranteed. To properly

specify environmental interaction uncertainty caused by unreliable sensing for the purpose of

verification, we studied the related approach in other disciplines such as mechanics [52] and

some real cases from our past work [56]. We observed that environmental interaction uncertainty

demonstrates regular patterns. The sensed value of unreliable sensing often falls into an error range,

with a distribution determined by the physical characteristics of sensing technologies. We call this

type of uncertainty the environmental interaction uncertainty, and in this section, we explain how

to model this uncertainty in the verification of CPS applications.

Uncertainty affects CPS applications’ understanding to environment, and thus affects values of

sensing variables that represent the sensed environments. Given an application’s ISM, to model

uncertainty, we first need to identify the variables in the path condition that would be affected

by uncertainty. Then for each of these variables, we give an error range and a distribution for its

potential value, i.e., for a variable v affected by uncertainty, let [a,b] (a < b) be the error range of v .
Then the lower bound and upper bound of variable v are v + a and v + b respectively. Meanwhile,

we set a distribution p of the variable’s value between its lower and upper bounds. The lower bound,

upper bound and the distribution of a variable can be obtained from field studies or experiments

ACM Transactions on Internet Technology, Vol. 9, No. 4, Article 39. Publication date: September 2017.



39:12 W. Yang et al.

with statistical analysis. In the robot-cars application, the distance f ront between the car and its

front obstacle is affected by uncertainty. We found that the ultrasonic sensor used in the robot-cars

has an error in sensing. Field studies show that its error range is [−6, 6] cm and its error distribution

is a Gaussian one. So, for variable f ront , we give an error range of [−6, 6]. Then the lower bound

and upper bound are f ront−6 and f ront+6, respectively. The distribution of f ront ’s value between
its lower and upper bounds is a Gaussian distribution.

Now we can show how to augment a path condition with uncertainty. In a path condition,

for all its variables, there is no uncertainty considered. Therefore, for each variable v affected by

uncertainty, since v does not include uncertainty, we use a new variable v ′
to represent v with

uncertainty. v ′
satisfies the constraint v + a ≤ v ′ ≤ v + b, where [a,b] is the error range of v .

This means that the value of v ′
can range from v + a to v + b. Clearly, for environmental sensing,

the value of v ′
is a sensed value of the application, and the value of v is the actual value about

the environment. We also set a distribution P(v ′) for v ′
that will be used to prioritize reported

counterexamples, which will be explained later. Then we replace v with v ′
in the path condition,

and join the constraint v + a ≤ v ′ ≤ v + b with the condition, which forms a new path condition.

Consider the robot-cars application example. For the ISM composed by the two cars’ ISMsM1
and

M2
, let’s take a short path σ = (A1A2) r (A1A2) for illustration. Here, (A1A2) is the composing state

of A1
and A2

which correspond to the state A inM1
andM2

, respectively. Rule r is the composition

of rules r 1
0
and r 2

0
which correspond to the rule r0 inM

1
andM2

, respectively. Since there is only one

rule in σ , the path condition of σ is the condition of r , which is f ront1 ≥ 15 ∧ f ront2 ≥ 15, where

f ront1 and f ront2 correspond to the sensing variable f ront in rule r0 fromM1
andM2

, respectively.

Both f ront1 and f ront2 are affected by uncertainty, without losing generality, we use f ront1 for
illustration. The error ranges for f ront1 is [−6, 6]. We use a new variable f ront ′1 to replace f ront1 in
the path condition. The constraint between f ront1 and f ront ′1 is "f ront1−6 ≤ f ront ′1 ≤ f ront1+6".
Variable f ront2’s constraint with new variable f ront ′2 is similar. Then we combine all these new

constraints into the path condition, and get a new condition of σ , i.e., "f ront ′1 ≥ 15∧ f ront ′2 ≥ 15

∧ f ront1 − 6 ≤ f ront ′1 ≤ f ront1 + 6 ∧ f ront2 − 6 ≤ f ront ′2 ≤ f ront2 + 6 ".

4.2 Modeling the Environment
A typical CPS application’s execution closely interacts with the environment. To make an appro-

priate action, the application needs to gather information by sensing its environment. For the

purpose of verification, it is necessary to model the environment, since different environments

would result in different application behaviors. The environment can be very complex, and may

contain tremendous data. However, one only needs to model the attributes related to the application.

We propose to model these attributes with a tuple of variables as E = (e1, e2, . . . , en). The selection
of the attributes is application specific, and needs to be provided by the user or the verifier. For

example, in the robot-cars application, the environment is the area in which the cars are moving.

The area has many attributes, such as its temperature, humidity and latitude. However, many

attributes are irrelevant, since the cars only care about the positions of the obstacles and check-

points, which we propose to model by their coordinates. Without losing generality, we assume the

obstacles are all cubes, whose height is also irrelevant and thus can be viewed as rectangles. We

use the coordinates of the left-up and right-down corners of the rectangles to specify the obstacles’

positions. The checkpoints are assumed to be points, and are specified by one coordinate each.

Besides, we distinguish the coordinates of the rectangles and the checkpoints by using the first

two variables in the tuple to specify the number of the obstacles and the checkpoints, respectively.

Take a look at Figure 4, there are two obstacles and two checkpoints, and their coordinates are

labelled in parentheses. So the environment E is (2, 2, 20, 90, 60, 80, 60, 60, 80, 30, 10, 20, 90, 90). Here,

ACM Transactions on Internet Technology, Vol. 9, No. 4, Article 39. Publication date: September 2017.



Improving Verification Accuracy of CPS 39:13

Car	A

Car	B

Checkpoint

Obstacle

(30,50)

(70,20)(10,20)

(90,90)

(20,90)

(60,80)

(60,60)

(80,30)

(30,40)

(70,10)

Fig. 4. An environment setting scenario for robot-cars application.

we used one tuple to model the environment, which is sufficient for specifying a static environment

as in our example. To support the modeling of dynamic environments, one could use a sequence of

tuples and associate each tuple to one or more actions. Each tuple models the status of the dynamic

environment at that moment when the tuple’s associated actions are taken.

Although we have successfully modeled the environment, it is not enough to perform the

verification, since this “complete” model is different than the one sensed by the application. The

application can only sense the environment partially, which requires the mapping between the

complete environment model E and the partial environment model P . Furthermore, the application’s

behavior is dynamic, which results the partial model constantly changing, even the complete

environment is static. We propose a function F to characterize the mapping between E and P , and
since F must reflect the changing nature of the partial model, it also takes the application’s current

state S as an input. To put in simpler words, the function F : P = F (E, S) produces the application’s
current understanding to the environment, and therefore its semantics is defined by the specific

application and environment. Take the robot-cars application for example again. Suppose Car A

first is at location (30, 40) (marked in grey), and it makes a “move” action for 10cm and updates its

current state. In this new state the car’s position is (30, 50). The function F takes the car’s current

position and the obstacles’ positions specified in the environment model E, produces the car’s front,
left, right and back distance to obstacles by applying Euclidean geometry, which are 30cm,∞, 30cm,

∞, respectively. Similarly, the front, left, right and back distance for Car B can be calculated, which

are 10cm,∞,∞,∞, respectively. Also, we assume that a checkpoint is visited if the car is within

the radius of 5cm of the checkpoint. In this example, both checkpoints have not been visited.

Now we can augment the path condition of a selected path with such environmental settings,

as mentioned in the overview. For each rule in the path, we apply function F on the rule’s source

state and the environment model E, to get the values of the unprimed sensing variables. After

it is done, we get a new formula of constraints for the path. For example, for the same path

σ = (A1A2) r (A1A2) used in the last subsection of the robot-cars example, suppose the application’s

current state is the first A1A2
in σ and in this state the two cars’ positions are shown in Figure 4 in

black. Then for the condition "f ront ′1 ≥ 15 ∧ f ront ′2 ≥ 15 ∧ f ront1 − 6 ≤ f ront ′1 ≤ f ront1 + 6
∧ f ront2 − 6 ≤ f ront ′2 ≤ f ront2 + 6 ", we have f ront1 = 30 and f ront2 = 10, since f ront1 and
f ront2 are variables reflecting the actual environment. After substituting f ront1 and f ront2 with
concrete values, we get a new formula which is only about the primed variables. The augmentation
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of the failure condition is the same as the path condition, so the repetitious details need not be

given here.

4.3 Prioritizing Counterexamples
To check whether an execution can lead to application failures, we concatenate a failure condition

to the path condition associated with this execution to get a new constraint, which is then passed

to Z3 to check whether there is a satisfying solution. If yes, the execution can fall into failure. In the

solution, for each variable, Z3 will provide it with a value. A path σ contains a sequence of actions

that the application takes under a specific environment, which would lead to the application’s failure

if a solution exists. The path σ , the environment E and the solution together indicate an application

failure, and that is why we name it a counterexample. A counterexample is a tuple t = (σ ,E,L),
where E is the given environment that the application runs in and L is a mapping L : V → A, where
V is a set {v0,v1, . . . ,vn} containing all variables in the condition of σ augmented with uncertainty

and environmental settings, and A is a set of values {a0,a1, . . . ,an} where L(vi ) = ai (0 ≤ i ≤ n) in
the solution. A counterexample represents a failed application execution in a specific environment.

For example, for the robot-cars application, we already know the environment (cf. Figure 4), the

failure condition (cf. Section 4) and the path condition of σ = (A1A2) r (A1A2), (cf. Subsection 4.2).

Then by solving the concatenation of the path condition and the failure condition, we can obtain a

solution of “f ront ′1 = 32, f ront ′2 = 15”. This solution corresponds to the scenario as illustrated

in Figure 4. The current locations of Car A and Car B are (30, 40) and (70, 20), respectively, and
the distances between the cars and their front obstacles are 30 and 10, respectively. If the sensed

distances were precise, Car A could move forward but Car B must not do so. However, due to

uncertainty, Car A’s sensed distance is 32 (f ront ′1) and Car B’s sensed distance is 15 (f ront ′2).
Based on the sensed distances, rule r in σ is satisfied, and both Car A and Car B made a move action

for 10, resulting in that Car B bumps into the front obstacle. This counterexample would not have

been reported, if we had not considered uncertainty caused by unreliable sensing.

CPS applications are more likely to fall into failures in an environment with uncertainty [3, 56].

As a result, many counterexamples could be reported. However, for a certain counterexample

t = (σ ,E,L), given the environment E, the application may not execute exactly following the

actions specified in σ to incur a failure. This is because each time the application runs, due to

uncertainty, the application’s sensed environment can be different from its actual environment.

The likelihood for application making the same actions as the ones in σ that lead to failure in the

environment E is called the probability of counterexample t . We propose to prioritize reported

counterexamples to save the effort for fault inspection and fixing. We believe that the more likely

a counterexample is to occur, the more attention it needs. Therefore, we rank counterexamples

according to their probabilities from high to low.

For a counterexample t = (σ ,E,L) to occur in the environment E, it requires that the application
should make the same sequence of actions as specified in the rules of σ . This means that for

each rule r in σ , r .condition should be satisfied so that r .actions can be taken. Thus we first

estimate the probability of satisfaction of σ ’s path condition. We now present how to calculate a

counterexample’s probability. Let PC be the σ ’s path condition augmented with uncertainty and

environmental settings. In general, the probability Prob that we aim to obtain can be calculated as:

Prob =

∫
D
1PC (X) · p(X) (1)

where D is the input domain defined as the Cartesian product of domains of variables in the path

condition PC , p(X) is the probability density function of an input X that specifies the distribution
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of X’s value in its error range, and 1PC (X) is the indicator function on PC that returns 1 when X
satisfies PC , and 0 otherwise.

Among variables in input X, some are non-sensing variables and some are sensing variables. The

counterexample’s probability is irrelevant to the values of non-sensing variables, since they are not

affected by uncertainty. Thus, we replace the non-sensing variables in Equation 1 with their values

in the counterexample, and only focus on the sensing variables. Still, it can be expensive to directly

calculate Equation 1 as a whole. We devised a method to divide Equation 1 into smaller parts

and calculate them separately and then merge the results. Prior to this, remind that as discussed

in Section 3, the path condition PC of σ is a conjunction of the rules’ conditions. Based on this

observation that conjunction plays a major role in composing the path condition, we present the

following theorem, which divides two conjunctive conditions.

Theorem 4.1. Let F be a probability function in the form of
∫
D 1C (X) · p(X), where D, 1C (X) and

p(X) are interpreted the same as in Equation 1. Suppose C = C1 ∧C2, and X1 and X2 contain exactly
all the variables appeared in C1 and C2, respectively. If there is no common variable x in X1 and X2,
then

F =

∫
D1

1C1
(X1) · p(X1) ×

∫
D2

1C2
(X2) · p(X2)

where D1 and D2 are the Cartesian product of domains of variables in X1 and X2, respectively.

The proof of Theorem 4.1 is straightforward and omitted here. It follows that the calculation

of a probability Prob can be reduced to the calculation of two smaller sub-functions. Note that

clause C1 and C2 can be further divided into sub-clauses if they also consist of conjunctive clauses.

Therefore, we can repeatedly divide the clause and apply Theorem 4.1 to rewrite the probability

function, until no clause is dividable.

Now to calculate probability Prob, we just need to calculate every sub-function

∫
D 1C (X) · p(X)

and merge the results. With a reported counterexample t = (σ ,E,L), since we have replaced the

non-sensing variables with concrete values in L and the unprimed sensing variables with values in

E, the variables inX are all sensing variables including uncertainty, i.e. the primed sensing variables.

As mentioned earlier, the value of each primed sensing variable v ′
is the result of the value of

its corresponding unprimed variable v plus an error within the error range [a,b]. So function∫
D 1C (X) · p(X) (X = [v ′

1
,v ′

2
, . . . ,v ′

j ]) can be rewritten into a more concrete form of Equation 2.∫ v1+b1

v1+a1
· · ·

∫ vj+bj

vj+aj
1C (v ′

1
, · · · ,v ′

j ) · p(v ′
1
, · · · ,v ′

j )dv ′
1
· · · dv ′

j (2)

For example, we assume that Rule r0 is the rule in a counterexample’s path. The rule’s condition

f ront ≥ 15 involves one variable f ront affected by uncertainty, and we replace f ront with f ront ′.
Suppose the error range of f ront is [−6, 6], and the value of f ront in the counterexample is 13. It

means that f ront ′’s value can range from 7 to 18 due to uncertainty. The distribution of f ront ′’s
value complies with the Gaussian distribution N (13, 22) with a variance of 2

2
, and a mean of

13 (the value of f ront ). Variable f ront ′ could take any value between (−∞,+∞) if it followed
Gaussian distributions, so we need to set up an error range to restrict the value of f ront ′ for the
purpose of verification, since f ront ′

0
without an error range can be an arbitrary value (e.g., a very

large number with an extremely low probability of occurrence) and makes the verification useless

by reporting counterexamples at any conditions. In this example, we set up the error range as

[−6, 6], so with a mean of 13 the value range of f ront ′ is [7, 18], which covers 98.76% of all the

possible values of f ront ′. Then the probability of f ront ′ ≥ 15 being true is calculated according to
Equation 1 as

∫
18

7
1PC (f ront ′)·p(f ront ′)df ront ′. Since 1PC (f ront ′) = 0when f ront ′ ∈ [7, 15), and
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1PC (f ront ′) = 1 when f ront ′ ∈ [15, 18], the above equation is equivalent to

∫
23

20
p(f ront ′)df ront ′,

which results in ∫
18

15

1

2

√
2π

e−
(f ront ′−13)2

8 df ront ′ = 0.1525.

5 CALIBRATING UNCERTAINTY MODELS
The verification approach introduced in Section 4 can verify CPS applications suffering interaction

uncertainty and report counterexamples. However, it could be difficult to specify the uncertainty

arisen in the interaction between the system and environment precisely and completely because of

the uncontrollable noise in the measuring process and insufficient data sample size. Verification

results can deviate from reality when the uncertainty specification used in verification is imprecise:

less important counterexamples can be falsely highlighted, or even worse, false counterexamples

may be reported. This manifests a form of expression that counterexamples’ calculated probabilities

can be widely divergent from their actual probabilities of occurrence in reality, since uncertainty

models are crucial inputs in calculating counterexamples’ probabilities. For example, suppose that

a counterexample’s calculated probability is 0.1, but we did not observe any failure for 100 running

times in this counterexample’s environment, which is obviously unreasonable and indicates that the

input uncertainty models are imprecise. We have conducted a series of experiments to explore the

relationship between imprecise uncertainty models and counterexamples’ probabilities. The results

show that imprecise uncertainty models cause inconsistency between reported counterexamples’

calculated and actual probabilities, which is shown in Section 6. Based on this key observation,

we propose to identify the imprecise uncertainty models by comparing the differences between

selected counterexamples’ calculated and actual probabilities.

In this section, we present a search-based approach to calibrating uncertainty models. The

intuition behind our approach is that the calibration problem can be formulated as a search

problem whose goal is to minimize the difference between counterexamples’ calculated and actual

probabilities. Another potential solution to obtain more precise uncertainty models is to use

statistical methods. For example, one can try to collect a large number of sensors’ historical data

and generate new more precise uncertainty models by statistically analyzing the data. Compared

with this method which demands huge time and manpower to collect “enough” data, our approach

does not need large data set to produce new uncertainty models from scratch; it tweaks the existing

uncertainty models whenever and whatever amount of data are available, similar to the notion

of calibration in mathematics and mechanics. Meanwhile, approaches from the machine learning

area can also help on some problems of the kind. For example, linear regression [38] is a simple but

widely-used approach for modeling the relationship between a scalar dependent variable and one

or more independent variables. Corresponding to our problem, the dependent variable could be the

probability of a counterexample, and the independent variables could be variables characterizing

the counterexample (e.g., its path condition). The values characterizing the uncertainty model are

unknown parameters of the function. However, linear regression is not suitable for our problem,

since the relationship between dependent and independent variables is not a linear one, which is

specified by a non-linear probability function. Although more complex techniques, e.g., support

vector machine [48] and neural networks [42], can be used to model non-linear relationships, a

non-negligible challenge still exists. To apply these techniques, a model has to be trained. The

acquisition of such a model usually requires tens of thousands of training data, whereas in our

problem, the number of the counterexamples is far from meeting this requirement.

ACM Transactions on Internet Technology, Vol. 9, No. 4, Article 39. Publication date: September 2017.



Improving Verification Accuracy of CPS 39:17

𝐷𝑒𝑓𝑖𝑛𝑒	𝑡ℎ𝑒	𝑓𝑖𝑡𝑛𝑒𝑠𝑠	𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛	

Search	spaceFi
tn
es
s	
va
lu
e

Search	for	the	best	fitting	
value

Counterexamples	with
calculated	probabilities

𝑈𝑛𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦	𝑚𝑜𝑑𝑒𝑙𝑠

𝐸𝑥𝑖𝑠𝑡𝑖𝑛𝑔	𝑣𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛	𝑟𝑒𝑠𝑢𝑙𝑡𝑠
Counterexamples	with
actual	probabilities

Fit 𝑚𝑜𝑑𝑒𝑙 =
1
𝑛
= (𝑐𝑎𝑙 − 𝑎𝑐𝑡)A�
�

�
𝐻𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠	𝑡𝑒𝑠𝑡𝑖𝑛𝑔

Add	some	new	counterexamples	
and	calculate	their	probabilities	

with	calibrated	models	

Accept	the	
calibrated	models

Reject	the	calibrated	models,	and	add	more	samples

Fig. 5. Overview of calibration process.

We first describe our calibration approach in a nutshell. The calibration problem is represented

as an SBSE problem, whose fitness function is to minimize the differences between the coun-

terexamples’ calculated probabilities and actual probabilities. The input of the problem is existing

uncertainty models and reported counterexamples, and the output is calibrated uncertainty mod-

els. The overall of the calibration approach is depicted in Figure 5. It consists of three phases:

identification, searching and hypothesis testing. In the identification phase, imprecise uncertainty

models are identified if the difference between counterexamples’ calculated and actual probabilities

is significant (larger than a given threshold). In the searching phase, search-based algorithms is

employed to find solutions (calibrated uncertainty models) that minimize the fitness function.

Search-based algorithms can provide automated evaluation to reason about the quality of the

calibrated uncertainty models based on the existing data set. However, there still exists a chance

that these data are not representative, which results in the calibrated uncertainty models over-fitting

to specific data and deviate from the precise ones. To tackle this challenge, we employ hypothesis

testing to help us decide whether the calibrated models are precise and representative both. If

not, we introduce more experiment samples for the calibration and repeat the process until the

hypothesis testing validates the calibrated uncertainty models.

5.1 Solving the Calibration Problem
We propose to transform the calibration problem into an SBSE problem. Given a set of counterexam-

ples with actual and calculated probabilities, the search problem starts with the provided uncertainty

models and searches for the ones that minimize the fitness function which is about the differences

between the counterexamples’ actual and calculated probabilities. To be more specific, uncertainty

models are characterized by error ranges and distributions which further can be dissected into

parameters, e.g., mean and variance for the Gaussian distribution. Therefore, the search problem is

to find the values of the uncertainty models’ parameters to minimize the fitness function. In the

followings, we formulate the fitness function and present the search algorithm.

5.1.1 Definition of the Fitness function. Fitness function describes the objective of the searching

problem, and is often built from related metrics or properties. As mentioned earlier, one needs to

identify the inconsistency between the selected counterexamples’ calculated and actual probabilities.

We calculate such differences between two probabilities and use their absolute values’ sum divided

by the number of counterexamples to specify the degree of inconsistency. Since our goal is to find

proper values of error ranges and distributions such that the inconsistency between the selected

counterexamples’ calculated and actual probabilities is minimized, we directly used it as the fitness

functions. To obtain the actual probability of a counterexample, we let the application run in

the corresponding environment for a fixed number of times, and count the number of failures
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encountered by the application. Then the ratio of the number of failures to the total number of

runs serves as the actual probability. Since there could be many counterexamples, which makes

it very time-consuming to obtain all the counterexamples’ actual probabilities, we need to select

some counterexamples to serve as samples. There could be more than one strategy to select

counterexamples, but it is recommended to select the counterexamples with high probabilities first

to speed up the iterative calibration process.

Let U = (u1,u2, . . . ,um) be a vector of the variables constituting the uncertainty model, and

Θ = {σ1,σ2, . . . ,σn} be a set of selected counterexamples. Each ui ∈ U (1 ≤ i ≤ m) could be the

lower bound or upper bound of the error range, or the value that characterizes the distribution. For

example, a Gaussian distribution is characterized by mean and variance and a uniform distribution

is characterized by a range’s lower bound and upper bound. For each σi ∈ Θ (1 ≤ i ≤ n), it has
a calculated probability cali which is estimated based on the uncertainty modelU and an actual

probability acti which is obtained from field study. The fitness function is to measure the differences

between probabilities cali and acti . As there are multiple counterexamples, we use the average

value of differences to define the fitness function:

f itness =
1

n

∑
σi ∈Θ

√
(cali − acti )2,

where n is the number of selected counterexamples.

5.1.2 Searching algorithms. There are many excellent search algorithms that appear frequently

in the software engineering literature, e.g., Hill Climbing, Simulated Annealing and Genetic Algo-

rithms. These algorithms have different characteristics and can be used in different scenarios. For

instance, Hill Climbing and Simulated Annealing are considered to be local searchers, and they

operate with reference to one candidate solution at any one time, choosing moves based on the

neighborhood of that candidate solution [20, 40]. On the other hand, Genetic Algorithm is said to

be a global searcher, sampling many points in the search space at once, offering more robustness

to local optima [19]. Therefore, we employ Genetic Algorithms to search for the optimum in our

problem.

A Genetic Algorithm is a meta-heuristic search technique that simulates the process of natural

selection for solving optimization problems, which was introduced by Holland [23]. In a Genetic

Algorithm, each candidate solution is called an individual. There is a fitness function to evaluate

how close an individual is to the optimum. The process of Genetic Algorithm typically starts from a

set of individuals, randomly selected or pre-defined, to form the first generation. When to create the

next generation, all the individuals in the current generation are put into a selection pool, in which

each individual has a probability, to be a parent for generating individuals in the next generation.

To create an individual in the next generation, a pair of parent solutions are selected from the

selection pool. Then, two types of operations (i.e., crossover and mutation) are used to create a

child of the two parents. The generated children, optionally plus the individuals from the previous

generation, form the next generation. The selection-creation loop is repeated until reaching a

termination condition, such as finding a good enough solution, or reaching the maximum number

of generations. There are several key components in designing a genetic algorithm, such as the

selection method (i.e., how to select individuals for reproduction), crossover operator (i.e., how

to produce a child from two parents), mutation operator (i.e., how to mutate a child), and initial

population (i.e., how the first generation is populated).

We perform the calibration problem solving with Genetic Algorithm, and the process is shown

in Algorithm 2. The input consists of the uncertainty modelU , the set of selected counterexamples

Θ, an integer n specifying the maximum iteration times and a small real value ϵ serving as the
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termination condition of the main iteration in the algorithm. The algorithm then generates an

initial population of a fixed size, which could be set to 50 when there are five or fewer variables

in the fitness function, or 200 or more depending on the number of variables, as suggested by

MATLAB instructions [34]. The population size can also be adjusted with experience. Increasing

the population size enables the genetic algorithm to search more points and thereby obtain a better

result. However, the larger the population size, the longer the genetic algorithm takes to compute

each generation. A common approach to generating an individual in the initial population is to

randomly pick a value for each input variable (i.e., each element in U ) in the fitness function from

the variable’s value range. However, this approach ignores the already in-hand uncertainty model

which is obtained from statistical analysis, though being imprecise to some extent, but still has

more credibility than randomly chosen values. In other words, the existing uncertainty model

is imprecise but not wrong, so the precise model in search should be close to the existing one.

Therefore, we propose to generate the initial population based on the existing uncertainty model.

First, we encode the values of all the variables in the uncertainty modelU into a binary form. Then

for each char, we randomly change its value (from 0 to 1 or from 1 to 0) at a mutation probability

pm whose value will be discussed later. The core part of the algorithm is the iteration process (Line

5-13), in which the population evolves and individuals are chosen based on their evaluation values.

The searching terminates when it reaches the maximum iteration times n or the population’s best

evaluation value no longer changes significantly (i.e., the difference between best evaluation values

of two consecutive iterations is smaller than ϵ). Then the most fitted individual is decoded to obtain

the input variables’ values, which forms the calibrated uncertainty model.

ALGORITHM 2: Genetic Algorithm based calibration

Input: the uncertainty modelU , the set of selected counterexamples Θ, the iteration times n, and the

difference ϵ between two consecutive evaluation values.

Output: the calibrated model s .
1: f it := the fitness function;

2: pop := generateInitialPopulation(U ); //pop is a vector representing the population

3: evalValue := 0;

4: k := 0;

5: repeat
6: evalValue ′ := evalValue;
7: fitnessValue := evalFitness(f it ,Θ, pop); //fitnessValue is a vector
8: evalValue := min(fitnessValue);
9: pop := select(pop,fitnessValue);
10: pop := crossOver(pop);
11: pop := mutate(pop);
12: k + +;
13: until k < n or evalValue − evalValue ′ < ϵ
14: individual := selectMostFitted(pop);
15: s := decode(individual );
16: return s;

During the iteration process, there are several key operations: selection (Line 9), crossover (Line

10) and mutation (Line 11). We introduce them briefly in the following:

• Selection. It chooses parent individuals for the next children population based on the scaled

values from the evaluation. For each individual i , its evaluation value evali is the value of
the fitness function f it given individual i as the uncertainty model. We adopt a standard
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selection method, i.e., roulette wheel selection, where the probability of selecting individual i
is evali/

∑m
j=1 evalj , wherem is the total number of individuals. The selected individuals are

in the selection pool.

• Crossover. It crosses two parent individuals to form two new children individuals for the

next population. To determine the parents for crossover, given a crossover probability pc , we
randomly pick pc ∗m/2 parents from the selection pool. In a specific crossover operation,

single point strategy is applied to cross the parents. The parents are then replaced by their

children in the selection pool.

• Mutation. It makes small random changes to the individuals of the population, which provides

genetic diversity and enables the Genetic Algorithm to search a broader space. We choose

the individual in the selection pool one by one, and randomly change its char (e.g., changing

a binary form individual’s char from 0 to 1) at a mutation probability pm .

The setting of Genetic Algorithm’s parameters (e.g., crossover probability pc and mutation

probability pm) is problem-dependent. Generally speaking, increasing mutation probability can

increase the genetic diversity, but will cause the searching too scattered over the solution space,

while increasing crossover probability can lead the algorithm to search in a relatively concentrated

area over the solution space. We could also adjust the parameters based on the experiment feedbacks.

Meanwhile, existing literature has summarized many valuable experiences for our reference in

dealing with different problems [53]. As recommended, it is safe to set the crossover probability

from [0.4, 0.9] and mutation probability from [0.0001, 0.1]. The solution includes the values of the

variables which represent the calibrated uncertainty model.

5.2 Hypothesis testing
After we calibrate the uncertainty models, it is still a problem to determine whether the calibrated

models are precise enough or not, since though the fitness function can evaluate the quality of the

calibrated model on the existing data sample, the model may over-fit to these data. To tackle this

challenge, we introduce a new sample of data and employ hypothesis testing to help us decide

whether there is enough evidence in this new sample of data to infer that the uncertainty model is

precise for the entire population. A hypothesis testing examines two opposing hypotheses about a

population: the null hypothesis (H0) and the alternative hypothesis (H1). The null hypothesis is

the statement being tested. Based on the test statistic obtained from the sample data, the testing

determines whether to accept or reject the null hypothesis. For our problem, the question we want

to answer with hypothesis testing is whether the calibrated uncertainty models are precise enough.

As mentioned earlier, it is reasonable to believe that there should be no significant differences

between counterexamples’ calculated probabilities and actual probabilities when the uncertainty

models are precise. With this observation, we can propose our null hypothesis H0 and alternative

hypothesis H1. For a set of counterexamples which have not been used in calibration σ1,σ2, . . . ,σn ,
we calculate each counterexample σi (1 ≤ i ≤ n)’s probability cali with the calibrated uncertainty

model and obtain its actual probability acti in field study, which results in n pair independent

observed data: (cal1,act1), (cal2,act2), . . . , (caln ,actn). Let di (1 ≤ i ≤ n) be the difference between
σi ’s calculated and actual probabilities, i.e., di = cali − acti . Since each di is the expression of the

same cause that the calibrated uncertainty model deviates from the precise one, with statistical

theory it is safe to assume that they are subject to the same distribution, which is often a Gaussian

distribution. Assume di ∼ N (µd ,σ 2

d ), i = 1, 2, . . . ,n, which means d1,d2, . . . ,dn constitute one

sample of the normal population N (µd ,σ 2

d ) where µd ,σ
2

d are unknown. Based on this sample, we

need to test our hypotheses H0 : µd = 0 and H1 : µd , 0. H0 represents that there is no significant

difference between counterexamples’ calculated probabilities and actual probabilities, and on the
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contrary H1 represents that there are significant differences between them. In the following, we

need to test whether we can accept H0. If so, we can faithfully conclude that the calibrated models

are precise enough and terminate the calibrating process. Otherwise, we introduce more experiment

samples for calibration and repeat the calibrating process until the hypothesis testing validates the

calibrated uncertainty models.

We adopt the frequently-used p-value method in hypothesis testing. The p-value p is defined

as the probability, under the assumption of the null hypothesis, of obtaining a result equal to or

“more extreme” than what was actually observed. In this method, we first choose a threshold value

for p for the null hypothesis H0, called the significance level of the test, traditionally 5% or 1%

and denoted as α . If the p-value is less than or equal to the chosen significance level (α ), the test
suggests that the observed data is inconsistent with the null hypothesis, so the null hypothesis

must be rejected. Otherwise, the null hypothesis is accepted. For example, using the standard

α = 0.05 cutoff, the null hypothesis is rejected when p < 0.05 and not rejected when p > 0.05.
Hence, the computation of the p-value is a key step in our hypothesis testing, and to do so we first

need to identify a test statistic. There are many test statistic (e.g., paired tests, Z-tests, t-tests and

Chi-squared tests), and the selection of the test statistic is problem-depended. For example, Z-tests

are appropriate for comparing means under stringent conditions regarding normality and a known

standard deviation, and t-tests are appropriate for comparing means under relaxed conditions (less

is assumed). Using the test statistic’s observed value and its known distribution, we can calculate

the p-value. For example, to conduct the hypothesis test for the population mean µ in a Gaussian

distribution N (µ,σ 2) (σ is unknown), the hypotheses are H0 : µ = µ0, H1 : µ , µ0. We use the

test statistic t =
X−µ0
S/

√
n
in which X is the mean of samples, S is the standard deviation of samples,

and n is the number of samples. Suppose the test statistic value t calculated from sample data is t0,
then when t0 is greater than 0 the p-value equals to Pµ0 {|t | ≤ t0}, and when t0 is less than 0 the

p-value equals to Pµ0 {|t | ≤ −t0}. Many existing statistical tools support the automated calculation

of p-value.

We can apply the same method to calculate the p-value in our testing. Denote the mean and

variance of sample d1,d2, . . . ,dn as d and s2d . According to the characteristics of the sample, we

also use the test statistic t =
X−µ0
S/

√
n
, then we substitute the corresponding values and get t = d

sd /
√
n
.

After that we can calculate the p-value based on the method discussed above and compare it to

the significance level α , which is set to 5% in our problem. If the p-value is greater than α , the test
suggests that there is no significant difference between counterexamples’ calculated probabilities

and actual probabilities, so the null hypothesis must be accepted. In this case, we accept that

the calibrated uncertainty models and consider them precise enough. If the p-value is less than

or equal to α , the test suggests that there are significant differences between counterexamples’

calculated probabilities and actual probabilities, so the null hypothesis must be rejected and the

uncertainty models need more calibration. This requires new counterexamples and the subsequent

processing of their calculated and actual probabilities, which could be time-consuming. Fortunately,

in the hypothesis testing we already have a new sample of counterexamples which obviously

contain new information as they reject the existing model. Therefore, we directly introduce these

counterexamples and recalibrate the uncertainty models.

6 EVALUATION
Our approach mainly includes two parts: verification and calibration, and their relationship is

complementary. Verification provides the input for calibration, and the purpose of calibration is to

make the verification obtain more accurate results. In this section, we evaluate the effectiveness
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and scalability of verification and calibration, respectively. We consider the following research

questions:

• RQ1: How does our modeling of uncertainty improve the accuracy of verification of CPS appli-
cations?

• RQ2: How does the bound of path length configured during verification affect the scalability of
our approach?

• RQ3: Can our approach give an accurate estimate of occurrence probabilities for its reported
counterexamples?

• RQ4: Can our calibration approach effectively calibrate the uncertainty models?
• RQ5: How does the imprecision degree of uncertainty models affect the efficiency of our calibra-
tion approach?

6.1 Experimental design
CPS applications intrinsically combine hardware and physical systems with software, and their

execution involves many aspects including hardware, software and physical environment. Thus, to

conduct our experiments, we need to make careful experimental designs, as summarized in Table 1.

The key of the design is to choose proper experimental application subjects. Specifically, both the

selected applications and their running environments need to be manageable, as otherwise it is hard

for us to deploy the applications for experiments. Guided by this principle, we selected 15 different

robot-cars applications for experiments. Each robot-cars application consists of two robot-cars that

explore an unknown area as introduced in themotivating example. These applicationsweremodified

and evolved from applications in existing work [55, 56], which were independently developed by

different researchers and students in our university during the past five years. They adopt various

strategies to control the robot-cars to explore an unknown area based on their collected sensory

data. The strategies are different in that they use different conditions for triggering an action (e.g.,

some are cautious in that they control to turn a robot-car around even with a longer distance

to the facing obstacle), or they make different moves when facing the same situation (e.g., when

having an obstacle in the front, some are conservative and control the robot-car to move backward,

while others can be aggressive and control the robot-car to continue to explore the area by turning

left or right). Therefore, these different strategy implementations provide the diversity needed

to experimentally validate our approach. They correspond to different ISM models. We listed the

number of states and rules for the 15 applications in Table 2, to show the complexity of the case

studies.

As shown in Table 1, RQ1 is to evaluate the effectiveness of our verification approach. The

experiment is designed as performing our approach and the approach ignoring uncertainty on 15

robot-cars applications, and observing whether our approach give more real counterexamples. RQ2

is to evaluate the scalability of our verification approach. The experiment is to change the bound of

the path length and observe the time and memory cost, when performing verification on the 15

robot-cars applications. RQ3 is to evaluate whether our approach can produce accurate estimation

of the counterexample probabilities or not. We choose 10 counterexamples from each of the 15

robot-cars applications as experimental subjects, and the experiment is to observe whether our

approach can give accurate probability estimation for the 150 counterexamples. RQ4 is to assess

the effectiveness of the calibration approach. The subject is a randomly selected application. In

the experiment, we will use uncertainty models of different imprecision degrees, and evaluate

the calibration effectiveness of different approaches. Finally, RQ5 is to evaluate the impact of

the imprecision degrees of uncertainty models on the efficiency of our calibration approach. We

will randomly choose an application as the experimental subject. In the experiment, we will use
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Table 1. Designs for the experiments answering the five research questions

RQ Subjects Independent
variables

Dependent
variables

Experimental
tasks

RQ1 15 robot-cars

applications

verification

approach

counterexample

apply and compare different

verification approaches

RQ2 15 robot-cars

applications

the bound of

path length

time and

memory cost

set different path length bounds

and compare the verification cost

RQ3 150 counter-

examples

uncertainty

model

calculated

probability

compare calculated probabilities

with actual probabilities

RQ4 a random

application

imprecise model &

calibration approach

calibrated

model

apply and compare different

calibration approaches

RQ5 a random

application

degree of model’s

imprecision

evaluation times

assess the evaluation times in

calibrating imprecise models

Table 2. The basic information of the 15 subject applications

App #1 #2 #3 #4 #5 #6 #7 #8 #9 #10 #11 #12 #13 #14 #15
States 12 5 6 20 6 10 8 15 10 12 22 15 8 7 16

Rules 23 14 12 35 15 21 18 25 29 26 41 30 25 22 23

uncertainty models of different imprecision degrees, and observe how the imprecision degrees will

affect the evaluation times in the calibration process. More details will be given when addressing

each research question in the following sections.

6.2 Verification
Verification of CPS applications aims at providing evidence that whether the applications would fail

or not during operation. This section reports three different experiments we conducted on robot-

cars applications to evaluate our proposed verification technique. The first experiment evaluates

the approach’s failure discovering ability by comparing the verification results of our approach

and another one that does not consider uncertainty in the verification. The second experiment

evaluates the scalability of our verification approach with different bounds of path length configured.

The third experiment assesses whether our approach can estimate counterexamples’ occurrence

probabilities accurately.

6.2.1 RQ1: Effectiveness of verification. To answer our research question RQ1, we conducted

experiments to study whether modeling uncertainty can help improve the verification results. We

implemented an approach naïve, which ignores uncertainty in the verification, for comparison. Its

implementation was the same as our verification approach except that it does not use the method

introduced in Section 4.1, which deals with uncertainty. Specifically, our verification approach

introduced a new primed variable to each variable affected by uncertainty in the path condition

for modeling uncertainty, while for the approach naïve, such primed variables for addressing

uncertainty are not introduced to the path condition. We applied both our approach (named actual)
and the naïve approach to the 15 robot-cars applications, and recorded their reported counterex-

amples. We set up a real environment in the lab (Figure 6 (a)) and developed a simulator (Figure

6 (b)) for validating the reported counterexamples. For field tests, we ran robot-cars applications

and monitored their behavior. For simulation, we simulated the environmental settings and the
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Cars

Obstacles

(a) Robot-cars (b) Simulator

Fig. 6. Robot-cars and simulator used in the experiments.

interaction uncertainty with error ranges and distributions. We ran the 15 robot-cars applications

in both real deployments (i.e., field study) and simulation. For all the confirmed counterexamples,

we compare the two approaches to see whether there is any counterexample reported by actual
but not by naïve, and vice versa. In other words, our goal is to study whether actual can report

more counterexamples than naïve.
We examined the effects of modeling uncertainty by comparing the verification results of

approach naïve and our approach actual. We verified the 15 robot-cars applications with both

approaches, with the bound of path length set to 50. The results are shown in Table 3. Row 2 is the

number of reported counterexamples of actual, and each application reported a different number of

counterexamples. As discussed earlier, to control the robot-cars, the applications adopt different

strategies, which have an impact on their verification results. Applications such as App 1 and 2

that adopt cautious conditions for triggering actions (e.g., a safer distance to a facing obstacle for

triggering a turn-around action is longer) reported less counterexamples than those adopting less

cautious conditions such as App 7 and 13. Besides, applications that make conservative moves (e.g.,

when having a facing obstacle in the front, the action is to move backward instead of turning left

or right) also reported less counterexamples, e.g., App 3 and 4. Row 3 is the number of reported

counterexamples of naïve. Our approach actual reported clearly more counterexamples than naïve.
Furthermore, by careful examination we found that all the counterexamples reported by naïve
are also reported by actual. In the meantime, we confirmed that all counterexamples reported by

actual can happen in real environments. Most confirmations were acquired by field study (more

than 82%). The others (less than 18%) were acquired by simulation, because these counterexamples

have a fairly low probability to occur, and therefore are difficult to be witnessed in the field study.

The experimental results show that our approach actual reported 1.6-9.0x more counterexamples

than approach naïve, which demonstrates that our approach has a better accuracy (more complete).

Based on the above discussed experimental results, we derive our answer to research question RQ1:

modeling uncertainty can considerably improve the accuracy of verification of CPS applications.

6.2.2 RQ2: Scalability of verification. The bound of path length is a parameter in our approach

which can affect the approach’s performance and the number of reported counterexamples. Besides,

since our approach takes one path for verification at a time, the maximum bound of the path,

instead of the whole size of the ISM, affects the scalability of the approach virtually. Therefore,

we need to investigate how the bound impacts our approach. In particular, we want to know how

our approach scales and how the number of counterexamples grows as the bound increases. So, to

answer our research question RQ2, we applied our approach to the 15 robot-cars applications to
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Table 3. Comparison of experimental results (reported counterexamples) between actual and naïve

Appli-
cation #1 #2 #3 #4 #5 #6 #7 #8 #9 #10 #11 #12 #13 #14 #15

Actual 10 19 21 17 24 29 55 37 49 34 18 29 62 38 25

Naïve 1 4 8 4 6 10 11 9 12 5 4 8 14 8 5

More 9 15 13 13 18 19 44 28 37 29 14 21 48 30 20

Improve 9.0 3.8 1.6 3.3 3.0 1.9 4.0 3.1 3.1 5.8 3.5 2.6 3.4 3.8 4.0
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Fig. 7. The growing trend of the number of counterexamples with the increase of the bound of path length.

measure the performance in turns of time and memory costs, and recorded the number of reported

counterexamples as the bound increased.

We ran our approach to verify the robot-cars applications with different bounds of path length.

The experimental platform is a Dell Desktop PC with an Intel Core(TM) i7 CPU @3.4GHz and 8GB

RAM. We recorded the spent time and memory in each run, which are shown in Table 4. As we

can observe from the table, when the bound is set to 100, our approach spent about 1 hour and

consumed around 700 MB memory on average. Clearly, given enough time, our approach is able to

handle larger bounds. However, a bound of 100 is already sufficient for the robot-car applications,

if we focus on counterexamples with relatively high probabilities. This is because we observed that

when the bound was set to 100, the increase of the number of counterexamples with a probability

higher than 10
−5
, which is a very small likelihood for a counterexample to occur, tends towards

stability. Figure 7 illustrates the number of counterexamples with a probability higher than 10
−5

when the bound was set from 10 to 100 (for App1 to App5). From these discussions, we can derive

our answer to research question RQ2: our approach can scale well to large bounds of path length and
it can detect more counterexamples when the bound increases.

6.2.3 RQ3: Probability estimation accuracy. Through research question RQ3, we want to vali-

date that our approach can give an accurate estimate of occurrence probabilities for its reported

counterexamples. But we notice that besides the calculation method, the precision of uncertainty

model can also affect the calculation results of counterexamples’ probabilities. If the uncertainty

model is imprecise, it will lead to inaccurate calculation results. So to answer research question

RQ3, we conducted two groups of control experiments, to separate the effects of the calculation

method and the uncertainty models. One group was conducted with precise uncertainty models,

and the other was with imprecise uncertainty models. Both experiments need the actual probability
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Table 4. Time (second) and memory (MB) costs for verification with different bounds

Appli-
cation 10 20 30 40 50 60 70 80 90 100

App1 18.0

54

57.3

98

108.9

117

224.5

144

497.6

202

553.1

290

966.4

475

1907.4

504

2697.1

577

3523.7

620

App2 19.7

53

45.5

87

76.2

120

133.8

174

213.5

212

448.1

280

503.2

411

776.4

554

1034.3

633

1920.6

709

App3 12.6

65

33.1

84

63.4

109

99.3

170

156.8

234

278.2

376

530.7

433

902.5

503

1667.0

596

2983.2

690

App4 45.2

156

76.3

267

174.7

413

368.2

540

622.5

689

950.1

804

1730.6

932

2179.4

1108

3157.5

1230

4119.1

1412

App5 10.3

91

36.6

143

128.8

168

344.0

299

595.5

353

821.4

520

1192.8

599

2046.2

652

2899.5

785

3367.9

869

App6 18.2

55

45.6

103

104.3

198

201.3

275

346.6

402

605.4

470

911.3

554

1670.6

643

1929.2

702

2752.7

791

App7 10.5

55

35.7

69

67.9

126

105.5

157

264.6

202

466.1

331

609.4

476

1095.4

547

1719.1

674

2364.7

711

App8 25.1

73

68.3

106

119.5

197

235.6

253

515.2

301

703.4

422

1023.8

530

2001.3

679

2745.8

744

3520.2

803

App9 22.4

67

56.1

142

106.4

256

175.3

373

533.0

485

883.7

529

1443.3

653

2069.1

788

2921.5

890

4367.7

944

App10 15.4

40

48.6

76

75.1

98

109.4

152

238.8

278

489.2

346

787.0

476

1338.6

533

2030.5

604

3222.1

695

App11 39.0

51

89.0

92

165.9

154

310.7

290

578.1

401

738.6

574

1221.4

632

1903.2

782

3660.5

956

5021.6

1108

App12 28.6

132

57.7

243

110.2

321

208.5

470

312.2

611

555.9

708

987.5

874

2012.8

950

3190.0

1038

4080.6

1221

App13 19.3

54

56.1

96

77.2

125

118.0

174

301.4

208

694.8

290

1026.3

421

1877.5

556

2919.6

643

3797.9

702

App14 15.7

67

76.0

119

126.6

216

224.2

326

568.5

420

801.4

592

1010.8

656

1992.2

771

2702.5

858

3309.9

902

App15 26.9

48

66.8

61

150.6

84

288.6

125

475.2

201

688.1

299

994.0

376

1776.5

565

2107.9

663

3662.5

746

*
In every cell with two data, the upper one is the time and the lower one is the memory.

of every counterexample, i.e., the likelihood of occurrence of a counterexample in its correspond-

ing environment, to serve as the ground truth to assess our predicted occurrence probability. So

we first let an application run in the corresponding environment of every counterexample, and

counted the number of failures encountered by this application with respect to its corresponding

counterexample. The experiment was conducted for top 10 reported counterexamples of each of

the 15 robot-cars applications in both field study and simulation. Specifically, for each selected

counterexample, we let the concerned application run in the corresponding environment of this

counterexample in field study for 100 times, and also in simulation for 1, 000 times.

For the first group of experiment, we need to obtain precise uncertainty models for the robot-

cars applications. We studied interaction uncertainty occurring in the robot-cars applications and

analyzed many sample data. Meanwhile, we leveraged the uncertainty models that have already

been confirmed to be considerably precise by existing work [56], and used them as the precise

models. Based on these models, we calculated the counterexamples’ probabilities, and compared
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Fig. 8. Comparisons of counterexamples’ calculated probabilities and actual probabilities. The actual proba-
bilities are either from field study shown in blue marks in Subfigures (a), (c), (e) and (g), or from simulation
shown in red marks in Subfigures (b), (d), (f) and (h). The calculated probabilities are estimated based on
precise model (Subfigure (a) and (b)), model with imprecise error range (Subfigure (c) and (d)), model with
imprecise mean (Subfigure (e) and (f)), and model with imprecise variance (Subfigure (g) and (h)).

them with actual probabilities from field study and simulation, which are shown in Figure 8 (a)

and (b) by blue and red marks, respectively. The horizontal axis represents calculated probabilities

from our approach, and the vertical axis represents actual probabilities observed from field study

or simulation. Both axes are in logarithmic coordinates. It is clear that for a counterexample, if its

calculated probability from our approach is close to its actual probability, its corresponding point

in the figure would be close to the diagonal line. As we can observe from Figure 8 (a) and (b), most

of the points are scattered near the diagonal line. From these results, we can derive a conclusion

that given precise uncertainty models, our approach can accurately estimate occurrence probabilities
for its reported counterexamples.

For the second group of experiment, we generated a series of imprecise uncertainty models and

observed their impacts on the estimation results. For the robot-cars applications, the uncertainty

model is caused by unreliable sensing, which demonstrates a regular pattern in turns of an error

range with a Gaussian distribution. We generated the imprecise models by applying various changes

to the precise model. Specifically, we identified three controlled variables: the error range, the mean

and the variance of the distribution. The change of these variables was made in a controlled way

that each time we changed one variable. To evaluate the degree of the imprecision, we tried both

increasing and decreasing the variables by ±1 and ±2. Note that when the error range is changed,

we need to first repeat the verification process on the counterexample’s path since the changed

error range will affect verification results. As mentioned earlier, we speculated that with imprecise

uncertainty models, the calculated probabilities would deviate from the actual ones. In theory,
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by changing either the error range, mean or variance, the probabilities that variables take values

causing counterexamples would change as well. As we can see from Figure 8 (c)-(h), when we

changed the error range, mean and variance, there were clear differences between the calculated

and actual probabilities, both in field study and simulation.

Based on the above discussed experimental results, we can conclude that imprecise uncertainty
models can lead to inaccurate estimates of occurrence probabilities in our approach, consistently for

all the counterexamples in the experiments. This means imprecise models can be easily discovered,

as we only need to sample a few counterexamples, preferably the ones with high probabilities, to

compare their calculated and actual probabilities. Once imprecisemodels are identified, our approach

offers the calibration method, which produces more precise models to refine the verification results.

6.3 Calibration
Calibration of uncertainty models aims to further improve precision of the models and consequently

the accuracy of verification results. We report results on two experiments in this section. The first

experiment examines our calibration approach’s effectiveness in calibrating imprecise uncertainty

models, and the second experiment evaluates the efficiency of our calibration process.

6.3.1 RQ4: Effectiveness of calibration. This section evaluates the effectiveness of our approach in
calibrating imprecise uncertainty models of CPS applications. Our subjects were also the robot-cars

applications. We used the imprecise uncertainty models introduced in RQ3 to assess our calibration

approach. The uncertainty models were generated from a precise uncertainty model with various

changes. We conducted a series of experiments to check whether our approach can successfully

calibrate those imprecise uncertainty models. Specifically, we calibrated the imprecise uncertainty

models based on the robot-cars applications’ counterexamples, each of which has a calculated

probability and an actual probability. The calculated probability was calculated with the imprecise

uncertainty models, and the actual probability was obtained from field study. Those imprecise

uncertainty models together with the counterexamples were fed to our calibration approach.

Table 5 reports our experimental results on a randomly picked application (App 5). In this

experiment, we employed the counterexamples’ actual probabilities obtained from field study for

calibration. The precise uncertainty model, which has the error range [−6, 6] and the Gaussian

distribution N (0, 22), servers as a baseline to evaluate the precision of the calibrated models. Column

2 shows the calibrated uncertainty model. To compare two uncertainty models, we use the Euclidean

distance to represent the difference between the two models. The error range’s lower bound l , upper
bound u, mean n and variance v constitute the four dimensions of the modelm, and the Euclidean

distance d between two modelsm1 andm2 is

√
(l1 − l2)2 + (u1 − u2)2 + (n1 − n2)2 + (v1 −v2)2. Then

we propose to evaluate the closeness of two uncertainty models with the function c = 1

1+d . Clearly,

c has a value from (0, 1], and the smaller the distance between two models is, the larger c gets.
If two models are exactly the same, then c = 1. From Table 5’s Column 3 we can see that the

closeness between imprecise models and precise models ranges from 0.077 to 0.500 (on average

0.309), depending on the degrees of changes we made. The calibrated models, on the other hand,

present themselves with a considerably improvement of the closeness to the precise model (Column

4). Ranging from 0.592 to 0.772, the average closeness is 0.681, which has been improved for 120.3%
and is close to 1 indicating that the calibrated model’s precision has been improved approximately

to the level of the precise model. We also recorded the iterating times of fitness function evaluation

and total time consumed by the Genetic Algorithm search, which are shown in Column 5 and

Column 6, respectively. Hypothesis testing is leveraged to help us decide whether the calibrated

uncertainty models are precise and representative. If the test is not passed, we introduce 10 more

experiment samples each time for calibration and repeat the process, which will increase the time
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Table 5. Calibration results using data from field study

Degree of
change

Calibrated
model

Closeness
(imprecise)

Closeness
(calibrated)

No. of
eval.

Search
time

No. of
tests

Range-1 [−5.86, 5.80], N (0.08, 1.882) 0.414 0.652 228 5.38s 1

Range-2 [−5.76, 5.82], N (0.05, 2.112) 0.261 0.647 651 19.67s 3

Range+1 [−6.12, 6.10], N (0.08, 1.882) 0.414 0.668 439 13.07s 2

Range+2 [−6.18, 6.14], N (−0.08, 2.132) 0.261 0.629 511 17.42s 2

Mean-1 [−6.15, 5.78], N (−0.10, 1.912) 0.500 0.688 480 21.05s 1

Mean-2 [−6.25, 5.75], N (−0.12, 1.852) 0.333 0.592 705 25.54s 2

Mean+1 [−5.80, 6.12], N (0.07, 2.062) 0.500 0.744 819 28.72s 2

Mean+2 [−5.78, 6.17], N (0.09, 1.992) 0.333 0.772 954 37.32s 3

Variance-1 [−6.05, 6.10], N (0.13, 1.932) 0.250 0.755 178 6.56s 1

Variance-2 [−5.86, 5.91], N (0.15, 1.882) 0.200 0.659 410 18.04s 3

Variance+1 [−6.05, 6.10], N (0.13, 1.932) 0.167 0.755 276 11.25s 1

Variance+2 [−5.84, 5.88], N (−0.15, 2.142) 0.077 0.613 623 24.33s 4

*
All the changes are made on the basis of the precise model: error range [−6, 6], Gaussian distribution N (0, 22).

Table 6. Calibration results using data from simulation

Degree of
change

Calibrated
model

Closeness
(imprecise)

Closeness
(calibrated)

No. of
eval.

Search
time

No. of
tests

Range-1 [−5.92, 6.04], N (0.06, 2.07) 0.414 0.767 456 13.86s 2

Range-2 [−5.86, 5.91], N (0.10, 1.95) 0.261 0.783 632 19.31s 3

Range+1 [−6.05, 6.13], N (−0.05, 2.13) 0.414 0.642 210 5.04s 1

Range+2 [−6.14, 6.17], N (−0.04, 2.18) 0.261 0.560 801 22.46s 4

Mean-1 [−5.94, 5.98], N (0.95, 1.932) 0.500 0.777 441 19.83s 2

Mean-2 [−6.14, 6.07], N (0.92, 2.102) 0.333 0.692 676 23.45s 3

Mean+1 [−5.96, 6.06], N (1.11, 1.952) 0.500 0.808 402 18.37s 2

Mean+2 [−5.98, 6.03], N (1.20, 2.042) 0.333 0.794 901 34.58s 3

Variance-1 [−6.10, 5.84], N (0.04, 2.902) 0.167 0.617 266 10.88s 1

Variance-2 [−6.17, 5.71], N (−0.01, 2.792) 0.111 0.442 618 24.02s 3

Variance+1 [−5.78, 6.10], N (0.06, 3.082) 0.125 0.646 447 20.53s 2

Variance+2 [−5.94, 5.88], N (−0.05, 3.152) 0.059 0.517 884 28.49s 3

*
The first four changes are made on a precise model: error range [−6, 6], Gaussian distribution N (0, 22), the middle four are made on

a precise model: error range [−6, 6], Gaussian distribution N (1, 22), and the last four are changed on a precise model: error range

[−6, 6], Gaussian distribution N (0, 32).

consumption. However, as shown in Column 7, our approach just needs few times of hypothesis

testing. This conclusion has also been consistently conformed in the simulation. Table 6 reports

the calibration results by using counterexamples’ actual probabilities obtained from simulation.

The benefit of using simulation is that we can easily simulate different kinds of precise uncertainty

models and check whether our approach can calibrate their imprecise models effectively. As we

can see from Table 6, for different precise models with different mean and variance our approach

can effectively calibrate their imprecise uncertainty models.

As introduced in Section 5, Genetic Algorithm is leveraged to solve the calibration problem

by searching for the values of the uncertainty model parameters that would minimize the fitness

function. Besides Genetic Algorithm, there are alternative options to solve this problem, such as
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analytical approaches or other searching algorithms. Therefore, to further evaluate the effectiveness

of our calibration approach, we compared our Genetic Algorithm based approach with other

approaches. Specially, we selected three other representative algorithms to solve the problem: an

analytical algorithm based on trust-region approach [37], the hill climbing [43] and the simulated

annealing [27] algorithms. The analytical algorithm is based on the common trust-region approach,

which is used in optimization to denote the subset of the region of the objective function that is

approximated using a simpler model function. Then through approximation model function and

trust region, the original problem is transformed to a simpler trust-region subproblem.

The solver “fminunc” in the MATLAB optimization toolbox offers an implementation of this

analytical algorithm, which we leveraged in the experiment. Meanwhile, we implemented the hill

climbing and simulated annealing to search the values of the uncertainty model’s parameters that

minimize the fitness function. The adopted hill climbing is a standard one, and the initial search

point was set to the values of original imprecise uncertainty model. For the simulated annealing,

besides the initial search point which was also set to the values of original imprecise uncertainty

model, there are several other parameters, including initial temperature, the temperature decreasing

rate, and iteration times. Guided by existing literature [27], the initial temperature should be high

enough, and the decreasing rate should be slightly less than one. Thus we tried several values for

the parameters to achieve good performance, and chose 100 for the initial temperature, 0.96 for
the temperature decreasing rate and 20 for the iteration times. In the comparing experiments, we

just substituted our Genetic algorithm with the other three algorithms. The rest of our calibration

method, including the hypothesis test, remained the same.

Again, we used App 5 as the experimental subject, and the precise uncertainty model has an error

range of [−6, 6] with a Gaussian distribution N (0, 22). The actual probabilities used for calibration

is from field study. Table 7 shows the results of the four different algorithms. In each data cell,

there are three numbers. The first one is the closeness of the calibrated uncertainty model to the

precise one. The second one is the total computing time of solving the problem, and the third

one is the number of hypothesis tests. In our approach, when the calibrated result is rejected

by the hypothesis test, more counterexamples are needed to repeat the calibration process. The

counterexamples and their calculated and actual probabilities are prepared beforehand, however,

the repeated calibration process would cost more computing time, which is also included in the

total computing time. When the calibration result was rejected for 5 times, the calibration process

was aborted. We use the symbol “#” to represent that no calibrated model was obtained. From

Table 7, we can see that in general the Genetic Algorithm based approach performed better than

the three others, i.e., it computed more precise uncertainty models in less time. More specifically,

since the fitness function can be complex by involving probability density functions and integrals,

the analytic algorithm’s power is limited in sense that it needs to perform complex trust-region

computation and factorization. Therefore, it costed more computation time. Hill climbing costed less

time in one iteration of search, however, it often fell in local optimum, which makes the calibrated

uncertainty model repeatedly rejected by hypothesis tests and the total computation time much

longer than our approach. As shown by the experimental results, 5 out of 12 calibrated uncertainty

models given by the hill climbing were rejected by hypothesis tests for 5 times. Simulated annealing

performed slightly better than hill climbing but still suffered the same problem.

Based on the above discussed experimental results, we derive our answer to research question

RQ4: our Genetic Algorithm based calibration approach can effectively calibrate the uncertainty
models.

6.3.2 RQ5: Efficiency of calibration. In the experiments to answer RQ4, the results showed the

efficiency of our calibration approach such that it can complete within a dozen seconds. The data
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Table 7. Comparisons of different algorithms for solving the calibration problem

Degree of
change

Our approach
(closeness/ time/

No. of tests)

Analytic
(closeness/ time/

No. of tests)

Hill climbing
(closeness/ time/

No. of tests)

Simulated annealing
(closeness/ time/

No. of tests)
Range-1 0.652/ 5.38s/ 1 0.624/ 45.21s/ 4 0.602/ 25.18s/ 3 0.697/ 76.58s/ 4
Range-2 0.647/ 19.67s/ 3 0.591/ 60.55s/ 4 #/ 49.06s/ 5 0.579/ 63.49s/ 5
Range+1 0.668/ 13.07s/ 2 0.669/ 64.76s/ 4 0.624/ 50.82s/ 4 0.634/ 64.17s/ 4
Range+2 0.629/ 17.42s/ 2 0.587/ 76.39s/ 4 #/ 71.49s/ 5 0.565/ 43.26s/ 4
Mean-1 0.688/ 21.05s/ 1 0.594/ 83.60s/ 3 0.653/ 85.36s/ 4 0.705/ 58.86s/ 3
Mean-2 0.592/ 25.54s/ 2 0.589/ 70.41s/ 4 #/ 78.43s/ 5 #/ 93.55s/ 5
Mean+1 0.744/ 28.72s/ 2 0.652/ 102.32s/ 5 #/ 104.11s/ 5 0.732/ 84.24s/ 4
Mean+2 0.772/ 37.32s/ 3 #/ 90.52s/ 5 #/ 96.66s/ 5 #/ 120.60s/ 5

Variance-1 0.755/ 6.56s/ 1 0.688/ 40.27s/ 3 0.771/ 36.29s/ 3 0.565/ 53.26s/ 4
Variance-2 0.659/ 18.04s/ 3 0.560/ 63.81s/ 5 0.578/ 125.62s/ 5 0.549/ 84.18s/ 4
Variance+1 0.755/ 11.25s/ 1 0.758/ 76.54s/ 4 0.704/ 45.80s/ 3 0.629/ 62.35s/ 3
Variance+2 0.613/ 24.33s/ 4 #/ 89.46s/ 5 #/ 87.42s/ 5 0.554/ 98.70s/ 5
*
All the changes are made on the basis of the precise model: error range [−6, 6], Gaussian distribution N (0, 22). Symbol “#” repre-

sents that no calibrated model is obtained.

also preliminarily indicate that the imprecision degrees of uncertainty model affect the iterating

times of the fitness function evaluation, which constitutes most of the computation time. It seems

that more imprecise models tend to require more iterating times than less imprecise models. In

this section, we explore how our calibration approach performs with different imprecision degrees

of uncertainty models. Specifically, we want to answer: (1) Is there a correlation between the

imprecision degrees of uncertainty model and the iterating times of the fitness function evaluation?

and (2) Is our approach fast enough to calibrate the imprecise models?

We first randomly selected a robot-cars application (App 11) to conduct the experiments. First,

different degrees of changes were made to the application’s precise uncertainty model, which has

the error range [−6, 6] and the Gaussian distribution N (0, 22). We gradually increased and decreased

the error range, mean, and variance, respectively, from 0.3 to 2.7 in a step of 0.3. These changes
resulted in uncertainty models with different imprecision degrees. Then using our calibration

approach, we calibrated these imprecise uncertainty models, and recorded the evaluation times

of fitness function. Figure 9 illustrates the experimental results. In each subfigure, the horizontal

axis represents the degrees of changes made on different parameters of uncertainty model, and the

vertical axis represents the iterating times of evaluation. From this figure we can see that when the

imprecision degrees of any parameter increase, the iterating times also increases. However, we can

find that the increasing rate of our approach’s iterating times of evaluation tends to slow down as

the uncertainty models’ degrees of imprecision increases. So, even for the maximum change of 2.7
which is a fairly large error for the model under study, the iterating times is just about 500 to 1200

which can be efficiently handled by modern computers.

Based on the above discussed experimental results, we derive our answer to research question

RQ5: the increase of uncertainty model’s imprecision degrees can cause an increase of the iterating
times of fitness function evaluation, nevertheless, even for a large degree of imprecision, our approach
is fast enough to complete the calibration.
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Fig. 9. Trends of evaluation times in calibration with uncertainty models of different degrees of imprecision.

6.4 Threats to Validity
There are mainly three kinds of threats: threats to construct validity, threats to internal validity

and threats to external validity. We analyze them to the validity of our conclusions below.

Threats to construct validity. The main threat to construct validity for our study is that we

may not have run our robot-cars applications adequate times in the field study in order to obtain

accurate likelihoods of occurrence of the counterexamples. To reduce this threat, we ran each

application in simulation for 1,000 times to get the simulated probabilities as complementary

evidence. Another potential threat to construct validity is the threshold of probability used to filter

out low-probability counterexamples when evaluating the impact of the bound of path length.

Nevertheless, we set the probability threshold to 10
−5
, which is an extremely small likelihood for

a counterexample to occur in real cases. In fact, we believe developers should focus mainly on

counterexamples with much higher probabilities in a realistic setting. Finally, a threat to construct

validity is that we may not have a sufficient variety of imprecise uncertainty models in evaluating

the calibration approach. To reduce this threat, we changed all three parameters in the uncertainty

model, by both increasing and decreasing the values in different degrees.

Threats to internal validity. There are mainly two threats to internal validity. One threat to

internal validity is the selected bound of path length used in finding counterexamples. It is possible

to find more counterexamples with a larger bound. Nevertheless, according to our experiments,

the number of counterexamples of high probabilities will tend to be stable as the bound increases.

So we selected a properly large value for the bound in experiments. The other threat is that the

termination condition for the Genetic Algorithm in calibration may not be strict enough to find an

acceptable uncertainty model w.r.t. precision. To reduce this threat, we first chose a fairly strict

termination condition; furthermore, we employed hypothesis testing to validate the precision of

the uncertainty model.

Threats to external validity. The main threat to external validity is that our conclusions

may not generalize to some other CPS applications. Some applications, for example, focus on the

temporal aspects of the systems [7, 16]. These applications need the temporal constraints to be

satisfied to guarantee correct behavior. As our approach focuses on another important aspect of
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interaction between the cyber and physical worlds, it does not explicitly consider the temporal

constraints but only supports the temporal synchronization essential for component coordination.

Nevertheless, it is possible to consider more temporal properties such as execution-time or deadlines

by introducing dense-time clocks to our ISM models. Other applications, with various scales and

complexities, may also have their own characteristics. To reduce this threat, we selected 15 different

robot-cars CPS applications with various sizes as our experimental subjects. Meanwhile, we made

our best efforts in selecting them being independently developed by different developers, and

validated by both simulation and field study. The results consistently support our conclusions.

Although we have tried to make our approach applicable to other applications, there is still a need

for validating our approach with more realistic and larger applications.

7 RELATEDWORK
In this section, we discuss some closely related work concerning quality assurance of CPS applica-

tions, uncertainty handling, and calibration techniques.

Developing high-quality CPS applications is confronted with stiff challenges, and many research

efforts are made to assure their quality. Among them, many studies address the problem of testing

CPS applications. Some techniques [3, 47, 57] use model-based testing to generate test cases for CPS,

and some work uses runtime monitor to dynamically detect faults in CPS [26]. Simulation is often

combined with field testing to test CPS [24, 26, 57], since it can reduce testing cost. Multiple parts of

CPS are often embedded systems with a real-time software executing. Therefore, there is some work

focusing on testing functional or non-functional correctness (e.g., temperature, power consumption,

and timing) of real-time CPS [21, 24, 50]. However, the testing approach is generally infeasible to

predict and enumerate all possible conditions that a CPS application can encounter at runtime.

Lots of efforts are then spent on developing certifiable verification methods. Formal verification

can provide evidence that the set of stated functional and non-functional properties are satisfied

during the system’s operation [5]. Technically, researchers use model checking [2, 11] or theorem

proving [33, 44] to verify CPS. Recent studies have also reported promising results in applying

these techniques to verify properties of CPS, e.g., safety [18, 41], robustness [49] and performance

[28]. Temporal correctness, as one of the focuses on CPS, has also received much attention. In

[16], with the assumption that the constituent parts of the CPS are parameterized with a worst

case execution time bound, run-time generation of verified future system configurations is used to

guide the evolution of CPS to meet the functional and timing requirements. In [7], an example of

a virtualized server node is studied. With the usage of temporal logic of CLTLoc specifying the

system behavior, temporal boundaries for the decisions whether a request from a mobile node can

be served over the server operation can be provisioned. Different than these researches, our work

studies the interactions between the cyber and physical worlds and their effects on the system

correctness. When it comes to verifying CPS under physical-world, much existing work lacks of

explicitly considering CPS’s environmental interaction uncertainty with physical environment.

Uncertainty has always been a bone of contestation in Cyber-physical systems [3] and even

the whole software engineering community [13]. Uncertainty poses a big threat to correct and

reliable CPS applications. This problem is gaining increasing attention in recent years, but is still

relatively unexplored in CPS development and testing. Alippi [4] introduced different sources of

uncertainty, which include uncertainty in acquiring data, in interacting with the environment, and

in representing information on a finite-precision machine. This echoes our idea of recognizing

environment-related interaction as a source of uncertainty for CPS applications. To understand

uncertainty in CPS applications better, Zhang et al. [58] derived a conceptual model of uncertainty

by reviewing existing work on uncertainty in various domains. The conceptual model is mapped to
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the three logical levels of CPS: application, infrastructure, and integration. Besides, they proposed

to test CPS applications under unknown risky uncertainty by model-based and search-based testing.

Cheng et al. [10] proposed a requirement language RELAX to address uncertainty by enabling

software engineers to specify uncertainty in application requirements. The language is in a form of

structured natural language with Boolean expressions. The uncertainty is suggested to be identified

by a variation of threat modeling, where the threats are the various environmental conditions that

pose uncertainty at development time. However, it is difficult to quantitatively model interaction

uncertainty caused by unreliable environmental sensing with RELAX for the purpose of system

verification.

Our previous work [56] proposed to model interaction uncertainty by error ranges and distribu-

tions and leverages an SMT solver to verify the correctness of standalone self-adaptive applications.

The current work differs from the existing work at two aspects. First, we studied the problem

of verifying CPS applications suffering interaction uncertainty. Since CPS is typically more com-

plex by consisting of multiple components from the physical and cyber worlds, we proposed the

new ISM network to model the concurrent and coordinated components in CPS, and devised an

approach to encoding the ISM network and the interaction uncertainty to SMT formulae so as

to exploit the power of SMT solvers for verification. Second, we noticed the effects of imprecise

uncertainty models on the accuracy of verification and validation results, and therefore proposed a

search-based approach to systematically calibrating imprecise uncertainty models is proposed, as

further discussed below.

Calibration is a general term. In physics it can refer to the act of evaluating and adjusting the

precision and accuracy of measurement equipment. In statistics, it can mean a reverse process to

regression and procedures in statistical classification to determine class membership probabilities.

In our problem it refers to adjusting the parameters of uncertainty models to ensure that the

models specify the actual interaction uncertainty as precise as possible (in accordance with the

realities). This calibration is necessary because most interaction uncertainties (e.g., environmental

sensing) show different characteristics when the CPS applications are configured in a large variety

of application domains. One related method is the model calibration, which involves systematic

adjustment of model parameters so that outputs more accurately reflect reality [8]. Vanni et al.

in article [51] reviewed the common process in model calibration: identifying inputs to calibrate,

identifying calibration targets, measuring Goodness-of-Fit (assessing how well outputs match

observed data), searching parameters and accepting calibration results. The key parts in the process

are the Goodness-of-Fit measures and parameters search strategy. In the literature, the most

commonly used measures of Goodness-of-Fit are least squares, chi- squared (or weighted least

squares) and the likelihood functions [45]. There are various methods for the solution of different

types of searching problems, e.g., Generalized Reduced Gradient Method [29], Simulated Annealing

[25] and Genetic Algorithms [23]. Bayesian methods are used in model calibration [17]. They

define a prior distribution for the model parameter set, and update the prior via Bayes’ theorem to

reflect the additional information given in the likelihood function for the data, to give the posterior

distribution. To achieve this, an approach known as Markov Chain Monte Carlo can be used to

generate a sample from the joint posterior density function of the model parameters [17]. Compared

with these pieces of work, our research studies a new problem of calibrating interaction uncertainty

models in CPS, and leverages the relationships between the actual and calculated probabilities of

counterexamples.

ACM Transactions on Internet Technology, Vol. 9, No. 4, Article 39. Publication date: September 2017.



Improving Verification Accuracy of CPS 39:35

8 CONCLUSION
In this article, we propose a novel approach to modeling and verifying CPS applications with

interaction uncertainty. By explicitly taking the interaction uncertainty into account in the verifi-

cation process, the approach can find many potential counterexamples that would otherwise be

overlooked by methods not considering uncertainty. To help developers focus on more likely faults,

our approach also prioritizes its reported counterexamples according to their estimate occurrence

probabilities. Provided with a precise uncertainty model, our approach can give a good estimate,

which has been well validated by both simulated experiments and field study. To deal with the

possible imprecise uncertainty model that would jeopardize the accuracy of verification results,

we propose a search-based approach to calibrating them. We conducted multiple experiments on

real-world applications, and the results consistently confirmed the effectiveness of our verification

and calibration approaches.
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