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Static analysis has profoundly improved software quality over the past decades, evolving from compiler-
integrated optimizations and simple linting to sophisticated analyses for bug detection, security, and program
understanding. In contrast, static analysis for hardware remains underexploited, resembling the early state of
software analysis. Most existing hardware static analyses are confined to compiler optimizations and linting,
lacking the sophistication needed to uncover complex design flaws. Furthermore, we observe that many
hardware bugs reported in recent literature could have been identified by sophisticated static analyses that
account for hardware-specific semantics and data flow; however, such bug detection analyses are absent today.
To exploit the untapped potential of sophisticated hardware analysis, we present a series of bug detection
analyses for Verilog, the predominant hardware description language (HDL). Moreover, these analyses are built
upon our fundamental analyses that capture essential hardware-specific characteristics—such as bit-vector
arithmetic, register synchronization, and digital component concurrency—and enable the examination of
hardware data and control flows. Together, these analyses form a well-organized analysis suite with a modular
design, in which diverse fundamental analyses combine to support bug detection, hardware understanding,
and other potential clients. To implement these analyses, we further offer dedicated infrastructure, including a
Verilog front end, an intermediate representation (IR) for analysis, and an analysis manager. To validate the
utility of our analyses, we applied them to real-world hardware projects. Unlike software, real-world hardware
projects tend to contain fewer but harder-to-detect bugs, as they typically undergo extensive simulation
and rigorous verification to prevent the prohibitive costs of hardware defects. Despite this, our preliminary
experimental results are highly promising: applying these proposed analyses to popular real-world Verilog
projects (averaging 1.5K+ GitHub stars) uncovered nine previously unknown bugs, all confirmed by developers;
moreover, we successfully identified a total of 18 bugs beyond the capabilities of existing static analyses for
Verilog bug detection (i.e., linters). These results underscore the transformative potential of sophisticated
static analysis in hardware design. Our analysis suite and infrastructure are also highly reusable: on average,
each bug-detection client built on our analysis suite requires about 270 LoC, compared to 5,700 LoC when
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developed from scratch. By open-sourcing the entire system, involving substantial engineering effort (100K+
LoC), we aim to encourage further innovation and applications of sophisticated static analysis for hardware,
hopefully fostering a similarly vibrant ecosystem that software analysis enjoys.

CCS Concepts: « Software and its engineering — Automated static analysis; Development frameworks
and environments; « Hardware — Functional verification.

Additional Key Words and Phrases: Static Analysis, Verilog, Hardware, Framework
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1 Introduction

In the software domain, static analysis is widely recognized as an effective technique for enhancing
software quality. Over the past decades, numerous sophisticated static analyses have been developed
to achieve various application tasks, such as detecting bugs [17, 18, 20, 34, 64-66, 116], identifying
security vulnerabilities [9, 21, 46, 75], and aiding program understanding [73, 100].

Despite its proven successes in software, static analysis remains underutilized in hardware,
particularly with Verilog, the predominant hardware description language (HDL) [45]. The current
situation mirrors the early state of software static analysis, when its applications were limited to
compiler-integrated optimizations and basic syntax checks (e.g., early linting tools), with more
sophisticated software analyses, such as those for bug detection and security, yet to emerge.
In hardware, static analysis techniques are primarily adopted by hardware synthesizers (e.g.,
Yosys [112]) for compiler optimization purposes; linting tools [26, 50, 88, 99] are popularly used to
enforce code style or syntactic checks but lack the sophistication needed to detect deeper design
flaws, such as improper register resets and hardware deadlocks.

Moreover, when we examine hardware bugs surveyed through commit histories from real-world
programs and summarized by industrial hardware experts [29, 30, 78], we find that many can
be exposed early in the design phase by more sophisticated hardware static analysis techniques
that, to our knowledge, have yet to be explored. For example, a 2022 study [78] categorizes bugs
in open-source FPGA projects by examining their git commit histories, resulting in a testbed of
reproducible, complex real-world bugs. We find that most of these bugs can be detected by static
analysis, provided the analysis carefully considers hardware program semantics such as data flow,
control flow, concurrency, and synchronization. These bugs include issues like missing register
resets, use of invalid signals, and hardware deadlocks, which elude linting approaches and tools.

Currently, hardware reliability typically relies on resource-intensive methods such as simulation-
based testing and model checking [16, 49]; however, simulating a chip can take hours to days [12],
and model checking is susceptible to state-space explosion [28], and thus can hardly scale to large
programs. We argue that sophisticated Verilog analysis offers key advantages not shared by these
methods: (1) it automatically analyzes the codebase, requiring minimal human involvement; (2) it
scales to very large codebases comprising millions of lines of code; and (3) it provides early feedback
during hardware design, which is particularly cost-effective since late-stage hardware bugs in
production can lead to exponentially increasing remediation costs [7, 10].

To exploit the untapped potential of sophisticated hardware analysis, we design a series of bug
detection analyses motivated by real-world bugs from prior studies [29, 30, 78] and insights from
industrial hardware practitioners. Moreover, to establish a reusable foundation for future hardware
analysis, we distilled a set of fundamental analyses from the process of designing bug detection
analyses. On average, each fundamental analysis is reused by 9.5 (out of all 18) client analyses. These
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fundamental analyses address essential hardware-specific characteristics—such as bit-vector arith-
metic, register synchronization, and digital component concurrency—and enable examination of
complex hardware control and data flows. In addition, we also build on these foundations to develop
hardware understanding analyses that efficiently predict how synthesis tools map code to physical
circuits (e.g., inferring clocks, registers, and reset signals). These clients not only provide useful
information to support bug detection analyses, but also help developers understand the hardware
synthesized from Verilog code and identify potential post-synthesis issues early, without requiring
the time-consuming synthesis process. For example, synthesizing a million-line SoC [113] takes
65 minutes, whereas our hardware-understanding analyses complete in about 1 second on average.

Together, these analyses form a well-organized suite in which fundamental analyses collaborate
to support hardware bug detection, hardware understanding, and future analysis clients. To our
knowledge, no previous work has developed such a suite of static analyses for Verilog. This unique
contribution draws on our sustained communication with industrial hardware practitioners [2, 3], in-
depth understanding of Verilog formal semantics [25], and decade-long experience in foundational
software static analysis [69-73, 80, 104, 105].

Then a natural question arises: how do our sophisticated hardware analyses differ from soft-
ware analyses? Briefly, the formulation of hardware problems often diverges from their software
analogues when hardware-specific behaviors such as synchronization and resetting are involved.
These distinctions make hardware analyses fundamentally different. To clarify these differences,
this paper presents a motivating analysis for detecting missing-reset bugs in Section 2. In software,
a related issue is use-before-initialization (UBI), which frequently occurs in real-world programs,
often leading to serious consequences and driving ongoing research for detecting UBI [65, 114].
We show how the missing-reset problem fundamentally differs from its software analogue, and
describe our hardware-specific insights for designing a dedicated analysis to address it. For the
remaining analyses, since it is infeasible to present them all in this paper, we provide an overview
and highlight how our analyses interdepend and cooperate to support sophisticated hardware
analyses in Section 3, using the missing-reset analysis as an example.

Since the analyses in our suite are interdependent and cooperative, the soundness and precision
of one analysis can affect those of the analyses that depend on it. To maximize overall utility, we
deliberately adopt different soundness—precision trade-offs for analyses playing different roles.
Specifically, for general-purpose fundamental analyses, we prioritize soundness to ensure reliable
reuse by a wide range of clients. For specific clients, we place greater emphasis on reducing excessive
false positives to make the clients practically useful. Section 3 discusses more on these trade-offs.

In summary, this paper makes the following contributions:

e We exploit sophisticated static analysis for Verilog by introducing the first Verilog analysis suite,
comprising both fundamental analyses addressing essential hardware characteristics and analysis
clients for hardware bug detection and hardware understanding. We highlight the necessity
of fundamental analyses and their collaboration to support various sophisticated clients and
establish a reusable foundation for future hardware analysis research.

e We evaluate our analyses on a diverse set of real-world Verilog programs, including System-on-
Chip (SoC) designs, encryption modules, communication protocols, and more. Unlike software,
hardware tends to contain fewer but harder-to-detect bugs, as they typically undergo extensive
simulation and rigorous verification to prevent the prohibitive costs of hardware defects [7,
10]. Despite this, our preliminary experiments exhibit very promising results: applying these
proposed analyses to popular real-world Verilog projects (averaging over 1.5K stars) uncovered
nine previously unknown bugs, all of which were confirmed by developers. Moreover, our
analyses successfully identified 18 true bugs in total, accompanied with 67 false positive reports.
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These bugs span eight categories as summarized in Table 1, while existing linting-based static
analyses [26, 50, 88, 99] fail to detect all of them. These results demonstrate the transformative
potential of sophisticated analysis for hardware.

e We develop Qihe, a Verilog static-analysis framework implemented from scratch in over 100K LoC.
Qihe includes not only our analysis suite but also a dedicated infrastructure consisting of a Verilog
front end, an IR for analysis, and an analysis manager. (The front end and IR are designed to
work collaboratively, addressing specific analysis needs such as supporting incomplete programs,
while the engineering-focused analysis manager enables developers to conveniently develop,
integrate, and execute analyses.) Qihe is open-source and can be obtained from its website
(https://qihe.pascal-lab.net); to facilitate the development of various analysis clients, we provide
extensive documentation at https://qihe-docs.pascal-lab.net. We also release an artifact [22] to
reproduce all experimental results, including all details of the identified bugs.

The growth of hardware analysis may not mirror the widespread success of software analysis. Yet,
over 30 years ago, it was also hard to foresee that static analysis would help enhance software quality
so significantly. Our work takes a preliminary step toward uncovering the potential of sophisticated
hardware analysis. We hope it serves as a catalyst for collaboration between software and hardware
communities to jointly shape the still-blurry yet promising future of hardware analysis.

2 Motivating Example

This section presents a motivating example that illustrates three key questions: (1) What do hardware
bug-detection problems look like, and how do they differ from their software analogues? (2) How
to design sophisticated hardware static analyses that leverage hardware-specific insights to address
these problems? (3) What is the challenge in building sophisticated hardware static analysis?

Our motivating example is the missing-reset analysis, which detects a class of critical hardware
bugs where registers fail to initialize properly during circuit reset, creating unstable system states
that attackers could potentially exploit [6, 32, 78, 81]. It serves as a representative Verilog analysis
in our analysis suite that not only handles diverse hardware-specific semantics—such as clocks,
registers, and resets—that are uncommon in software analysis, but also demonstrates the level of
sophistication required to detect real-world hardware bugs (summarized in Table 1) that elude
existing static analyses for Verilog bug detection [26, 50, 88, 99].

Below, we first introduce the missing-reset problem in Verilog and distinguish it from the classical
use-before-initialization (UBI) problem in software (Section 2.1). We then present the core insights
underlying our missing-reset analysis for addressing this problem (Section 2.2). Finally, we use this
analysis to discuss the key challenge in developing sophisticated hardware analyses (Section 2.3).

2.1 The Missing-Reset Problem in Verilog

2.1.1 Background. The missing-reset problem occurs when hardware registers lack proper reset. To
prepare for our later formulation of the problem, we first provide the necessary Verilog background
on registers and reset.

Registers. A hardware register is a digital circuit component that stores and updates values
under the control of a driving clock signal alternating between 0 and 1; Verilog uses variables
and always blocks to model hardware registers. As exemplified in the code snippet of Figure 1,
acc is a hardware register whose driving clock is specified in the always block header (line 1)
and whose value update logic is specified in the block body (lines 2-5). Functionally, this Verilog
program describes an accumulator where register acc updates to 0 when reset is 1 (lines 2-3) and
to acc + in otherwise (lines 4-5), whenever the driving clock signal clock transitions from 0 to 1,
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known as a positive clock edge (as specified by the posedge keyword in line 1). To illustrate this
dynamic behavior, the table in Figure 1 shows an example of how variable values evolve over time:

® The “Cycle” column enumerates clock cycles, where the [ aiays etosesse clocio] T tnput
.. . . ) ycle N acc
number i indicates that this row shows the values of |2 1If (reset) R
all variables during the i-th clock cycle, denoted Cycle; | =~ " <o 1| o0 fz] o
hereafter. Here, a clock cycle is the time interval between |, .cc < ace + in; S e el
consecutive positive edges of the clock signal clock. '~ CEny>
e The “Input” columns provide the values of input vari-
. R . Cycleg
ables such as reset and in, which are not defined within (Reset Cycle) | (oo < @ ] [ acc <= acc + in )
this code snippet but are externally supplied each cycle |y Chriy
(e.g., by toggling a switch or pressing a button during
circuit execution). 4 Cycle < - -
« [ acc <= 0 ] [ acc <= acc + in ]
e The “acc” column shows the value of register accover | | oS
time. For simplicity, we use x; to denote the value of
variable x during Cycle;. Initially, all registers hold un- Cycle, (o) (e ™
defined values at Cycle,, i.e., accy = undefined in this = — 0
> Cos 16, SECg T ANPETINSC M S | N— CEntiy; >

example. During each cycle, lines 2-5 execute, and the L ...... T
new register value takes effect in the next cycle, reflecting
the special semantics of Verilog’s non-blocking assign-
ment operator <=, which models clock-driven updates of hardware registers—unlike software
assignments. For example, (1) during Cycle,, acc <= 0 (line 3) executes since reset, = 1, mak-
ing acc; = 0; (2) during Cycle,, acc <= acc + in (line 5) executes since reset; = 0, giving
accy = accy + in; = 0 + 2 = 2; (3) during Cycle,, the same update applies again, yielding
accy =accy +1iny, =2+3=5.

Fig. 1. A properly-reset register example.

For further clarity, the lower portion of Figure 1 presents a cycle-expanded control flow graph
(CFG) that visualizes this dynamic behavior by highlighting execution paths in orange and blue. In
this representation, Entry; denotes entry to the always block body (lines 2-5) during Cycle;.

Reset. The reset signal represents one of the most fundamental control signals critical for reliable
behavior in digital design [111], ensuring circuits begin operation from a known initial state rather
than the default undefined state at power-up. For example, in Cycle, of Figure 1 (highlighted
in orange), reset, is set to 1, ensuring that normal operation of the accumulator begins with a
determined acc = 0 instead of the undefined acc = undefined. We refer to the cycle in which the
reset signal is active (i.e., reset = 1) as the reset cycle. This reset cycle is essential for reliable normal
operation: only after that cycle can we guarantee that during any subsequent non-reset Cycle;
(where i > 1 and reset; = 0), the accumulator reliably maintains the invariant acc;y = Z§'=1 inj.

By convention, any legal execution of a circuit with reset capability should begin with a reset
cycle to establish an initial state, followed by non-reset cycles for normal operation, as shown in
Figure 1. This creates a clear division of responsibility: hardware developers should ensure their
Verilog programs function reliably under all legal executions, while hardware users should perform
legal executions (i.e., reset before normal operation). Consequently, the primary bugs of interest
to developers are those that can occur during legal executions, as these fall within their expected
domain of responsibility.

2.1.2  Problem Formulation. The missing-reset problem occurs on a register if there exists a legal
execution path (i.e., a reset cycle followed by non-reset cycles, as illustrated in Figure 1) in which
this register’s undefined value is infinitely often used. “Infinitely often” is a standard term in
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P ———ES -~ o - . i al»ivfatyir(s@?;osedge clk or posedge rst) h’
2 if (rst) st |in : i ot < o ;
, X <= 1 0 1 | 0 | undefined | undefined \ //*Z ’ S = =
’ 1 0 |1 1 o rop_frame <= 0; <- missing reset
Loelse 2 0 | 2 | undefined 1 // wr_ptr_cur <= 0; <- missing reset :
’ X <= 3 0 |1 1 undefined o else
6 y <=x?in: @; 4 .. | undefined 1 7 if (full | full_cur | drop_frame)
8 drop_frame <= 1;
(a) A simple missing-reset example. 9 if (input_axis_tlast) [Grop_frame |
10 wr_ptr_cur <= wr_ptr;
rst S 11 drop_frame <= 0;
gnais 12 else —ptr_cur
O register clock 13 wr_ptr_cur <= wr_ptr_cur + 1;

{27 constant () input / reset 14 if (input_axis_tlast) wr_ptr
15 if (input_axis_tuser)
16 wr_ptr_cur <= wr_ptr;

clk Dependencies —> Data dependency

—> data —> resetting 7 else

—> control 18 wr_ptr <= wr_ptr_cur + 1;

—> Control dependency

—> Dependencies outside
this code snippet

==

10! Circular Dependency

’

(c) A real-world missing-reset example [78] containing the
(b) The hardware dependency graph of (a).  first two bugs (B01 & B02) in our evaluation (Table 1).

Fig. 2. Missing-reset examples and their hardware dependency graphs.

mathematics [38]. In our context, it means that for a register x, after any given Cycley;, the
undefined value of x will be used again in some later cycle Cycle, where n > N. This problem
is particularly dangerous because it implies that a register may unpredictably hold undefined
values at any time, even during a legal execution, undermining hardware reliability and potentially
leading to fatal functional flaws. In contrast, finite occurrences of undefined values are common
and acceptable in hardware (e.g., in pipelined designs [110]), and such transient behavior should
not be considered a bug.

Figure 2a illustrates a missing-reset example in which registers x and y both exhibit this problem,
as shown in the table on the right. In the reset cycle Cycle, (shaded in orange), line 3 executes,
updating x from undefined to 1 in Cycle,, while y remains undefined because it is not assigned in
this cycle. In each non-reset cycle Cycle; (i > 1, shaded in blue), lines 5-6 execute, resulting in the
value updates x;41 = y; and y;41 = x; ? in; : 0, according to the Verilog non-blocking assignment
semantics introduced in Section 2.1.1. More concretely, after Cycle;, we have x; = y; = undefined
and yp = (x1 ? iny : 0) = (1 ? 1:0) = 1; after Cycle,, we have x3 =y, =land y3 = (x2 ? iny : 0) =
(undefined ? 2 : 0) = undefined; and so on. As a result, the undefined value propagates back
and forth between x and y, as reflected by the table in Figure 2a, demonstrating the missing-reset
problem where the undefined values of x and y are used infinitely often. To fix this issue, the
developer should add a reset for y in Cycle,, in addition to the existing reset for x (line 3), ensuring
that y; is defined and preventing the undefined values of x and y from being used infinitely often.

2.1.3  Missing-Reset vs. UBI. The missing-reset problem in Verilog bears a resemblance to the
classical use-before-initialization (UBI) problem in software, which is prevalent in large-scale systems
such as the Linux kernel and has driven decades of extensive research into static analyses for UBI
detection [65, 114]. Despite their shared focus on undefined-value-related bugs, analyses for missing
resets are fundamentally distinguished from those for UBIs due to their hardware-specific nature:

e Hardware-Specific Problem Formulation: The missing-reset problem concerns a register whose
undefined value is infinitely often used in a legal Verilog execution, whereas the UBI problem
concerns a variable whose undefined value is once used in any possible software execution.
Consequently, analyses for missing resets must establish hardware-specific insights to handle the
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“infinitely often” and “legal” constraints that do not arise in the UBI formulation. These insights
will be elaborated in Section 2.2.

e Hardware-Specific Information Requirements: The missing-reset problem is inherently grounded
in hardware semantics, including clocks, registers, and resets, beyond the scope of UBI. Therefore,
detecting such bugs naturally requires fundamental hardware information that goes beyond
the needs of traditional UBI analyses. Notably, obtaining all sorts of fundamental information
from Verilog programs demands a series of non-trivial hardware analyses, a challenge further
elaborated in Section 2.3.

These distinctions highlight the necessity of establishing hardware-specific insights to design
hardware bug detection analyses capable of capturing hardware-specific problems and fundamental
hardware analyses that can retrieve essential hardware semantic information from Verilog programs.

2.2 The Insight of Our Missing-Reset Analysis

The key insight of our missing-reset analysis is that only circuits involving circular dependencies
among registers can have missing-reset problems. To see why, consider the opposite case: if a
circuit has no circular dependencies among registers, then a topological order must exist for these
registers. Following this order, defined values from constants or inputs can eventually propagate
to all registers, ensuring that no register’s undefined value is infinitely often used in any legal
execution. The trivial case in which a register is used but never defined is handled by a separate
analysis, undefined-use in Figure 3; thus, the missing-reset analysis only needs to focus on the
non-trivial cases described above.

Based on this hardware-specific insight, our missing-reset analysis identifies registers that
lack proper reset by reporting unreset registers involved in circular dependencies within the
hardware dependency graph. This graph captures the data, control, resetting, and synchronization
dependencies among hardware signals, including registers, clocks, resets, inputs, and constants.
For instance, Figure 2b shows the hardware dependency graph of the missing-reset example from
Figure 2a. We explain this hardware dependency graph as follows.

e The blue edge from x to y represents that x is data-dependent on y (introduced by x <= y in
line 5 of Figure 2a), while the green edge from y to x indicates that y is control-dependent on
x (introduced by y <= x ? ... inline 6 of Figure 2a). Together, these edges form a circular
dependency (highlighted in the gray region) between x and y, underlying the situation where
undefined values propagate back and forth between them, as elaborated in Section 2.1.2.

e The orange synchronization edges from x and y to the clock signal clk indicate that x and y are
registers synchronized by the clock clk.

e The red resetting edges from x to the reset signal rst and the constant 1 capture x’s reset
logic—resetting x to 1 under the control of rst.

More concretely, our missing-reset analysis includes the following four steps: (1) Non-Synthesizable
Code Exclusion: Verilog codebases typically include non-synthesizable portions written for simu-
lation purposes, which do not appear in the final synthesized hardware and cannot contain real
hardware bugs. Thus, we exclude such code from our analysis. (2) Hardware Dependency Graph
Construction: Build the hardware dependency graph by resolving all sorts of dependencies in the
Verilog program (e.g., as shown in Figure 2b). (3) Circular Dependency Identification: Locate cycles
in the hardware dependency graph (the gray region in Figure 2b) to identify registers involved in
circular dependencies (e.g., x and y in Figure 2b). (4) Missing Reset Reporting: Report registers from
step (2) that lack proper reset. In Figure 2b, y is reported because it is unreset, whereas x is not
since it is reset to 1 by rst (indicated by the red resetting edges in Figure 2b).
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To illustrate real-world missing-reset bugs, Figure 2c presents such an example along with its
hardware dependency graph, which retains only data and control dependencies for clarity. The
code snippet originates from a FIFO (first-in, first-out) buffer in the Verilog-AXIS project [41], a
popular open-source design with over 800 GitHub stars. Our analysis detected two missing-reset
bugs in the registers drop_frame and wr_ptr_cur (lines 4-5 in Figure 2c) through the four steps
described above. These bugs are confirmed by Ma et al. (2022a) to be fatal: the missing reset of
drop_frame, a frame-dropping state register, leads to unintended packet drops, while the missing
reset of wr_ptr_cur, a write-pointer register, causes writes to incorrect buffer addresses.

2.3 The Challenge in Building Sophisticated Hardware Static Analysis

Even with the core insights established, building a sophisticated hardware analysis remains chal-
lenging due to the lack of analyses focused on extracting fundamental hardware information—a
topic that few prior works have explored.

For example, to detect missing-reset problems involving hardware registers driven by clock signals
and reset by reset signals, as guided by the insights established in Section 2.2, the analysis requires
essential hardware information about whether each variable represents a hardware register, a clock
signal, a reset signal, or none of these. However, this is nontrivial because Verilog variables do not
explicitly declare such information. This information is typically revealed after lengthy synthesis
processes that map Verilog code to physical hardware components based on behavioral semantics. To
bridge this gap we developed hardware understanding analyses for both the missing-reset analysis
and other clients that require this hardware information. These analyses reason about such behav-
ioral semantics, e.g., by inferring registers, clocks, and reset signals, allowing us to efficiently obtain
the information needed for missing-reset analysis without resorting to heavyweight synthesis.

Moreover, these hardware understanding analyses require more fundamental hardware informa-
tion, which is also crucial for bug detection clients and future potential clients, such as hardware
security analyses. This necessitates diverse analyses, including but not limited to: (1) Verilog
module hierarchy analysis for inter-module reasoning; (2) hardware data-flow and control-flow
analyses for constructing various graph structures (e.g., the hardware dependency graph used by
the missing-reset analysis); (3) analyses for capturing hardware’s synchronization and concurrency
characteristics, which are essential for reasoning about behavioral semantics in hardware under-
standing; (4) analyses of bit selects/part selects and bit-vector arithmetic, which are indispensable
for achieving practically useful precision in hardware analysis.

Ultimately, building sophisticated hardware static analysis challenges us to uncover diverse
fundamental analyses, understand their interdependencies, and enable their interoperability. To
this end, we introduce a well-organized analysis suite, detailed in the next section.

3 Analysis Suite

We introduce the first analysis suite for Verilog exploiting sophisticated static analysis, in which
a variety of fundamental analyses collaborate to support hardware bug detection, hardware un-
derstanding, and other potential analysis clients. We begin with an overview of the analysis suite.
Next, since it is infeasible to discuss all analyses in detail within this paper, we present a focused
case study to illustrate how our analyses collaborate to empower the key hardware bug detection
client, missing-reset, building on its background and key insights introduced in Section 2.

3.1 Overview

Figure 3 presents all the major analyses in our suite by their short names and illustrates their
dependencies with arrows. To avoid clutter, dependencies between analyses on the left and right
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Fig. 3. All the major analyses in our suite and their dependencies. Each analysis is represented by its short
name. The left section presents fundamental analyses, categorized into five groups, while the right section
illustrates analysis clients for hardware bug detection and understanding. Arrows depict dependency relations
between these analyses. To maintain clarity, we use short arrows (“4” and “4”) to succinctly represent
the number of dependencies that an analysis client has on fundamental analyses. These arrows denote
dependencies on one or two fundamental analyses within a specific category, with the category identified by
the arrow’s color (or position in black-white printing). For example, the starred analysis missing-reset has
two short arrows “4”: one top-right and one bottom-right, signifying its dependency on one analysis from the
control category and one from the data category. We use the central bar to visualize the relative usage of each
category of fundamental analyses by color and length.

sides of the figure are indicated by special arrows, as explained in the figure caption, rather than
drawing every dependency explicitly.

To facilitate a clear understanding of our analyses, Figure 3 divides our analysis into two parts
based on their design purposes: fundamental analyses (left) and analysis clients (right). Fundamental
analyses extract general and essential hardware information to support a variety of clients. They are
further categorized into five groups according to their focus: common language features, data and
control flows, and concurrency and synchronization characteristics. Analysis clients are primarily
designed for application-specific tasks, currently spanning two domains: hardware bug detection
and hardware understanding. Analyses for bug detection are motivated by real-world bugs from
prior studies [29, 30, 78] and insights from industrial hardware practitioners. Analyses for hardware
understanding not only provide useful information to support bug detection analyses, but also
assist developers in understanding the hardware synthesized from Verilog code and identifying
potential post-synthesis issues early, without requiring the time-consuming synthesis process.

To maximize modularity and reusability, each analysis in our suite is designed with a single,
well-defined purpose and delegates other responsibilities to upstream analyses as dependencies.
This approach naturally leads to dependency relationships, as depicted in Figure 3.

In addition to providing an overview of our analysis suite, Figure 3 also serves as a conceptual
takeaway for future Verilog analyzer developers. It depicts clients reflecting real-world hardware
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analysis needs, categorizes fundamental analyses distilled from client-driven practice, and illus-
trates the dependency structure that naturally emerges from a fine-grained, single-purpose design
principle. We expect this experience can help future researchers understand what analyses are
needed by hardware developers and how such analyses can be modularly organized.

For a deeper understanding of these analyses and their dependencies, the next section (Section 3.2)
details the dependencies of the missing-reset analysis as a representative example.

3.2 Supporting Sophisticated Analysis: A Case Study

Recall from Section 2 that the missing-reset analysis statically detects registers that lack proper
reset logic, which can cause them to repeatedly hold undefined values after a circuit reset. This
analysis involves four main steps: (1) excluding non-synthesizable code from the Verilog program,
(2) constructing a hardware dependency graph, (3) enumerating cycles within this graph, and (4)
identifying registers involved in these cycles and reporting those that lack proper reset logic.

Although the four steps are succinctly described, their
implementation relies on the collaboration of nearly twenty v v
analyses in our suite, totaling 9,700 lines of code. Figure 4 (asslgnreducer [exp"rjd“w] i
illustrates all analyses supporting missing-reset, arranged guard
in topological order from fundamental analyses (top) to anal-
ysis clients (bottom). Below, we use Figure 4 to help readers iﬂ'(',’f

understand why the missing-reset analysis requires its
dependencies and how these dependencies contribute to
its overall effectiveness, thereby providing insight into the
organization of our analysis suite for supporting sophisti- | [Cresets ] [Cetocks ]
cated analyses. Due to space constraints, we do not discuss
algorithmic details here; interested readers can find them in

our open-source project. =1
Interdependencies. To clarify why the missing-reset
analysis requires its dependencies in Figure 4 while main- reset
taining simplicity and readability, we backtrack the bold Fig. 4. All analyses that support the
dependency arrows in the figure, emphasizing both the func- missing-reset analysis.
tionality of these analyses and the necessity of their interdependencies. To begin, (1) Since missing-
reset bugs are confined to registers, missing-reset directly depends on the regs analysis to infer
physical registers, and utilizes def-use and branch analyses to build a graph containing data
and control dependencies for cycle detection, as described in Section 2.2; (2) Since registers are
synchronized by clock signals, regs tightly depends on clocks to infer physical clocks; (3) Since
clocks are propagated as data across modules in Verilog, the clocks analysis directly depends
on fi-def-chain, which provides an inter-module graph representing data flow to support such
reasoning; (4) Lastly, fi-def-chain leverages the def-use analysis to obtain define-use relations
between variables, including inter-module relations, to build the inter-module graph.

fi-def-chain fi-vfg

fi-const-prop

proc-usage

Analysis and Its Downstream Effectiveness. These interdependencies underscore that the effective-
ness of each analysis can be critical for downstream analyses. For example, reduced precision in
the clocks analysis (i.e., misclassifying non-clock variables as clocks) directly affects the precision
of regs, since registers are synchronized by clock signals; insufficient precision in regs can lead to
excessive false reports in missing-reset, undermining its practical value. Likewise, insufficient
recall in clocks and regs (i.e., reduced soundness that omits some true behaviors) may cause
missing-reset to overlook genuine missing-reset problems. To address these challenges, key sup-
porting analyses are designed to achieve high effectiveness. Due to space constraints, we present
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our design considerations for two representative analyses: regs and fi-const-prop. The former
shows our approach to designing a hardware analysis, which is not found in software, to achieve
high recall and precision. The latter—a flow-insensitive constant propagation analysis—shows
that some analyses in our suite, though inspired by software concepts, require Verilog-specific
adaptations to achieve effective results on hardware.

regs infers which Verilog variables are synthesized as hardware registers. To achieve high
precision, it cannot simply report every variable declared with Verilog’s reg keyword, because
many such declarations denote intermediate variables rather than physical registers (the keyword is
misleading), yielding numerous false positives. Instead, regs classifies registers by their semantics.
Register updates are synchronized to clock edges, which are expressed in Verilog as non-blocking
assignments guarded by event controls that reference clock signals; accordingly, the core step of
regs is to locate such non-blocking assignments and report their left-hand-side (LHS) variables
as registers. Recall that Figure 1 illustrates an event control (e.g., @(posedge clock)) guarding
a non-blocking assignment (e.g., acc <= acc + in), where the LHS variable acc is the register.
To achieve high recall, the key is to soundly extract the guarding relationship between non-
blocking assignments and event controls. Simply matching the pattern shown in Figure 1 provides
unsound results because event controls and non-blocking assignments can appear in arbitrary
orders within an always block, yielding nontrivial guarding relationships. For example, the body of
an always block could be @(posedge clock); x <= 1; @(negedge clock); y <= 0;, wherey <= 0
is guarded by the later @(negedge clock), not the earlier @(posedge clock). Therefore, we compute
the guard relation via a sound data-flow analysis over the control-flow graph using the fundamental
reaching-guards analysis, on which regs depends, as shown in Figure 4.

fi-const-prop is widely used in our suite, and its precision is crucial for the effectiveness
of downstream analyses. Unlike typical software programs, achieving high precision in Verilog
requires bit-level constant reasoning, as Verilog programs frequently operate on individual bits
or bit-vectors corresponding to physical wires. Accordingly, fi-const-prop accurately models
Verilog’s four-valued logic (0/1/X/Z) and bit-vector arithmetic to enable precise bit-level constant
propagation. We discuss a bug detected thanks to this design in Section 5.1. Note that we do not
adopt the flow-sensitive variant of constant propagation commonly used in software analysis, as
we found it provides only marginal precision improvement while notably reducing analysis speed.
This is mainly because most Verilog variables are defined in a single location, reflecting the fact that
hardware signals typically have only one definition, which makes flow-sensitivity less beneficial.
This further underscores the necessity of Verilog-specific adaptation.

Discussion on Soundness. As mentioned above, unsoundness in our hardware understanding
analyses (e.g., clocks and regs) can render missing-reset unsound. Although we strive to
maintain their high recall in practice, it is important to note that such unsoundness is inherent.
This arises because these hardware understanding analyses attempt to predict the circuit structure
produced by synthesis tools, while the Verilog standard [1] specifies only circuit behaviors, not
their structure. Consequently, different synthesis tools may generate structurally distinct circuits
from the same Verilog code, with no formal standard serving as ground truth for sound prediction.
Nevertheless, in practice, synthesis tools tend to follow common mapping conventions, allowing
our analyses to effectively predict useful synthesis outcomes despite this limitation.

Excluding this source of unsoundness, the reachable closure of missing-reset’s results—the
set of registers reachable from the reported registers in the hardware dependency graph—can
soundly capture all possible missing-reset problems. Registers outside this closure cannot exhibit
missing-reset issues, as they do not participate in circular dependencies within the circuit. Based
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Fig. 5. Workflow of our Verilog static analysis framework. It supports both analysis users in executing analyses
on Verilog designs and developers in creating new analyses, enabled by the collaboration of its components.

on our insight in Section 2.2, their values are ultimately computed from constants, inputs, or reset
registers, all of which obtain defined values after the reset cycle in any legal execution.

The collaborative nature of our analyses goes beyond those mentioned above and can be more
intricate when developing hardware static analyses that are more sophisticated. We hope the
example of missing-reset can serve as a reference for developers to create their own applications
by leveraging existing analyses in our analysis suite.

4 Framework Implementation

Due to space constraints, we refer readers to an extended version of this paper [24] for a detailed
description of our analysis infrastructure, including a Verilog front end, an analysis IR, and an
analysis manager. These components, together with our analysis suite, constitute Qihe, a Verilog
static analysis framework implemented from scratch in over 100K lines of Java. This section offers
an overview of how these components interact to support the typical use cases of Qihe, highlighting
their analysis-specific features.

Qihe is designed to address two key use cases: enabling analysis users to execute available
analyses on their hardware designs, and empowering analysis developers to create diverse new
analyses using the framework. Figure 5 illustrates the underlying workflow for each use case,
supported by the four core components: the front end, IR, analysis suite, and analysis manager.

For analysis users, the workflow begins by inputting Verilog designs into the front end, which
converts them into the Verilog IR. The analysis manager then executes the requested analyses, as
configured by users, on the IR and delivers the results to users. Specifically, the manager detects
available analyses and configurations, registers them into an analysis context, and invokes an
analysis engine to apply them to the IR. Analyses are executed in topological order based on their
dependency relations to ensure correctness. Given the complexity of manually managing a suite of 40
interdependent analyses, the analysis manager greatly streamlines the execution process for users.

For analysis developers, the analysis manager provides an intuitive interface for creating new
analyses (whether fundamental or application-specific) based on existing ones. Once new analy-
ses are implemented, the manager automatically detects and registers the new analysis into the
analysis context, making it available for users to execute. Moreover, the Verilog front end and IR
work together to address specific analysis requirements, such as supporting incomplete hardware
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Table 1. Hardware bugs identified by our bug detection analyses in real-world projects. All listed bugs are
undetectable by existing static analyses for Verilog bug detection [26, 50, 88, 99]. Newly discovered bugs are
shown in bold; they were previously unknown and have been confirmed by developers. “#Reports(#Confirmed)”
indicates the total number of reports produced for each project, and among these, how many are confirmed
by developers (i.e., correspond to the listed bugs).

#]
Category ID  Description Project ( #CI::I;::I:Z Q) Freshness
B01  Register drop_frame lacks proper reset logic. .
Ve -, 41 .
B02  Register wr_ptr_cur lacks proper reset logic. erilog-AXIS [41] 200 Known from [78]
Missing Reset B03  Register correct lacks proper reset logic. PULPissimo [93] 1(1) Known from [81].
B04 Register TIMER lacks proper reset logic. .
9 .
B0O5 Register TIMEUS lacks proper reset logic. DarkRISCV [91] 3@ Newly discovered
B06  Used state dma_ctrl_reg == CTRL_ABORT is unreachable. OpenPiton [11] 1(1) Known from [30].
Unreachable B07 Used state count == 2 is unreachable.
States B08 Used state count == 8 is unreachable. 32-Verilog-Projects [83] 8(3) Newly discovered.
B09 Used state count == 32 is unreachable.
B10  o_sclk gets stuck from a deadlock. SDSPI [43] 4(1)
Deadlock Known from [78].
B11 rd_addr gets stuck from a deadlock. HDL Lib [61] 2(1)
B12  Use of values from the undriven signal clock_div. Basic Verilog [86] 6 (1)
Undriven Signals ~ B13  Use of values from the undriven signal r_cv. ZipCPU [44] 1(1) Newly discovered.
B14  Use of values from the undriven signal v. 32-Verilog-Projects [83] 10 (1)

Unloaded Signals ~ B15  Module aes_1cc has an unloaded signal rst PULPissimo [93] 16 (1) Known from [81].
Submodule Misuse B16  Misuse of submodule invert due to wrong port order. 32-Verilog-Projects [83] 10 (1) Newly discovered.
Mis-Truncation B17  Mis-truncation of rx_mmio_channel causes data loss. Sha512 [19] 1(1) .

Known from [78].
Invalid Use B18  Use of invalid value from signal axi_adrv9001_rx_channel. HDL Lib [61] 2(1)

programs and retaining additional source information, while maintaining a simple IR for ease of
analysis. We encourage developers to leverage Qihe to explore and build more useful analyses.

5 Evaluation

To examine the utility of our hardware static analyses, we first assess whether our bug detection
clients can effectively identify bugs in real-world hardware designs (Section 5.1). Behind our bug de-
tection clients lies a series of fundamental analyses that combine to build increasingly sophisticated
analyses, which ultimately enable useful analysis clients for real-world bug detection and other
potential applications. To our knowledge, no prior work has explored these fundamental analyses or
investigated their composition. Section 5.2 presents case studies showing how such a collaborative
process enables the detection of critical missing-reset and dead-lock bugs by uncovering the internal
statistics integral to this process.

5.1 Hardware Bug Detection

Detecting hardware bugs remains a formidable challenge, even in industrial settings. According
to Siemens’ comprehensive global industrial study in 2024 [42], merely 14% of IC/ASIC projects
achieved first silicon success, and only 13% of FPGA projects reported zero bug escapes into produc-
tion. Unlike software, where bugs can be patched remotely over the internet at a low cost, late-stage
hardware bugs in production can result in exponentially increasing remediation expenses [7, 10].

Static analysis offers a lightweight approach for early-stage bug detection at design time, making
it especially cost-effective for hardware. To showcase the potential of sophisticated static analysis
for hardware bug detection, we developed a set of Verilog analyses. The insights behind them came
from three sources: studying known bugs in the most recent hardware bug survey [78, 79], the
renowned annual hardware bug detection hackathon [29-31], and through direct communication
with industrial hardware practitioners [2, 3].
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To evaluate the effectiveness of these bug-detection analyses, we applied them to two categories
of Verilog projects: (1) Projects with previously studied bugs, from which we derived analysis
insights. For these projects, we applied the corresponding analyses to evaluate whether they could
rediscover the bugs that inspired them. (2) Projects without previously studied bugs. These projects
are high-star GitHub repositories selected primarily based on the convenience of compilation
(projects that cannot be compiled using open-source tools were excluded). For these projects, we
applied all bug-detection analyses, since the bug types were unknown in advance, and report
projects with confirmed newly discovered bugs. For other analyzed projects without confirmed
new bugs, we include them in our artifact [22] for future reference.

As shown in Table 1, the preliminary experimental results are very promising. Our analyses
successfully identified 18 bugs across 8 categories—such as missing resets, unreachable states,
and deadlocks—in a diverse set of real-world hardware projects, such as system-on-chips (SoCs),
communication protocols, and encryption modules. As confirmed by our attempts, none of these
bugs could be detected by existing Verilog linters [26, 50, 88, 99], the dominant static analysis tools
for hardware bug detection. Their syntax-based approach and lack of fundamental semantic analysis
prevent them from identifying bugs that require deeper hardware semantic reasoning. Notably, 9 of
the 18 bugs were newly uncovered by our analyses from popular open-source projects [44, 83, 86, 91]
(averaging over 1.5K GitHub stars). All of these new bugs have since been confirmed by the re-
spective developers. These results not only highlight the effectiveness of our analyses but also
underscore the promise of sophisticated static analysis for practical hardware bug detection.

In addition, we assess the false-positive burden in bug detection. For each project in Table 1, we
run the client to report the bug(s) listed for that project and record the total number of bug reports
(#Reports). We then count how many of these reports were confirmed by developers (#Confirmed),
i.e., match the listed bugs; the rest are false positives. As shown in Table 1, there are 85 reports
in total, of which 18 (21%) are confirmed and the remaining 67 are false positives. These results
suggest that the false positive burden is manageable in the bug-finding setting.

To illustrate how our analyses identify additional categories of real-world hardware bugs beyond
the missing-reset bugs already discussed in Section 2.2, we present two additional case studies—an
unreachable-state bug (B09) and a hardware deadlock bug (B10)—as supplementary representative
examples of sophisticated Verilog static analyses for practical hardware bug detection.

5.1.1 An Unreachable-State Bug Case Study. Finite-state machine (FSM) design is a common task for
Verilog engineers [82]. An unreachable state is one that the FSM cannot reach from any initial state.
Such states often indicate functional issues, such as unintended infeasible state transitions [92].
Figure 6a presents a real-world unreachable-state bug from a CRC-32 serial counter in an open-
source Verilog project [83], where idle, compute, and finish are constant enumeration values
for state. The diagram on the right visualizes two FSMs defined by the Verilog code on the left:
nodes represent states (corresponding to the values of state and count, respectively), edges denote
transitions, and expressions on edges indicate transition conditions. Since all transitions in the
count FSM (the lower one) share the same condition, we show it only once to avoid redundancy.
The bug arises as follows. Lines 30-34 of Figure 6a describe the interaction between the state
FSM (the upper one) and the count FSM: when state is finish, count starts incrementing, and
when count == 32, state should return to idle. However, the developer failed to notice that
count is declared as a 5-bit vector (line 11) that overflows after reaching 31 and wraps back to 0,
an easy-to-overlook case in Verilog programming. Consequently, the state where count == 32
is unreachable in the count FSM, breaking the intended interaction between the two FSMs and
causing the state FSM to exhibit an infeasible transition from state == finish to state ==
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10 reg [1:0] state = idle; count == 32 147 always @(posedge i_clk) // Process-147
11 reg [4:0] count = 0; 148 if (startup_hold && !past_sclk && o_sclk)

state == idle

state == compute

152 startup_hold <= (startup_counter > 0);

Process-147

17 case (state) d_finish 175 always @(posedge i_clk) // Process-175 startup_hold
18 idle: state == finish .

19 if (load) 182 end else if (startup_hold || byte_accepted) Process-175

20 state <= compute; state == finish

24 compute: 192 r_z_counter <= (i_speed == 0); r-z_counter

25 if (d_finish) R Process-220

26 state <= finish; 220 always @(posedge i_clk) // Process-220

30 finish:

startup_hold

31 if (count == 32) 289 if (startup_hold)

32 state <= idle;

33 else —> Feasible State Transition =~ 293 if (r_z_counter) Process-Control

34 count <= count + 1; —> Infeasible State Transition 294 o_sclk <= lo_sclk; Dependency

(a) A real-world unreachable-state bug and its  (b) A real-world hardware deadlock bug and its process
finite-state machine (FSM) diagram. dependency graph.

Fig. 6. Real-world bug case studies: B09 (a) and B10 (b) from Table 1. Line numbers correspond to those in
the original source projects.

idle (highlighted in red). This flaw is severe, as it ultimately traps the system in the finish state
and prevents it from ever resuming normal operation.

To detect such unreachable states, our analysis performs Verilog-specific bit-level T
whole-program constant propagation to determine all possible values of every /
variable with bit-level precision. As discussed in Section 3.2, this precision is B
critical in Verilog, where programs frequently manipulate individual bits, and loss of \1 X 7
of precision can cause the analysis to miss bugs that would otherwise be detected, NV
such as the one in this case study. For each variable, our constant propagation u
overapproximates its concrete bit-vector value using a specially designed abstract bit vector, where
each bit is drawn from the lattice shown on the right: U represents an undefined bit, 0/1/X/Z
represent the fixed Verilog bit values 0/1/X/Z (where X denotes an undetermined bit and Z denotes
a high-impedance bit), B (short for both) represents a bit that can be either @ or 1, and T represents
the top lattice element encompassing all possible bit values.

In this case study, we focus primarily on the @/1/B portion; for example, for a three-bit signal x,
x =B@1 implies that x can take only two possible values: 801 or 101. In Figure 6a, the transition
condition count == 32 (line 31) is interpreted by our analysis as comparing @BBBBB—with count
zero-extended to 6 bits (an implicit type conversion per the Verilog specification [1])—against
100000, representing the fixed value 32. This equality is impossible because the most significant
bit never matches (0 # 1); therefore, the state where count == 32, used in lines 31-32 of Figure 6a,
is unreachable. In contrast, directly using a conventional non-bit-level constant propagation would
treat the left-hand side as a non-constant value (denoted NAC), so evaluating NAC == 32 would yield
a “possible” (reachable) rather than “impossible” (unreachable) result, causing this unreachable-
state bug to be missed. This example underscores that directly applying software-like analyses to
hardware is often ineffective, and that Verilog-specific customizations, such as maintaining bit-level
precision, are essential. Additional designs and algorithms for Verilog-specific static analysis are
available in our open-source framework and documentation, as introduced in Section 4.

5.1.2 A Hardware Deadlock Bug Case Study. According to the Verilog language specification [1], a
running Verilog program consists of multiple concurrent processes, each typically corresponding to
a run-time instance of an always block. A hardware deadlock occurs when circular dependencies
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among concurrent Verilog processes cause the program to stall infinitely [78], manifesting physically
as signals that always fail to update as expected.

Figure 6b presents a real-world deadlock bug from the 11sdspi module of the SDSPI project [43],
which implements an SD card controller. This controller is expected to generate a driver clock signal
named o_sclk. However, o_sclk fails to update due to a deadlock caused by circular dependencies
among three processes: Process-147, Process-175, and Process-220, where Process-i denotes
the run-time Verilog process corresponding to the always block starting at line i. Specifically,
the update of o_sclk (line 294) in Process-220 relies on the update of r_z_counter (line 192)
in Process-175, which in turn relies on the update of startup_hold (line 152) in Process-147,
which again relies on the update of o_sclk (line 294) in Process-220. As a result, all three processes
remain infinitely stalled, preventing the SD card controller from generating the active driver clock
o_sclk. Without this clock, the SD card becomes completely non-functional, unable to perform
any data access operations.

To detect such hardware deadlock bugs, our analysis first constructs a process dependency graph
that captures whether the value updates in one Verilog process depend on those in another, as
exemplified in Figure 6b. In this graph, an edge from Process~-i to Process=-j (i # j) labeled with x
indicates that Process-i is dependent on Process-j through a shared signal x; that is, x is used
in a branch condition within Process-i and defined by an assignment in Process-j. To identify
circular dependencies among concurrent Verilog processes, our analysis detects all cycles in this
graph. For the example in Figure 6b, the analysis reports a circular process dependency among
Process-147, Process-175, and Process-220, pinpointing the deadlock that stalls the system.

5.1.3  Preliminary Results on Hardware Security Analysis. In addition to the hardware bug detection
focus of this section, hardware security represents another promising application domain for
sophisticated Verilog static analysis. Security concerns have become increasingly critical with
the widespread use of integrated circuits (ICs) in systems vulnerable to threats such as sensitive
information leakage [53] and malicious hardware Trojans [54]. As a preliminary exploration, we
also developed two security analyses on top of our analysis suite introduced in Section 3: taint
analysis (1800 LoC) and X-propagation [59] analysis (300 LoC). Although we cannot elaborate on
them due to space constraints, our preliminary results (fully reproducible from our artifact [22]) are
also very encouraging: the taint analysis successfully detected 15 out of 19 Verilog information-leak
vulnerabilities in the renowned Trust-Hub benchmark suite [90, 96], and the X-propagation analysis
identified a hardware Trojan known from [59]. We plan to continue exploring how static analysis
could assist in addressing hardware security challenges in future work.

5.2 Snowballing Process in Analysis Suite: A Case Study

The growth of analysis capabilities in our analysis suite resembles a snowballing process, where
existing analyses collaboratively contribute to increasingly sophisticated analyses. This process
ultimately allows us to detect bugs that were previously unattainable with existing static analy-
ses [26, 50, 88, 99] for Verilog bug detection, as summarized in Table 1. Section 3.2 has discussed an
example of this snowballing process, where key analyses interdepend and collaborate to support
the missing-reset analysis. In this section, we take a deeper look at this process by examining the
experimental results associated with missing-reset. Specifically, we apply the missing-reset
analysis and its dependencies to real-world programs, emphasizing three key aspects from the
experimental results: (1) each analysis contributes to downstream effectiveness (i.e., analysis sound-
ness and precision), (2) our analysis suite significantly reduces development costs, and (3) the
efficiency of fundamental analyses dominates overall system efficiency. Finally, to assess whether
these findings extend beyond a single client analysis, we conducted a complementary case study
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Table 2. Results of missing-reset and its representative dependencies, ordered topologically by their
dependencies, across 13 Verilog programs. Columns represent programs, rows represent analyses (except
the Meta row lists lines of code and IR of these programs), and cells show summarized statistics. The last
column aggregates statistics from previous columns, using averages for the hardware-understanding analyses
while using totals for the remaining analyses. For cfg and fi-def-chain that provide graphical program
abstraction, collecting complete ground truth is infeasible and thus omitted. For clocks, regs, and resets,
results are measured by precision and recall against the ground truth (#Truth). For missing-reset, since
no ground truth exists, we present how many reported bugs are confirmed by developers in the format
“#Reported (#Confirmed)”. If none of the reported bugs are confirmed, we omit “(#Confirmed)”

XS ziu biv FPC ha3 riv ax1 sev pi2 dav adf stl sha Summary
LoC 1821858 22290 13601 7751 7662 6832 6804 3461 3049 2753 2724 2553 2171 1903509
Meta LolR 8261716 26554 25435 41065 16053 12309 28151 5825 5747 3592 7128 9429 2281 8445285
s #Node 5020594 15308 14762 18641 8130 7035 17159 3362 3170 2013 4215 5844 1846 5122079
crg

#Edge 4355660 14646 13773 24735 8583 6635 15812 2892 3398 1799 416l 5100 1932 4459126

#Node 1549502 6369 5784 11280 4272 3024 7753 1211 1932 1024 1476 2124 1656 1597407

fi-def-chain
#Edge 3176863 12009 10387 15147 7486 4653 13575 1694 9414 1628 2106 3479 87631 3346072

#Truth 2651 29 36 13 10 14 39 13 3 9 23 16 1 -
clocks Precision 100% 100% 100% 87% 100% 100% 100% 100% 100% 100% 100% 100% 100% 99%
Recall 100% 100% 100% 100% 100% 100% 100% 100%  100% 100%  100%  100% 100% 100%

#Truth 63678 367 197 152 97 153 604 50 156 52 66 263 32 -
regs Precision 100% 99% 86% 100% 100% 100% 100% 100% 99% 100%  100%  100% 100% 99%
Recall 100% 100% 97% 100% 100% 99% 99% 100% 97% 100% 94% 100% 100% 99%

#Truth 2218 37 36 14 8 14 38 7 4 10 19 6 1 -
resets Precision 98% 97% 100% 92% 80% 100% 100% 100%  100% 50% 100%  100% 100% 94%
Recall 88% 81% 100% 79% 100% 100% 100% 86% 75% 100%  100% 83% 100% 92%

missing-reset #Reported 50 9 0 0 0 0 20 (2) 10 5 3(2) 1(1) 12 0 110 (5)

of the dead-1lock analysis under the same evaluation methodology. Due to space constraints, we
summarize the results in Section 5.1.2 and provide the detailed tables, figures, and corresponding
explanations in the supplementary material [23].

Program Set. To provide practical statistics associated with the missing-reset analysis, we
reused hardware programs that had already been compiled and analyzed for bug detection in
Section 5.1, subject to the following additional criteria. The selected programs span diverse domains,
such as CPU design, encryption, AXI protocols, and computer vision, and vary substantially in
size, range from thousands to millions of lines of Verilog. We also include programs with known
missing-reset bugs to enable characterization of the false-positive behavior of the missing-reset
analysis on buggy codebases. Programs that cannot be synthesized by Yosys [112] are excluded,
since we rely on Yosys to obtain the ground truth for computing precision and recall for the clocks,
regs, and resets analyses. The top of Table 2 lists these programs by shorthand names for brevity,
as well as their metadata, including lines of code (LoC) and lines of IR (LoIR) after compilation. All
these programs are available in our artifact [22].

Representative Analyses. To showcase how analyses in Figure 4 enhance downstream effectiveness
in the snowballing process, Table 2 presents representative analyses and their results, organized
in topological order. The absence of certain analyses from this table, such as hierarchy (for
module hierarchy resolution in Verilog) and reaching-guards (for synchronization information
extraction), does not diminish their importance. They are excluded because their results are either
unsuitable for concise presentation in the table or require substantial human effort to collect their
ground truth. Nevertheless, their effectiveness is still reflected in the results of the analyses listed
in Table 2, as these analyses depend on them.
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Result Metrics. Precision and recall are the primary metrics for evaluating the effectiveness of
static analyses, and their calculation depends on establishing ground truth: precision measures the
proportion of identified results that are true, while recall indicates the proportion of ground truth
results that are successfully identified. However, the difficulty of establishing ground truth varies
across analyses, which leads to different reported metrics in Table 2: (1) For cfg and fi-def-chain,
which provide graphical program abstractions, collecting complete ground truth is infeasible;
therefore, Table 2 reports the number of graph nodes and edges solely to illustrate the scale of
these abstractions. (2) For hardware understanding tasks (clocks, regs, and resets) that predict
synthesis tool outcomes, different tools may occasionally produce varying results; however, they
generally agree on the majority of cases, as discussed in Section 3.2. Therefore, we use the results
of Yosys [112]—the most popular open-source synthesizer—as ground truth; e.g., for regs we use
the set of registers inferred by Yosys. Note that relying on Yosys for hardware understanding tasks
is considerably slower. Specifically, for the XS program with 1.8M lines in Table 2, synthesizing to
a netlist (a logical circuit) with Yosys takes 65 minutes, whereas all of our hardware understanding
analyses complete in about 3 seconds. Even when limiting Yosys to partially synthesize XS to
produce only ground truth for the three tasks studied in this section, Yosys takes 330 seconds,
while our three corresponding analyses require only 0.5 seconds. Moreover, Yosys typically does
not provide APIs to access results commonly required by static analysis, as it is not designed for
this purpose. For example, it does not provide APIs to dump the commonly needed clock tree in a
circuit—a feature supported by our clocks analysis. This is limitation also complicates the process
of building ground truth. To obtain the true clock tree, we first modified Yosys to dump the clock tree
leaves, i.e., clock signals directly connected to registers. We then extracted the variables connected
to those leaves to approximate the clock tree and manually verified which of them were valid
clock signals. (3) For missing-reset, no ground truth exists for open-source projects; however,
we can assess its usefulness by reporting how many detected bugs are confirmed by developers.
Accordingly, Table 2 lists the number of reported bugs, along with the count of confirmed cases,
in the format “#Reported (#Confirmed)”. If no bugs are confirmed, we do not count them as true
bugs and omit “(#Confirmed)”, as our goal is to highlight how many reported bugs are actually
of concern to developers. Based on our manual inspection, we believe that the unconfirmed bug
reports are mostly false positives.

5.2.1 Analysis Results. cfg (control-flow graphs, CFGs) and fi-def-chain (flow-insensitive def-
use chains) appear first in the table, highlighting their foundational role in enabling subsequent key
analyses. For example, the clocks analysis, conducted later, utilizes edges from the fi-def-chain
to propagate clock signal information. Initially, we explored a flow-sensitive implementation
(fs-def-chain) due to concerns that false positive edges in the fi-def-chain might generate
infeasible propagation paths, thereby reducing the precision of clock inference in the clocks
analysis. However, we discovered that the flow-insensitive version provides sufficient precision and
significant speed benefits in practice, making it our preferred approach. This case also implies that
our analysis suite actually allows developers to explore alternatives to make preferred trade-offs in
practice by offering a range of fundamental analyses.

The next three analyses in the table (clocks, resets, and regs) infer the physical usages of
variables. Their losses in precision and recall can significantly compromise the effectiveness of their
dependent analyses and the practical utility in real-world scenarios, as discussed in Section 3.2.
Therefore, we dedicated careful effort for good precision and recall, and the results align with our
expectations, as shown in Table 2 and explained below.

For clocks, our semantic-reasoning approach enables excellent precision and recall across all
evaluated programs. The key insight is that hardware clocks form a tree structure whose boundaries
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with the rest of the circuit can largely be inferred from code semantics. Once these boundaries
are identified, the entire tree can be extracted, starting from any tree node. The regs analysis also
achieves high precision and recall, leveraging the effectiveness of the clocks analysis it depends on
and its reasoning about hardware semantics, as described in Section 3.2. Its recall is slightly reduced
in some programs because it misses registers updated via blocking assignments, rather than the
standard non-blocking assignments. While Yosys accommodates such cases, blocking assignments
cannot express the register’s “update value in next clock cycle” semantics [25], so this loss of recall
is not concerning. The resets analysis attains high precision and recall using a similar insight
to clocks, but does not reach perfect scores because reset signals have more complex usages in
real-world designs compared to clock signals. Although its results are sufficiently high for our
practical use, further improvements can be made by contextualizing the algorithm to the usage
characteristics of reset signals in future work.

Finally, missing-reset effectively identifies missing-reset bugs in real-world programs that
could lead to unintended hardware behavior, leveraging the effectiveness of the preceding analyses.
As shown in Table 2, bold values indicate five bugs confirmed by developers. It is worth noting that
the number of reported missing-reset bugs remains manageable. For example, even in the million-
line XS program, only 50 bug reports are generated, which is acceptable for manual inspection.

Controlling the number of false bug reports is critical in hardware bug detection, as exces-
sive reports can overwhelm developers and obscure true issues. We address this in two ways:
(1) By inspecting false positives in real-world programs, we introduce refinements tailored to
each client when necessary, reducing spurious bug reports without significantly sacrificing recall.
For example, in the missing-reset analysis, we skip excessively large cycles when enumerat-
ing cycles in the hardware dependency graph. Such cycles are typically caused by false positive
edges, which are inevitably introduced when building a sound dependency graph, and rarely
correspond to genuine bugs. (2) We employ a general strategy for bug detection analyses: Verilog
programs often use meta-programming to describe repetitive circuit patterns. After elaboration,
which expands meta-programming constructs, the same issue—especially a false positive—may be
reported multiple times. To address this, we implement reusable utility components to collapse
near-duplicate reports and emit a single representative. While this approach may merge multiple
instances of a true bug, fixing the representative root cause eliminates all related occurrences.

Note that the underlying fundamental analyses remain
general-purpose and are reused unchanged across the
clients. As a result of these efforts, the numbers of bugs
(i.e., the bugs in Table 1) reported by our detection
clients on real-world programs are all manageable, sim-
ilarly to the situation with missing-reset, making it
easier for us to validate the true bugs among them.

5.2.2  Development Effort. In the snowballing process,
we observe that developing a new client becomes sig-
nificantly easier by leveraging our analysis suite. The
left axis of Figure 7 shows all analyses contributing
to missing-reset, arranged from bottom to top in
topological order based on their dependencies. The
gray bars represent the lines of code (LoC) for im-
plementing each analysis. As shown, implementing
missing-reset based on our analyses requires signif-
icantly less development effort (540 LoC) compared to

Developement Effort (Lines of Code)
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Fig. 7. Missing-reset analysis on a large-scale
RISC-V SoC (XS from Table 2).
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implementing all these analyses from scratch (9,700 LoC). On average, each bug detection client
built on our suite requires about 270 LoC, versus 5,700 LoC from scratch. This substantial reduction
in development effort underscores that our analysis suite is capable of facilitating the development
of new analysis clients.

5.2.3  Analysis Time. Fundamental analyses, which address essential analysis needs with a focus on
hardware characteristics, also shoulder the majority of the analysis workload required to support
downstream analyses. Figure 7 shows the accumulated run-time cost of each analysis when running
missing-reset on XS, a large-scale RISC-V SoC from Table 2 with 1.8M lines of code, measured
on a machine with an Intel 19-13905H CPU and using 16 GB of memory. In this case, fundamental
analyses (from hierarchy to reaching-guards) contribute 94% of the total time (69.7 s of 74.3 s).
Similarly, across the other twelve programs from Table 2, they average 85% of the total time.

This highlights that fundamental analyses dominate our suite’s run time, so optimizing them
can yield significant overall speedups. We accelerate these analyses by leveraging Verilog-specific
properties—such as the acyclicity of combinational logic, the branchless nature of continuous assign-
ments, and the synchronicity of guard statements—alongside conventional software optimizations.
Before optimization, some analyses on XS took up to an hour using 128 GB of memory. After op-
timization, the entire analysis suite (all 40 analyses in Figure 3) on XS completes in about 5 minutes
using 40 GB. For the other twelve programs in Table 2, totaling 82K lines, the entire suite completes
in just 6 seconds. Note that running multiple analysis clients together in one process enables the
sharing of analysis results and reduces recomputation, but increases peak memory usage by about
1 GB per additional analysis on this million-line XS program. Therefore, running missing-reset
(involving 19 analyses) on XS takes about 1 minute and 16 GB, whereas executing the entire suite
(11 bug detection clients involving 40 analyses) completes in about 5 minutes using 40 GB.

5.24 A Complementary Case Study on Deadlock Analysis. We applied the same evaluation method-
ology used in the missing-reset case study to another important bug-detection client, the
dead-lock analysis introduced in Section 5.1.2. Notably, dead-lock relies primarily on fun-
damental analyses targeting hardware synchronization characteristics—such as guard-inputs
and simple-computation-model (see the bottom-left of Figure 3)—rather than the hardware-
understanding analyses central to missing-reset. Despite these differences, the results support
the same findings as the original case study. Due to space constraints, we provide the detailed
result tables, figures, and corrsponding explanations for dead-1ock to our supplementary material,
and summarize the main results below. First, across 13 programs, dead-1lock reports 52 alarms,
2 of which correspond to the confirmed bugs in Table 1; this number of alarms is comparably
manageable to missing-reset, which reports 110 alarms in total, 5 of which are confirmed bugs.
Second, the overall run time also remains practical: on XS, dead-1lock completes in 34.0 s, compared
with 74.3 s for missing-reset. Moreover, fundamental analyses still account for most of the work-
load, contributing 30.8 s out of 34.0 s (90%) for dead-1ock, which is close to the 94% observed for
missing-reset. Third, developing dead-lock on top of our suite requires about 260 LoC, whereas
implementing it together with its dependencies from scratch would require about 5,000 LoC; this
reduction is comparable to missing-reset (540 versus 9,700 LoC).

6 Related Work

In recent years, the software community has shown growing interest in applying programming-
language techniques to hardware [25, 27, 35, 55, 60, 77, 84, 85, 94, 98, 101, 107]. Encouraged by these
works, we apply static analysis to Verilog for hardware bug detection and introduce supporting
infrastructure for Verilog static analysis. This section first reviews the most relevant prior work on
applications and infrastructures for Verilog static analysis, and then discusses other relevant work.
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Applications of Verilog Static Analysis. The application of static analysis in Verilog is still nascent
compared to software, with current approaches primarily relying on syntax- or pattern-based checks
on the AST for hardware bug detection and security. For example, linters [26, 50, 88, 99] are widely
used to enforce hardware code style and catch simple bugs, while recent work [5] continues to
rely on similar pattern-based analyses to identify hardware vulnerabilities. However, such analyses
lack the sophistication necessary to detect deeper, semantic-level bugs and vulnerabilities like
those discussed in Section 5.1. At the same time, the rapid growth in hardware complexity and
diversity has introduced new challenges in reliability, security, and maintainability [47, 58, 76, 109],
which are beyond the reach of such simple static analyses and often force developers to rely on
resource-intensive testing and verification [16, 36, 49, 57, 106].

This coincides with the history of static analysis in software: researchers and engineers initially
relied on simple pattern-based checks [52, 56], testing, and verification [37, 51], until the emergence
of sophisticated static analyses enabled effective bug detection and vulnerability identification, even
for very large codebases [13, 14, 48, 97]. We believe the vast potential of sophisticated static analysis
for addressing emerging challenges in hardware is yet to be explored. Our analyses, which can
detect a broader range of hardware bugs beyond the capabilities of currently dominant linting-based
Verilog analyses [26, 50, 88, 99], serve to demonstrate this potential.

Infrastructures for Verilog Static Analysis. Effective infrastructures are essential for reducing
the development cost of sophisticated static analyses and lowering the barrier to future research.
Currently, Verilog analysis development generally depends on three kinds of options, each limiting
the sophistication of analysis: (1) Linters such as Slang [88], Verible [26], SVLint [50], and Verilator-
Lint [99] provide ASTs where analyses are confined to syntax- or pattern-based approaches. The
limitations of these analyses have been discussed in the previous paragraph. (2) Tools like Pyver-
ilog [102] and VeriPy [89] provide hardware abstractions beyond ASTs but lack the infrastructure to
address critical hardware features like synchronization, concurrency, and resetting, highly limiting
their utility for sophisticated analysis tasks. (3) While CIRCT [62], a comprehensive hardware
compiler framework primarily used for synthesis, can also be adapted for static analyses, it likewise
lacks the fundamental analyses necessary for building sophisticated analyses that require intricate
value flows and deep semantic reasoning. In addition, CIRCT does not provide infrastructure
tailored to Verilog analysis, such as an analysis-specific Verilog IR or an analysis manager. Given
these limitations, we developed a complete Verilog analysis framework from scratch (as shown in
Section 4) to support future community efforts toward sophisticated Verilog static analyses.

Traditional Verilog Verification Methods. Detecting deep issues in Verilog designs has traditionally
depended on resource-intensive approaches such as simulation-based testing [49], fuzzing [57, 106],
and formal verification techniques, typically based on SAT/SMT solving, such as IC3 [15, 16],
UCLID5 [87, 95], PrediCore [8], and SymbiYosys [4]. Among these, formal verification is most
closely related to static analysis, as both employ formal reasoning to verify hardware properties.
Formal verification provides strong guarantees for user-specified hardware properties but suffers
from state explosion, which limits its scalability to large designs. In contrast, static analysis can
efficiently scale to entire hardware designs, but often relies on overapproximations, leading to
possible false positives or negatives. To mitigate this limitation, we have focused on improving
the precision and soundness of static analyses, making them practical for real-world programs,
as discussed in Section 3.2 and evaluated in Section 5.2. Ultimately, we view static analysis as a
lightweight solution for checking hardware properties across a wide range of design scales. It
can be effectively combined with formal verification, which remains more suitable for small-scale
module verification. We plan to further enhance the effectiveness of these analyses and propose
additional analyses in future research.
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Hardware Type Systems. Type systems are effective programming-language techniques for en-
forcing correctness properties at compile time. A range of novel type systems for hardware is
introduced, providing insights into how types can enforce hardware-specific properties. These
advances have enabled notable applications, such as information-flow security [39, 67, 68, 115] and
safe module composition [27, 85]. As the underlying formalisms of type systems and static analysis
have been unified [33], future Verilog static analyses can draw inspiration from their designs.
Specifically, Verilog static analyses can approximate the information encoded by these type systems
to detect bugs they aim to prevent, although such information is absent in standard Verilog [1]
types. For example, timeline types [85] encode information about the latency and throughput
of hardware modules to eliminate structural hazards in statically scheduled hardware pipelines.
Inspired by this design, future Verilog static analyses could approximate such information to detect
structural hazards in existing codebases. Similarly, Wire-Sorts [27], a type system designed to
exclude combinational loops, can inspire Verilog static analyses for detecting combinational loops.

Synergies Between Static Analysis and LLMs. Recently, techniques based on LLMs have demon-
strated significant potential in both software and hardware domains for detecting bugs and vulner-
abilities [6, 117]. However, directly applying LLMs to programs is limited in their ability to find
deep bugs, as this requires complex program reasoning [74]. Therefore, this progress has spurred
active research in integrating static analysis with LLM prompting in software [65, 74, 117]. These
approaches typically involve providing LLMs with key information distilled from static analysis,
enabling LLMs to better understand program semantics, reducing the need for frequent and com-
putationally expensive LLM calls, and ultimately yielding more effective and efficient results. Such
strategies are also promising for hardware, highlighting new opportunities for hardware static
analysis with LLM support.

Framework Design References. Our framework design (Section 4) is inspired by well-engineered
analysis and compiler frameworks such as LLVM [63], Tai-e [103], Soot [108], and WALA [40].
In particular, our analysis manager orchestrates interdependent analyses over our Verilog IR in a
way analogous to LLVM’s pass manager, which coordinates interdependent passes over LLVM IR.
We adopt this decoupled and extensible architecture to support long-term maintainability and to
facilitate the integration of new analyses into the framework.

7 Conclusion

This work takes a preliminary step toward unlocking the full potential of sophisticated static analysis
for Verilog. We presented a suite of sophisticated Verilog analyses that successfully detected 18
bugs from real-world hardware projects—none detectable by existing analysis tools [26, 50, 88, 99]—
including 9 previously unknown bugs in popular open-source projects (averaged over 1.5K GitHub
stars), all confirmed by developers. In building these analyses, we found that a wide range of
fundamental hardware information (e.g., clocks, registers, synchronization, and control/data flows)
is essential for effective bug detection. Accordingly, we designed a well-organized suite of analyses
that extract such information from Verilog programs, establishing a common foundation for future
research in Verilog static analysis. We implemented these analyses along with the necessary
infrastructure—including a Verilog analysis IR, its front end, and an analysis manager—in Qihe, a
framework developed entirely from scratch with over 100K lines of code. Qihe not only enables
users to run our analyses on their hardware designs for detecting deep bugs, but also empowers
analysis developers to create diverse new analyses by leveraging the existing foundations. By
open-sourcing Qihe, we hope to foster collaboration between researchers and engineers from both
the software and hardware communities to advance static analysis for hardware.
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Data-Availability Statement

Qihe is open source and can be obtained from its website (https://qihe.pascal-lab.net); to facilitate
the development of various analysis clients, we provide extensive documentation at https://qihe-
docs.pascal-lab.net. Due to space constraints, this paper omits details of Qihe’s framework design
(e.g., IR design and front end); we provide these details in an extended version [24] available at https:
//arxiv.org/abs/2601.11408. We also release an artifact [22] that enables reproducing all experimental
results and includes full details of the identified bugs; it is available at https://doi.org/10.5281/zenodo.
18921919. To reproduce the results, please follow the instructions in the README . pdf included in
the artifact package. As described in Section 5.2, we provide supplementary material [23] detailing
the complementary evaluation case study, available at https://doi.org/10.5281/zenodo.19061406.
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