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1 Introduction

66 ... (Golang will) preserve basic GOPATH mode indefinitely ... GOPATH mode
remains the only way to work on dependency-free legacy packages that existing
module code may still depend on. 3%

- Russ Cox (the tech lead of Golang),
in Issue #60915 [136] in Golang (2023)

Ever since the Go programming language (Golang) was released in 2009, it has gained increasing
popularity among software developers [174]. Like other modern programming languages, Golang
improves software development efficiency by enabling projects to import and reuse functionalities
from existing Golang projects (i.e., libraries) by specifying an import path [53]. There are popular
sites that host modern Golang projects, with the most notable being GitHub [38], Bitbucket [4],
Launchpad [14], and IBM DevOps Services [67]. Among them, GitHub hosts nearly 90% of all
Golang projects [49].

Although the library-based development approach of Golang has significantly contributed to
its widespread adoption, its library-referencing mode has undergone substantial changes as the
language evolves. Before the release of Golang 1.11, the library-referencing was supported by the
GOPATH mode. This mode does not require developers to provide any configuration file, therefore
lacking the mechanism to specify dependency versions. To address this limitation, developers
turned to third-party tools such as Dep [47] and Glide [97] to manage versioned libraries under
a Vendor directory'. Recognizing the need for a native solution, Golang 1.11 introduced the Go
Modules mode in August 2018 operating alongside the existing GOPATH mode. Go Modules utilizes
a go.mod configuration file in the project root, enabling a Go module to reference multiple versions
of a library through distinct import paths. This file explicitly specifies the module’s dependencies
and their versions, defines a unique module path for identification, and must adhere to Semantic
Import Versioning (SIV) rules [50]. For example, modules with major version “/v2” or higher must
append a version suffix (e.g., “/v2”) to their paths. Ever since then, the two distinct modes GOPATH
and Go Modules have been in use together.

With the launch of Go Modules, the initial expectation from the Golang community was clear:
the legacy GOPATH mode would be phased out, and a swift, unified transition should follow. However,
this anticipated future failed to materialize. Nearly seven years later, the Golang ecosystem still
finds itself in a state of persistent, unintended coexistence of the two library-referencing modes. As
of June 2025, nearly 80% of projects still depend on at least one project that uses a different library-
referencing mode. This reality signaled the practical infeasibility of a systemic phase-out, prompting
a landmark shift in Golang’s policy towards GOPATH and a commitment to preserving basic GOPATH
mode indefinitely [136]. Consequently, the dual-mode paradigm has become an enduring feature
of the ecosystem. This persistence can be attributed to two fundamental factors. First, the cost
and complexity of migrating from GOPATH creates a significant barrier. This is exemplified by
Kubernetes’ multi-year migration efforts and the continued GOPATH reliance in tightly coupled
ecosystems like Docker [29, 63]. Second, GOPATH remains essential for building legacy libraries that

IThe Vendor attribute allows a Golang project to reference a library’s different versions and keep them in different folders
under a vendor directory.
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even fully-migrated Go Modules projects require. For instance, Kubernetes itself, after extensive
migration, still depends on GOPATH for approximately 10% of its direct dependencies.

Adopting Go Modules, however, has not provided a universal solution, as the system itself
introduces inherent complexity. Even for projects that have fully migrated, Go Modules’ complex
and slowly evolving features still create a new set of DM pitfalls. Our analysis of popular Golang
projects in 2025 reveals that a staggering 36.6% do not fully comply with notable rules associated
with Go Modules’ key features (detailed in Section 2), e.g., SIV importing, replace directive,
multi-module and GOPROXY.

Consequently, the chaotic coexistence of the two library-referencing modes, compounded by the
inherent complexities of Go Modules, has resulted in a wide spectrum of DM issues across the
Golang ecosystem. Specifically, we made the following four observations:

® Go Modules is not backward compatible with GOPATH. There are two typical scenarios. First,
a Golang project can be referenced by its downstream projects. After it migrates to Go
Modules, its introduced virtual import paths (with version suffixes) cannot be recognized by
its downstream projects still in GOPATH, leading to build failures in these projects. Second,
a downstream project that has migrated to Go Modules may fail to locate its referenced
libraries in GOPATH or may fetch unintended library versions due to different import path
interpretations between the two modes. Lacking a mechanism in GOPATH to declare a specific
version for an import path, projects in Go Modules are forced to infer one—typically the
highest version tag from the repository—potentially causing incompatibilities.

During the evolution of Go Modules, its introduction of numerous new features alongside
corresponding rules can be challenging for developers to accurately comprehend. For example,
prior to Golang 1.13, the projects using Go Modules downloaded their dependencies directly
from hosting sites like GitHub by default. With the release of Golang 1.13, GOPROXY was
introduced, enabling the go command to download and authenticate modules through the
official Golang infrastructure by default (e.g., the Go module mirror [51] and the Go checksum
database [49]). Although this feature enhanced the security of the Golang ecosystem, it also
required projects to follow the rule that released versions must remain unchanged to ensure
the consistency between the host site and the checksum database.

o DM issues can occur either when upstream and downstream projects suffer from inconsistent
library-referencing modes, or when certain rules of Go Modules are violated even if a Golang
project and its referenced upstream projects both use Go Modules. Such chaos caused by
the evolving library-referencing modes is unique to the Golang ecosystem, unlike existing
dependency conflict and dependency bloat issues in Java [11, 33, 65, 134, 148-150, 167-170],
JavaScript [125, 159], and Python [161, 166].

Resolving DM issues for a Golang project requires up-to-date knowledge of its upstream and down-
stream projects and their possible heterogeneous uses of two library-referencing modes. However,
the Golang ecosystem does not provide sufficient information to help developers assess the
impact of solutions on other projects. Addressing a DM issue locally, without considering the
ecosystem holistically, can easily introduce new unintended issues for downstream projects.

Figure 1(a) highlights the intractable nature of these DM issues through a long-standing conflict
in moby/moby [110] (the open-source core of Docker), which remains in GOPATH mode. First
documented in 2021 (e.g., issue #42939 [108]), this problem has persistently caused build failures,
with new comments from downstream Go Modules users emerging as recently as 2024. The conflict
arises because downstream Go Modules projects disregard Moby’s GOPATH-style vendor directory,
opting instead to select a different version of its direct dependency, docker/swarmkit. Since the
newly selected swarmkit is also a GOPATH project, the resolution process then proceeds to select
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Fig. 1. DM issue examples

a modern, module-aware version of its dependency, sirupsen/logrus. However, the canonical
import path of the new logrus module (github.com/sirupsen/logrus) subsequently clashes with
the hardcoded, differently-cased path (github.com/Sirupsen/logrus) referenced within swarmkit’s
source code. This path mismatch results in a build failure that is notoriously difficult to resolve, as
the fault lies not with moby itself—which operates correctly within its GOPATH paradigm—but with
the underlying architectural conflict that emerges when it is consumed by a Go Modules project.

Figure 1(b) illustrates an example DM issue from Project 1z4 [130] which migrated to Go
Modules in version v2.0.7. In accordance with the SIV rules specified by Go Modules, the project
declared module path github.com/pierrec/lz4/v2 in its go . mod file with version suffix “/v2”. Although
the project can be built successfully after the migration, it induced DM issues to its downstream
projects still in GOPATH, since the latter cannot recognize this version suffix in module paths (e.g.,
issue #530 of filebrowser [34]). To resolve the problem, 1z4 released version v2.2.4, which re-
mained in Go Modules but removed version suffix “/v2” from its module path as a workaround.
This resolved the DM issues in its downstream projects still in GOPATH, but induced build failures
into its downstream projects that had already migrated to Go Modules, since this solution violated
SIV rules (e.g., issue #39 of 1z4 [128]). Due to the lack of accurate estimation of the migration
impact on downstream projects, 1z4 chose to roll back to GOPATH in v2.2.6 and suspended its
migration until the downstream projects had completed their migrations. Such issues are common
in Golang projects, imposing unforeseeable risks during the mode migration.

Figure 1(c) presents another example from go-118n [114]. Its version v2.0.1 adopted Go Modules
to provide finer control over library referencing, following the approach of its upstream projects.
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However, such change induced at least five DM issues to its downstream projects in GOPATH (e.g.,
issue #184 [115]) due to their inability to interpret version suffix “/v2” in go-i18n’s module path.
To address the problem, go-118n v2.0.2’s repository provided an additional subdirectory go-i18n/v2
containing a copy of the implementations to support downstream projects in GOPATH. This solution
is suboptimal, as it transforms the virtual path in Go Modules into a physical one, necessitating
extra maintenance with each project release. In fact, without a holistic understanding of all project
dependencies and the interactions between their mixed library-referencing modes, developers often
find it difficult to identify an appropriate solution that indeed resolves DM issues without affecting
downstream projects.

Figure 1(d) illustrates the final example from the ants project [124], where its original v1.2.0
commit was replaced with a new one. Prior to Golang 1.13, such practices had no significant impact.
However, with the introduction of GOPROXY in Golang 1.13, all downloaded Go Modules projects
became subjects to checksum verification against entries stored in the checksum database, thereby
enforcing the immutability of released versions. In this case, the checksum database had cached the
original v1.2.0 commit, while GitHub pointed to the updated commit. This inconsistency resulted
in DM issues for downstream projects, as checksum mismatch errors occurred when ants was
downloaded from GitHub (e.g., issue #49 [123]). The problem persisted for over a year until version
1.2.1 was released, at which point the GOPROXY rule was finally recognized by ants developers.
This example highlights how DM issues can arise unintentionally due to the evolving features of
Go Modules.

To deal with such chaotic DM issues caused by the evolving library-referencing modes to the
Golang ecosystem, we studied 20,000 Golang projects on GitHub, which disclosed the severity of
DM issues caused by either the coexistence of the two modes or evolving nature of Go Modules. To
better dig into the problem, we further sampled 500 projects from the top 1,000 ones, and collected
256 DM issues from the issue trackers for a deeper study of their characteristics and solutions. Alto-
gether, we identified three DM issue patterns and summarized thirteen fixing solutions commonly
adopted by developers. Leveraging these findings, we developed an automated tool, HEro (HEalth
diagnosis tool foR the gOlang ecosystem), to detect DM issues caused by the mode migration. By
taking into account the evolving features of Go Modules, we further identified the prevalence of
DM issues arising from common rule violations in projects utilizing Go Modules. These results
motivated the development of tool HERO™, extended over HERO, that integrates the features of
Go Modules. Notably, HERO and HERO™ can also offer customized fixing suggestions to Golang
developers, making explicit the potential benefits and consequences of the fixings for the Golang
ecosystem.

To evaluate the effectiveness of HERO and HErRO?, we collected 188 real-world DM issues from
the top 1,000 Golang projects not included in our empirical study and conducted experiments using
these issues as a benchmark. Experiments demonstrated that HEro achieved a detection rate of
71.3%, while HERO* improved this rate to 97.3%. This improvement is largely attributed to HERO"’s
extended dependency model, which enables a more comprehensive analysis of Go Modules’
features. Leveraging its capability, we further applied HERO® to the remaining 19,000 projects
collected from GitHub and detected 13,408 potential DM issues. Altogether, we submitted 449
issues associated with the 1,001% to 2,000"" most popular projects, and suggested corresponding
fixing solutions. Encouragingly, 310 issues (69.0%) were quickly confirmed by the developers,
among which 297 (95.8%) have been fixed or are in the process of being fixed using our suggested
solutions. These fixes are expected to cause minimal or acceptable impacts on other projects in the
Golang ecosystem. The confirmed issues include well-known projects, such as github/hub[39] and
microsoft/presidio[103], and have also facilitated the migration of 29 projects to Go Modules.
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In summary, we make the following contributions:

o To the best of our knowledge, we conducted the first empirical study involving 20,000 Golang
projects to exhaustively investigate their migration status regarding library-referencing
modes and violations of Go Modules’ rules, revealing a persistent and likely permanent
coexistence of both library-referencing modes nearly seven years after the introduction of
Go Modules. Furthermore, we analyzed 256 real DM issues, providing valuable insights into
the evolving landscape of the dependency management in Golang projects.

e We developed the HERo tool® to diagnose DM issues for the Golang ecosystem and extended
it to HERO" to accommodate the evolving features introduced by Go Modules. Both tools
can effectively detect DM issues and provide customized fixing suggestions.

e We provided a reproduction package on HERO™ website for future research, which includes:
(1) detailed information of the 20k subjects and 256 DM issues studied in our empirical study;
(2) our benchmark dataset (188 DM issues and subjects used for evaluation).

We note that this work builds on our preliminary work [164] with these key extensions:

e We enhanced our empirical investigation to reflect the latest state of Golang’s dependency
management. Our updated analysis of migration dynamics (Section 3.2) quantifies both
the rapid adoption of Go Modules and the persistent coexistence of both Go Modules and
GOPATH. This observation can help contextualize Golang’s recent policy shift regarding
GOPATH. We also introduced a new research question (RQ2) examining compliance with Go
Modules’ evolving features (Section 3.3).

e We expanded our empirical study dataset to 256 DM issues and identified three new types of
DM issues (Types C.2-C.4) along with five corresponding fixing solutions (Solutions 9-13),
highlighting the prevalence of new DM issues arising from violations of Go Modules’ rules
(Sections 3.4 and 3.5).

e We extended the original tool HEro to develop HErRO", which further models the features and
infrastructure of Go Modules to better adapt to its evolving nature in the DM issue diagnosis
(Section 4).

e We evaluated HERO" in our expanded benchmark with 188 real DM issues and observed that
HEero" outperformed HERro significantly (25% improvement on the detection rate) (RQ5 in
Section 5). Additionally, with the assistance of HERO", we submitted 169 new DM issues to
popular Golang projects (RQ6 in Section 5).

The remainder of this article is organized as follows. Section 2 reviews Go’s dependency man-
agement evolution, detailing the advanced features of Go Modules and the concept of module-
awareness. Section 3 conducts an empirical study to explore the scale and characteristics of DM
issues. Section 4 proposes HERO and HERO" techniques to diagnose DM issues for the Golang
ecosystem. Section 5 evaluates HERo and HERO" experimentally with real-world projects. Sections 6
and 7 discuss the threats to validity and the related work. Finally, Section 8 concludes the article
and discusses the future work.

2 Background

To establish a foundation for the subsequent discussion, this section first introduces the basic
dependency management mechanisms in Go, tracing the transition from GOPATH to Go Modules
and highlighting their core operational differences. Building upon this transition, the section then
examines the advanced features and rules introduced by Go Modules, as their complexity is a
primary source of contemporary dependency management issues. To fully analyze these issues, the

Zhttp://www.hero-go.com/
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projectA
|-- main.go
projectA/ |-- utils/
|-- main.go \-- helper.go
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| _\--helpergo____ \-- go.mod
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' \--userB/ 0 go.mod file of projectA
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________________ 3:'require ( i
S~ ___- - -7 github.com/userB/projectB v1.0.0 |
how to reference projectB | 5:1) /:
(a) file structure of projectA using GOPATH (b) file structure of projectA using Go Modules

Fig. 2. Comparison between dependency management modes in Golang

section finally introduces module-awareness, a technical concept crucial for understanding how
the Golang toolchain operates and why incompatibilities may arise from the interaction between
these two modes.

2.1 Dependency Management in Golang

The evolution of dependency management in Golang reflects the language’s continuous effort to
enhance modularity, reproducibility, and interoperability within its ecosystem. Before Go 1.11,
dependency management relied on the GOPATH mode (Figure 2(a)), which lacked a native mechanism
for specifying dependency versions. To address this, developers commonly used a local vendor
directory to store dependencies. For example, projectA could include projectB as a dependency
by copying projectB’s source files (e.g., lib/lib.go) into its vendor directory (vendoruserB/projectB/).
The Go compiler automatically prioritized dependencies in vendor, allowing developers to lock a
project to specific library versions and prevent unexpected changes from upstream repositories. To
facilitate this process, third-party tools such as Dep and Glide were introduced. These tools used
configuration files (e.g., Gopkg. toml) to automate dependency fetching and management of the
vendored libraries, but they remained external to the official Go toolchain.

To address these limitations, Go 1.11 introduced Go Modules, marking a transition from vendor-
based to module-based dependency management (Figure 2(b)). In this mode, each project defines
its own module through a go .mod file located at the root of the repository. This configuration file
explicitly lists the module’s own path and, in the require section, all its dependencies and their
specific versions. For instance, projectA specifies its module path (github.com/userA/projectA)
and declares its dependency on projectB (github.com/userB/projectB v1.0.0). The accompanying
go . sum file records cryptographic checksums of downloaded modules to guarantee deterministic
and reproducible builds. This design eliminates the need for manually maintained vendor directories
and external tools by automatically resolving and versioning dependencies, providing a consistent,
toolchain-integrated approach to dependency management in Golang.

2.2 Features and Rules of Go Modules

Go Modules introduces several key features and corresponding rules to provide a more robust and
scalable dependency management system. In this paper, we focus our analysis on four of these core
features: SIV, replace, multi-module, and GOPROXY. Our rationale for selecting these features
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is empirically driven: as our investigation in Section 3.4 will demonstrate, violation of their rules is
the primary source of modern DM issues within the Golang ecosystem.

2.2.1 Rules of SIV. Go Modules introduces SIV to support dependency management of multiple
project versions. It has three related rules:

(1) Golang projects should follow a semantic versioning format (Semver)®. Figure 3(a) gives an
example, where projectA tags a release with a semantic version of v2.7.0 on GitHub.

(2) The module path declared in the go.mod file must correspond to the major version. If a
project’s major version is v0 or v1, its version suffix should not be included in its module
path. Conversely, when a project’s major version is v2 or above (denoted as v2+), a version
suffix like “/v2” must be included at the end of its module path. As shown in Figure 3(b),
projectA v2.7.0’s module path is “github.com/user/projectA/v2”. To reference it, downstream
projects must declare this path and import it in require directive attributes of the go .mod file,
as well as in import directive attributes of their . go source files. Figures 3(c) and (d) give two
examples.

(3) The module path declared in the go.mod file defines the module’s canonical name and
its prefix should correspond to the root directory of its version control repository (e.g.,
“github.com/user/projectA”).

These SIV rules within Go Modules enable different major versions of a single library to be
referenced separately through distinct paths.

For enhanced flexibility, the official Golang documentation [50] suggests two strategies for
releasing v2+ projects: the major branch strategy and the major subdirectory strategy. The former
involves updating a project’s module and import paths to include a version suffix like /v2”. This
update does not necessitate the physical creation of a new branch with the version suffix in the
version control system. The latter strategy requires creating a physical subdirectory (e.g., pro-
JjectA/v2) containing the source code and a corresponding go .mod file. Consequently, the module
path must also end with the version suffix /v2”. Therefore, module and import paths are virtual in
the major branch strategy but physical in the major subdirectory strategy. The major subdirectory
approach is sometimes employed to facilitate a transition for downstream projects that use GOPATH,
as illustrated in Figure 1(c).

Violations of these rules disrupt the contract relied upon by the Golang toolchain. The toolchain
depends on a strict correspondence between a module’s declared path and its version to locate and
fetch the correct source code. An incorrect mapping may prevent the Go toolchain from finding
the module, leading to build failures for dependent downstream projects.

2.2.2 Rule of replace directive. The go.mod file in Go Modules features a replace directive
that enables developers to override module versions or redirect dependencies without altering the
import paths in the source code. For instance, Figure 4(a) shows projectA declaring a dependency
on userB/projectB while using the replace directive to substitute it with userC/projectC. As
illustrated in Figure 4(b), the package "github.com/userB/projectB/pkg" is imported into projectA.
Normally, this import would resolve to the package within userB/projectB. However, due to the
replace directive in projectA’s go.mod file, the Golang toolchain instead resolves the import to
the corresponding package at "github.com/userC/projectC/pkg".

The primary rule for using the replace directive is that its use should be confined to the local
development environment and should not be present in published release versions. This is because
the scope of a replace directive is restricted to the specific module where it is defined and is not

3The Semver format is MAJOR.MINOR.PATCH, where MAJOR, MINOR, and PATCH denote incompatible API changes, backward
compatible API changes, and backward compatible bug fixes, respectively (https://semver.org/).
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Fig. 3. SIV rules in the Go Modules mode

inherited by downstream projects. Failing to follow this rule can cause build failures for any project
that depends on it. As illustrated in Figure 4, a downstream project that imports projectA will
ignore the replace directive and will instead fetch the original dependency, userB/projectB.
However, projectA source code contains an import for github.com/userB/projectB/pkg,
which its author intended to be resolved from the replacement module, userC/projectC. If the
required pkg directory does not exist within the original userB/projectB module, the downstream
Golang toolchain will be unable to locate the imported package, leading to a build failure. This
forces downstream maintainers to diagnose the upstream issue and manually replicate the replace
directive, creating a fragile and unscalable workaround.

1: module github.com/userA/projectA
2:

3: require (

4: github.com/userB/projectB v1.0.0

5:)

6: replace github.com/userB/projectB v1.0.0 => github.com/userC/projectC v1.0.0
(a) go.mod file of projectA with replace

1: package main 1: package main

2: 2:

3: import ( 3: import (

4: “github.com/userB/projectB/pk 4:; “github.com/userA/projectA/main”

~...(c) .go file of projectA’s downstream project

(b) .go file of projectA

projectB redirected to projectC \/ unaltered

github.com/userC/projectC/pkg github.com/userB/projectB/pkg

Fig. 4. replace directive in the Go Modules mode

2.2.3 Rule of multi-module project. The Go Modules multi-module feature allows a repository
to contain multiple modules, each defined by its own go .mod file. This design enables independent
dependency management and versioning, which is essential for maintaining a clean and scalable
architecture in large projects.

However, managing multiple modules within the same repository requires careful coordination.
A specific rule governs this structure: when a submodule is created by extracting a package from
the root module, the submodule should depend on a version of the root module released after
the split. As illustrated in Figure 5, consider a project github.com/example/root at version v1.0.0,
which includes the package github.com/example/root/api. When maintainers extract this package
into a new module github.com/example/root/api, the subsequent version of the root module (e.g.,
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github.com/example/root
?ifltjol?;z?/example/root :.. go.mod
I—— main.go ! R

I
;’\-- api “} splitting api as submodule \- api
i \-main.go . |-- go.mod
,,,,,,,,,,,,, So - ] \-- main.go

1: package api

2: import ...

(a) v1.0.0 of project root (single module version) (b) v1.1.0 of project root (multi-module version)

Fig. 5. A project’s transition from a single-module to a multi-module architecture.

v1.1.0) no longer contains the api directory. The new submodule github.com/example/root/api
must therefore declare a dependency on github.com/example/root v1.1.0.

Failing to do so can cause build errors when downstream projects depend simultaneously on
the submodule (github.com/example/root/api@v1.0.0) and on an older version of the root module
(github.com/example/root@v1.0.0) that still includes the same package. This duplication leads to
import path conflicts and consequently build failures.

2.24 Rule of GOPROXY. Go Modules introduces GOPROXY to enhance the reliability and efficiency
of dependency retrieval. GOPROXY acts as an intermediary server that caches module versions,
enabling faster downloads and reducing issues caused by unavailable or slow upstream repositories.
Since Go 1.13, GOPROXY has been enabled by default, with the Go module mirror [51] serving as the
official proxy. When the Go module mirror caches modules, checksums are computed and stored in
the official Go checksum database [49]. Each time a project downloads a module, the Go toolchain
recalculates its checksum and verifies it against the stored value in the database, thereby ensuring
security and consistency.

A key principle enforced by GOPROXY is the immutability of released versions. Once a version
is published and cached, it must remain unchanged. This rule arises from GOPROXY’s caching
mechanism, and violating it leads to build failures for downstream consumers. As illustrated in
Figure 6, consider a project that publishes version v1.0.0, which GOPROXY then fetches and caches
along with its checksum. If the developer later attempts to fix a bug by moving the v1.0.0 tag to
a new commit, GOPROXY will ignore this change and retain the original content for that version.
When a downstream project is built, the Go toolchain will fetch the checksum for v1.0.0 from the
checksum database but may download the module’s source code from the version control system
where the tag was modified. Because the content of the new commit is different from the original,
the calculated checksum of the downloaded code will not match the one stored in the database. This
results in a build failure with a checksum mismatch error, effectively preventing the unexpected
code from being used. Therefore, the correct practice is to release a new version (e.g., v1.0.1)
rather than modifying an existing one.

According to the above four key features of Go Modules and their corresponding rules, we
formally define rule violation occurring in Go Modules projects as follows:

Definition 1 (Rule violation): A rule violation occurs when a project utilizes the features of Go
Modules but fails to comply with the corresponding rules.
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caches the original version once released ! ‘e ! X ignores any subsequent changes
GOPROXY ~~. _

~
~
~

~
~

N -
@ ——> v1.0.0(0ld commit) v1.0%)(New commit)

released v1.0.0 retracted and resubmitted v1.0.0 to a new commit
Project P

Fig. 6. Mechanism of GOPROXY caching.

Module-unaware W S. Module-aware
projects Import paths projects

Version of projectA . 2 v0.*.* / v1.** version of
e ek h github.com/user/projectA ‘ projecta

Cannot recognize h github.com/user/projectA/v2 ‘VZ.*.* version of projectA

Fig. 7. Comparison of module-aware and module-unaware projects

2.3 Module-Awareness in Different Golang Versions

To ease discussion, we refer to the capability of recognizing a virtual path ended with a version
suffix like “/v2” as module-awareness. This capability is important for referencing libraries in the
Golang ecosystem.

As the migration from GOPATH to Go Modules has immense impact on many Golang projects, it
was gradually achieved by multiple Golang versions over two years. During migration, “minimal
module compatibility” was adopted since Golang 1.9.7 in the series 1.9 and Golang 1.10.3 in the
series 1.10*, which added module-awareness to projects that had not migrated to Go Modules [48].
As such, we refer to the versions in range [1.0.1, 1.9.7) U [1.10.1, 1.10.3), which manage dependen-
cies in GOPATH without module-awareness, as legacy Golang versions. We refer to those in range
[1.9.7,1.10.1) U [1.10.3, 1.11.1), which manage dependencies in GOPATH with module-awareness,
as compatible Golang versions. We refer to those of 1.11.1 or above, which allow projects to adopt
either GOPATH or Go Modules and support module-awareness, as new Golang versions. We observe
that Golang projects in GOPATH often use third-party tools (e.g., Dep [47], G1ide [97], etc.) to help
manage dependencies. Since none of the tools supports “minimal module compatibility”, their uses
actually block module-awareness, messing up library-referencing (e.g., issue #3878 of olivere [117]
about using Dep and glide, and #103 of migrate [55] about using govendor).

Table 1 summarizes module-awareness in different Golang versions. Based on this, we give two
definitions below:

Definition 2 (Module-aware project): A project is module-aware if and only if it uses a
compatible or new Golang version and does not use any DM tool.

Definition 3 (Module-unaware project): A project is module-unaware if and only if it uses a
legacy Golang version, or it uses a compatible or new Golang version with a DM tool.

Figure 7 shows how module-aware and module-unaware projects differ in parsing an import path
with or without a v2+ version suffix. For an import path like github.com/user/projectA, a module-
aware project could reference a specific version v0.x.x or v1.x.x of projectA under v2 (latest version
under v2, by default), while a module-unaware project would reference the version on projectA’s
main branch (typically the latest version). For an import path like github.com/user/projectA/v2, the
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Table 1. Module awareness in different Golang versions

Cat Versi DM Using Module
ategory ersion range mode DM tools | awareness
Legacy [1.0.1,1.9.7) Y
Golang versions || U [1.10.1, 1.10.3) GOPATH N N
Compatible [1.9.7, 1.10.1) Y N
Golang versions || U [1.10.3, 1.11.1) GOPATH N Y
Y N
Gol New > 1111 GOPATH N Y
olang versions G Todules - 7
DM stands for dependency management. “~” means “not applicable”.

former could reference a specific version v2.x.x of projectA (latest version under v3, by default),
while the latter would fail to recognize it.

According to the above background knowledge, we formally define the DM issues occurring in
Golang projects as follows:

Definition 4 (Dependency management (DM) issue): If an issue is caused by the different
interpretations between module-aware and module-unaware projects or rule violations within Go
Modules projects, we refer to it as a DM issue in Golang ecosystem.

A project that suffers from a DM issue may fetch the unintended versions of its libraries, or may
not find its referenced libraries.

3 Empirical Study

To better understand the scale and characteristics of DM issues within the Golang ecosystem, we
conducted a large-scale empirical study. Specifically, we aim to answer the following four research
questions:

e RQ1 (State of Dual Library-Referencing Modes): What is the current state of dual library-
referencing modes (Go Modules v.s. GOPATH) and what are the primary factors contributing to
it?

¢ RQ2 (Prevalence of Rule Violations in Go Modules): Do rule violations commonly occur
in projects using Go Modules?

¢ RQ3 (Issue Types and Causes): What are common types of DM issues? What are their root
causes?

e RQ4 (Fixing Solutions): What are common practices for fixing DM issues? How do they affect
the ecosystem?

To answer RQ1/2, we collected top 20,000 popular and active open-source Golang projects from
GitHub to examine their migration status and usage of Go Modules’ features. To answer RQ3/4,
we randomly selected 500 subjects (denoted as subjectSet;) from top 1,000 of our collected projects.
We then collected real DM issues from these projects plus some additional ones. To dig into these
issues, we manually analyzed their issue descriptions, developers’ discussions, code commits, and
the Golang official documentation. Note that the remaining 500 projects (denoted as subjectSet,) in
top 1,000 of our collected projects were not used in RQ3/4. They are used to evaluate our DM issue
detection techniques later in RQ5 (Sec 5.1). To better study and analyze trends in migration status
and the usage of Go Modules’ features over time, we applied the outlined procedure to collect
data from 2020 as well as the most recent data from 2025. Below we present our data collection
procedure and study results in detail.
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(b) Projects collected in 2025

Fig. 8. Statistics of collected 20,000 Golang projects in 2020 and 2025 (log scale)

3.1 Data Collection

Step 1: Collecting Golang projects. We collected the top 20,000 most popular Golang projects from
GitHub, which hosts over 90% of Golang repositories. The popularity of a project was determined
by its number of stars.

We repeated the aforementioned procedure in 2020 and 2025. The projects collected in these
two years exhibit only a 51.0% overlap, ensuring the diversity of our dataset. Figure 8 presents
the demographics of the projects collected during these two periods. They are: (1) popular (60.3%
and 91.3% having 100+ stars or forks in 2020 and 2025 separately), (2) well-maintained (on average
having 339 code commits and 136 issues in 2020 and 758 code commits and 458 issues in 2025),
and (3) large-sized (on average having 72.3 KLOC in 2020 and 107.6 KLOC in 2025). We used these
projects for RQ1/2.

Step 2: Collecting DM issues. For the 500 projects in subjectSet;, after filtering the ones that
have no issue trackers or code repositories, we considered the remaining projects as subjects. We
then added to the seed subjects Golang’s official project golang/go [52] and two most popular
dependency management tools Dep [47] and Glide [97], for better studying DM issues from the
perspective of the ecosystem. In total, we obtained 487 projects in 2020 and 498 projects in 2025 for
RQ3/4.

As these projects contain many issue reports, we filtered using keywords “go modules” and
“go.mod” (case insensitive) to locate potential DM issues for manual analysis (“go.mod” configuration
file is a notable new feature in the Go Modules mode). Keyword “go modules” returned 1,342 and
10,702 issue reports in 2020 and 2025, and “go.mod” returned 2,421 and 13,363 ones, respectively.
After merging overlapping reports, we removed noise through a two-step process. First, we excluded
issue reports that did not discuss DM issues (e.g., issue #5559 [46] of project gogs [45] only
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Fig. 9. Investigation statistics for RQ1T in 2020 Fig. 10. Investigation statistics for RQ1 in 2025

documented developers’ plan to migrate to Go Modules). Second, we excluded issue reports that
discussed nothing about root causes of DM issues.

Three co-authors cross-checked all collected issue reports and finalized a collection of 151 well-
documented DM issues in 2020 and 179 in 2025, involving 127 and 129 distinct Golang projects
respectively. These issues contain sufficient details for studying RQ3/4.

3.2 RAQ1: State of Dual Library-Referencing Modes

To answer RQ1, we investigate the state of dual library-referencing modes from two distinct
perspectives: the macro-level of the entire Golang ecosystem and the micro-level within the
dependency graph of individual projects.

3.2.1 Ecosystem-Level Perspective. At the ecosystem level, we quantify the overall adoption rates
of each dependency mode across our 20,000-project dataset to understand the broader landscape.
e For all 20,000 projects, we counted the number of projects that have migrated to Go Modules

by checking whether go . mod files exist in their latest versions’ repositories.

e For projects that have migrated to Go Modules, we checked whether their major version
numbers of latest releases are v2+. If so, we further checked their adopted strategies (i.e.,
major branch/subdirectory) in the code repositories.

e For projects still in GOPATH, we checked whether they use third-party tools to manage
dependencies by the presence of their configuration files. For example, using the Dep [47] or
Glide [97] tool requires a Gopkg.toml or glide.yaml configuration file, respectively.

Results. Figure 9 and Figure 10 show analysis results for subjects in 2020 and 2025. To see trends,
we divided all projects into six (overlapping) groups based on their popularities: top 0.5k, 1k, 5k,
10k, and 20k (1k = 1,000).

Figures 9(a) and 10(a) reveal that the proportion of projects migrating to Go Modules increases
with their popularity, indicating that this migration is considered a good practice within the
ecosystem. A comparison of the two figures shows a significant rise in the adoption of Go Modules
over the past five years, increasing from 35.9% in 2020 to 78.6% in 2025. This positive trend highlights
the growing preference for Go Modules in the Golang ecosystem, reflecting a community-wide
shift towards more robust and standardized dependency management. Nonetheless, 21.4% of the
top 20,000 projects continued to use GOPATH in 2025, including prominent projects like Moby (the
upstream project for Docker)[110], which boasts 70k stars.

Figures 9(b) and 10(b) show that by 2025, 21.5% of projects that migrated to Go Modules had
released v2+ versions, compared to just 4.5% in 2020. This indicates a positive trend, with an
increasing number of projects achieving the maturity required for major version updates (v2+).
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Fig. 11. Rate of module-awareness among dependencies

However, as depicted in Figures 9(c) and 10(c), only 8.8% in 2020 and 3.8% in 2025 of these v2+
projects were managed using the major branch strategy. This finding suggests that the majority of
v2+ projects rely on virtual module paths with version suffixes, such as “/v2”. Consequently, these
projects are likely to induce build failures in downstream projects that are not module-aware. As
the release of v2+ versions becomes more widespread, the current 78.5% of projects still on v0/v1
are likely to eventually follow suit and DM issues will easily occur.

Figure 10(d) shows that currently 19.0% of projects in GOPATH still use third-party tools to manage
dependencies. This reliance on third-party tools hinders module awareness for projects that adopt
compatible Golang versions. Figures 9(d) and 10(d) indicate a decrease in the proportion of GOPATH
projects using third-party tools (from 79.6% to 19.0%), exhibiting a positive trend of reducing
reliance on third-party tools within GOPATH. However, nearly one-quarter of these projects still
depend on such tools in 2025, indicating the still existing lack of module awareness within the
Golang ecosystem.

3.2.2  Project-Level Perspective. While our latest ecosystem-level data reveals broad adoption
trends for Go Modules, this macro view does not fully capture the complexities of dependency
management. Specifically, downstream projects may not always adopt the latest versions of their
dependencies. In such cases, while projects continue to release Go Modules versions, downstream
projects may still rely on older GOPATH versions. Additionally, some GOPATH projects remain
functional and continue to be utilized by various projects. To further understand the status of mode
coexistence more delicately, we analyze the library-referencing modes of dependencies from a
project-level perspective across our latest 2025 dataset.

We check the library-referencing modes of the top 20,000 projects for the presence of go . mod files
in the repositories of their latest versions. For Go Modules projects, we extract the dependencies
declared in go .mod and analyze their library-referencing modes in relation to the declared versions.
For GOPATH projects, we extract their dependencies and analyze the library-referencing modes
based on the latest available versions. This approach enables us to assess whether certain projects
depend on others that use different library-referencing modes, either directly or transitively.

Results. We categorize all the 20,000 projects into four categories according to their dependency
modes: (1) Go Modules projects which depend solely on Go Modules project; (2) Go Modules
projects which depend on at least one GOPATH project; (3) GOPATH projects which depend solely on
GOPATH project; (4) GOPATH projects which depend on at least one Go Modules project.

As shown in Figure 11, 78.9% of the projects exhibit conflicting library-referencing modes with
their dependencies. Specifically, 66.8% of GOPATH projects depend on at least one Go Modules
project, either directly or transitively, while 82.3% of Go Modules projects rely on at least one
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GOPATH project. Additionally, the prevalence of conflicting library-referencing modes increases
with project popularity. For example, although the kubernetes/kubernetes project [86], which
has received 116k stars and ranks third in popularity, has migrated to Go Modules, approximately
10% of its direct dependencies still use GOPATH. This demonstrates that the coexistence of the two
library-referencing modes creates a complex DM status in the Golang ecosystem.

This widespread coexistence is a significant source of DM issues in the Golang ecosystem, arising
from fundamental incompatibilities in how each mode resolves dependencies. The two systems
operate on conflicting principles. Specifically, the module-unaware GOPATH projects lack a native
versioning mechanism and cannot interpret the versioned module path suffixes (e.g., /v2) that are
central to modern library design in Go Modules. Conversely, when a Go Modules project depends
on a legacy GOPATH project, its toolchain fetches dependencies directly from source repositories,
bypassing the curated versions stored within the GOPATH project’s vendor directory, which leads to
dependency resolution inconsistencies. The concrete impacts of these mechanistic incompatibilities,
such as build failures caused by version mismatches and import path conflicts, are the core focus of
our analysis in Section 3.4, where they are investigated as Type A and Type B issues.

3.2.3 Challenges and Motivations of Migration. The previous findings reveal a complex and evolv-
ing migration landscape. On one hand, the persistence of GOPATH nearly seven years after the
introduction of Go Modules warrants an investigation into the significant barriers that hinder
a complete transition. On the other hand, the clear acceleration in Go Modules adoption over
the past five years calls for a complementary analysis of the drivers now sufficiently powerful to
overcome this inertia. This section, therefore, presents a qualitative analysis of both the barriers to
and drivers of migration, drawing on developer discussions to explain these dual trends.

Challenges of migration. We investigate how developers consider this problem from projects
still in GOPATH. We focused on the GOPATH part of top 500 out of the 20,000 projects both in 2020
and 2025, and analyzed their issue reports that discuss migration to study reasons for holding
the migration. We obtained 70 issue reports discussing unsuccessful migration, and observed five
common reasons:

e Existing versioning scheme incompatible with SIV rules in Go Modules (28/70). Some
projects have their own versioning schemes, different from SIV rules in Go Modules. To
avoid incompatibility (e.g., issue #328 of go-tools [31]), developers chose to stay with
GOPATH.

e Third-party DM tools hindering the migration plan (16/70). Some projects heavily rely
on third-party tools for dependency management. As the tools do not work with Go Modules,
developers chose to live with the tools instead of migration (e.g., issue #61 [44] of uuid).

e Causing problems to downstream projects in GOPATH (11/70). Many projects are still
in GOPATH, inconvenient to reference upstream projects in Go Modules. For continuous
support for downstream projects, developers chose to stay with GOPATH (e.g., issue #103 [55]
of migrate).

e Reliance on the legacy toolchain (7/70). Some projects are deeply integrated with complex
build systems, continuous integration pipelines, and other toolchains designed specifically
for GOPATH. Migrating to Go Modules requires prohibitive efforts, thus deterring adoption
(e.g., issue #46471 [111] of moby).

e Lack of project maintenance (8/70). Some projects are no longer under active development,
even though they remain functional and widely used. Without dedicated maintainers to
migrate them, these projects remain on GOPATH due to inertia (e.g., issue #93 [20] of go-spew).

These challenges can be classified into two distinct types based on the maintenance status of
the affected projects. The first type involves active projects facing high-effort migration barriers,
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such as technical incompatibility or ecosystem disruption. While significant, these challenges are
potentially surmountable as long as efforts are made. The second category, however, pertains to
projects that are no longer actively maintained. This creates a large backlog of legacy libraries for
which migration is largely unfeasible, as there are typically no developers available to perform
the work. The persistence of this latter group is a critical factor, as it implies that a complete,
ecosystem-wide transition to Go Modules is improbable. This insight helps explain Golang’s 2023
policy reversal to preserve GOPATH [136], effectively accepting the dual library-referencing modes
as an enduring feature of the ecosystem.

Motivations of migration: We also analyze the projects collected in both datasets, which have
indeed migrated from GOPATH to Go Modules in the past five years. We examined their issue
reports, particularly those discussing migration processes. In total, we identified 31 issue reports
that explicitly address the motivations behind these migrations. From these reports, we observed
four common motivations driving the migration to Go Modules:

e Go Modules as the new standard (12/31): With successive updates to the Go language,
Go Modules became more stable and established itself as the default mode for dependency
management. To maintain compatibility with the latest versions, many projects chose to
migrate to Go Modules (e.g., issue #169 [10] of scc).

o New features of Go Modules (8/31): Go Modules introduced useful features which signifi-
cantly improved development efficiency. To leverage these advantages, many projects chose
to migrate to Go Modules (e.g., issue #408 of [59] microservices-Demo).

e Decline of third-party dependency management tools (6/31): After the introduction
of Go Modules, many third-party dependency management tools gradually ceased to be
maintained. As GOPATH projects lost support from these tools, developers opted to migrate to
Go Modules (e.g., issue #109 of [119] faasd). This trend also explains the observed decrease
in the usage of dependency management tools within GOPATH projects in the 2025 dataset.

o Pressure from downstream projects (5/31): To align with downstream projects that had
transitioned to Go Modules, many upstream projects felt pressured to migrate as well (e.g.,
issue #9306 [90] of kyma).

The interplay between migration challenges and motivations is notable, as some factors trans-
formed from impediments to catalysts. For instance, reliance on legacy DM tools, once a challenge,
became a motivation of migration as those same tools were deprecated. Similarly, pressure from
downstream projects acted as a bidirectional force: initially a challenge to protect GOPATH con-
sumers, but reversed into a motivation as the ecosystem’s center of gravity shifted towards Go
Modules.

However, the primary drivers for migration are intrinsic to Go Modules itself. Its establishment

as the default standard and its powerful features provided compelling incentives for adoption. Yet,
these features introduce new rules and complexities, motivating our investigation in Section 3.3 on
how well projects adhere to Go Modules post-migration.
Answer to RQ1: The Golang ecosystem has taken a great step in migrating to Go Modules, with
78.6% of top 20,000 projects on GitHub migrated to Go Modules in 2025. Despite this positive
ecosystem-wide trend, a deeper look inside individual projects reveals a persistent coexistence, where
82.3% of Go Modules projects still rely on at least one GOPATH library. This coexistence is not a
transient condition but an enduring reality, sustained by unmaintained legacy GOPATH projects that
Go Modules projects still depend on.
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Table 2. Violations of Features in Go Modules Projects (2020 vs. 2025)

Violations of Features

Multi-Module Projects Total

Yo T 1 1ti- 1 PROXY
ear sV replace multi-module GOPRO Projects with Violation Projects
adopted inherited

2020 1,195(28.5%) 563 (13.4%) 75(1.8% 40 (1.0%) 46 (1.1% 183 (4.4% 1,640 (39.1% 4,195
2025 3,333 (26.8%) 1,468 (11.8%) 419 (3.4% 202 (1.6%) 187 (1.5% 1,274 (10.2% 4,553 (36.6% 12,456

3.3 RQ2: Prevalence of Rule Violations in Go Modules

As discussed in Section 3.2.1, advanced features are a significant driver for migrating to Go Modules.
However, the promise of a more robust dependency management system is undermined if its features
are widely misused. To assess the situation, we investigated the adoption of four key Go Modules
features—SIV, replace, multi-module, and GOPROXY—and the corresponding rule compliance
across the latest release versions of the collected projects. The procedure was as follows:

e We selected projects from the top 20,000 that utilize Go Modules in their latest release
versions.

e For these projects, we analyzed each project’s latest version and module path to identify
potential SIV rule violations. We also examined the go.mod files of the projects and their
dependencies to count occurrences of the replace directive. Additionally, we verified the
consistency of commit timestamps for the latest release versions from GitHub and GOPROXY.

o We classified projects with multiple go .mod files as multi-module projects and then iden-
tified submodules that were carved out from a root module by examining their history on
the official package search site and checking their go.mod files to determine if they correctly
depend on the root module.

Results. Our analysis indicates a modest decrease in overall rule violations, which contrasts with
the significant increase in the adoption of Go Modules, from 4,195 projects in 2020 to 12,456 in
2025. As shown in Table 2, the percentage of projects with at least one violation shifted from 39.1%
in 2020 to 36.6% in 2025. This slight improvement, when viewed against the substantial growth of
the ecosystem, suggests that achieving widespread adherence to best practices remains a persistent
challenge.

This persistence is observable across different features. The violation rate for SIV, for example,
affected 26.8% of projects in 2025, a slight decrease from 28.5% in 2020. In a similar vein, while
the direct adoption of the replace directive decreased, the issue of inherited directives became
more prominent. The proportion of projects inheriting the directive from upstream dependencies
increased from 1.8% to 3.4%, indicating that downstream projects are increasingly impacted by
the dependency configurations of upstream modules. This highlights a systemic challenge in the
ecosystem where module configurations can propagate and create constraints for consumers.

The use of the multi-module feature also grew considerably, with the number of such projects
increasing nearly sevenfold from 183 in 2020 to 1,274 in 2025. This reflects its growing role in
managing projects with complex structural layouts. While the rate of compliance within this specific
cohort improved, the rapid adoption of the feature meant that the absolute number of projects
with submodule violations increased fivefold, from 40 to 202. This growth in the total number of
non-compliant projects underscores the expanding challenge of correctly applying the intricate
dependency rules demanded by such complex structures.

Regarding the GOPROXY rule, violations in the latest project versions increased from 1.1% to
1.5%. It is important to note that this figure represents a single point in time for each project. The
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Table 3. DM Issues Collected in 2020 and 2025

Issue Type 2020 2025 Merged

A 41 34 49
B 40 25 47
C 70 120 160
Total 151 179 256

cumulative number of violations across a project’s entire release lifecycle is likely to be higher,
posing a larger potential threat to the immutability and trustworthiness of the Go ecosystem’s
dependency graph.

A crucial aspect of these rule violations is that they often introduce latent risks that are not

immediately visible within the violating project itself. A project with such a violation may build
successfully in isolation, producing no errors or warnings for its own maintainers. The resulting
problems, however, tend to manifest as build failures only when a downstream project attempts
to consume the project. This delayed impact means that upstream developers may be unaware
that they are causing significant issues for their users. A detailed analysis of these consequences is
presented in Section 3.4 as part of our investigation into Type C issues.
Answer to RQ2: The widespread adoption of Go Modules has not translated into a corresponding
improvement in dependency management discipline, with the overall rule violation rate only decreas-
ing from 39.1% in 2020 to 36.6% in 2025. This slight improvement, contrasted with massive project
growth, suggests the ecosystem’s persistent DM challenges stem from the complexities of applying
advanced features at scale, indicating that resolution requires a focus on community best practices in
addition to adopting the advanced dependency management mode.

3.4 RQa3: Issue Types and Root Causes

We observed three common types of DM issues in issue reports collected in 2020 and 2025. Table 3
provides a summary of these DM issues, with a total of 256 unique issues after removing overlapping
entries. Although there have been slight modifications in the names and definitions of these issues,
they remain consistent and comparable between the 2020 and 2025 datasets. In the following
sections, we introduce each type of issue and analyze their root causes, supported by relevant
examples.

Type A. DM issues can occur when projects in GOPATH depend on projects in Go Modules (49/256
=19.1%). The former are typically module-unaware. Build failures may arise when such projects
directly or transitively depend on the latter but are unable to recognize their virtual paths with
version suffixes, e.g., issue #1017 of glide [98].

Among the 49 Type A issues, 39 occurred in module-unaware projects when they upgraded
upstream dependencies that introduced virtual import paths in their newer versions. This highlights
that version upgrades of libraries in Go Modules can pose risks to module-unaware downstream
projects, and developers should assess these risks before upgrading. The remaining 10 issues
occurred when new upstream projects were introduced that transitively depend on virtual import
paths.

Type B. DM issues can occur when projects in Go Modules depend on projects in GOPATH (47/256
=18.4%). There are two cases. The first (Type B.1) is due to the different import path interpretations
between GOPATH and Go Modules, and the second (Type B.2) is due to the interference of Vendor
attribute in GOPATH.
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Type B.1 (19/47). Let project P4 in Go Modules depend on project Pg in GOPATH, and Pg further
depend on P¢ in Go Modules with import path github.com/user/PC. Suppose that Pc has released
a v2+ version with the major branch strategy. From Pp’s perspective, it interprets the import path
as P¢’s latest version (i.e., v2+ version on P¢’s main branch). However, in P4’s build environment,
the import path is interpreted as a v0/v1 version of Pc (no version suffix in the path). As a result,
P4 fails to fetch P¢’s correct version and can encounter errors when building with Pg.

Type B.1 issues are difficult to notice, and can easily cause build failures. For example, issue
#47246 of cockroach [17] reported that a client project in Go Modules depends on cockroach
v19.5.2 in GOPATH, and cockroach further depends on project apd [16] in Go Modules (with a v2+
version). Although cockroach itself correctly referenced apd v2.0.0 (latest version) by interpreting
import path github.com/cockroachdb/apd, the client project instead fetched apd v1.1.0 based on its
interpretation of this import path. As a result, the client project’s building failed due to missing an
important field (not in apd v1.1.0 but in v2.0.0).

Type B.2 (28/47). Let project P4 in Go Modules depend on project Pg in GOPATH, and Pg further
depend on project Pc, which is managed in Pg’s Vendor directory. A Vendor directory is a major
feature of GOPATH, which localizes the maintenance of remote dependencies’ specific versions. We
note that P4 references Pc by import path github.com/user/PC declared in Pg’s source files rather
than from Pg’s Vendor directory. Although the build may work for the time being, P4 can fail to
fetch Pc if Pc is deleted or moved to another repository (e.g., renaming). Even if the fetching is
successful, the version on P¢’s hosting site could be different from the one in Pg’s Vendor directory,
causing potential build failures due to the inconsistency.

Such situations often occur, since there are essentially two versions of a library at two different
sites and their consistency is not guaranteed. We witnessed a Type B.2 issue in project moby [110],
which has received 68.4k stars on GitHub and ranked the eighth in popularity. To support its large
number of downstream projects still in GOPATH, moby has not migrated to Go Modules. Its issue
#39302 [109] reported that moby referenced project logrus [146] from its Vendor directory, and
logrus had been relocated from github.com/Sirupsen/logrus to github.comysirupsen/logrus (case
sensitive) on GitHub. This incurred DM issues to many of moby’s downstream projects in Go
Modules (e.g., issues #127 of testcontainers [153] and issue #2 of shnorky [145]), as they could
not fetch logrus by the import path in moby’s source files.

Type C. DM issues can occur when projects in Go Modules depend on projects in Go Modules
but contain certain rule violations (160/256=62.5%). There are four cases of rule violations (C.1-4)
in consideration, each corresponding to the misuse of one of the following Go Modules features:
SIV, replace,multi-module, and GOPROXY. Among these, violations related to SIV and replace,
which were also identified as the most prevalent in our large-scale analysis (Section 3.3), are the
most frequent cause of Type C issues, indicating their high impact level.

Type C.1 (83/160). We identified three types of SIV rule violations that caused build failures
to downstream projects: (1) lacking version suffixes like “/v2” in module paths or import paths,
although the versions of concerned projects are v2+ (41/83) (e.g., issue #1355 [79] of iris); (2)
version tags not following the MAJOR.MINOR.PATCH format (25/83) (e.g., issue #1848 [120] of gobgp);
(3) module paths in go.mod files are inconsistent with URLs associated with concerned projects on
their hosting sites (17/83) (e.g., issue #9 [76] of jwplayer).

While downstream projects can encounter build failures, the projects violating SIV rules do not
produce warnings or errors themselves when building. Currently, there is no diagnosis technique
to detect the three SIV rule violation types, or mechanism to enforce SIV rules, as discussed in
issues #1355 of iris [79] and #32695 of golang/go [54] (by 124’s [129] users). As a result, projects
violating SIV rules can “safely” stay in the Golang ecosystem, despite the unexpected consequences
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to their downstream projects. Regarding such risk, 1z4’s developers commented its severity on
issue #32695 that “we need to fix this issue and figure out how big the crater it brings to the ecosystem.”

Type C.2 (37/160). Let project P4 in Go Modules depend on project Pg, with project Pg using
the replace directive to substitute dependency Pc; with Pc,. From project Pg’s perspective, the
dependency on P¢ is successfully replaced with Pc,. However, since the replace directive is not
inheritable, project P4 continues to depend on P¢ rather than the intended P¢;. This discrepancy
can lead to build failures or inconsistencies when Py is built with Pg.

Type C.2 issues may have significant repercussions on the Golang ecosystem. In issue #20421
[85] of test-infra, test-infra imports client-go@v11 but uses the replace directive to
substitute it with another package, creating a ripple effect. Specifically, any downstream project
that imports test-infra must also apply the same replace directive in its go.mod file. This
practice propagates the replace directive throughout the Golang ecosystem, potentially forcing
projects to adopt unnecessary or incompatible dependencies. Moreover, in Golang 1.16, this issue
becomes even more problematic, as the go install command fails when the go.mod file contains
a replace directive, adding further inconvenience and frustration for developers.

Type C.3 (25/160). Let project P4 in Go Modules depend on the single-module version (v1.0.0)
of the Go Modules project P and utilize the functionality in Pg’s api package. Subsequently,
project Pg separates the api package into a standalone submodule Py, in version v2.0.0. When
project P4 updates its go .mod file to include the new Py, submodule, it ends up with two different
modules that provide the same api package: the old single-module version of Pg and the new
Psyp. This situation leads to build failures, as the Golang compiler encounters ambiguity and cannot
determine which module should be finally selected.

Type C.3 issues are becoming increasingly prevalent as the Golang ecosystem evolves and
projects expand in size and complexity. Developers are increasingly adopting a multi-module
approach to separate distinct functional components within their projects as discussed in Sec-
tion 3.3, which can inadvertently give rise to Type C.3 issues if rules of multi-module are not
enforced. This issue is exemplified by case #2543 [58] in the google-api-go-client project,
where a downstream project intending to use only the androidpublisher/v3 package encoun-
tered ambiguous import errors related to the cloud.google.com/go/compute/metadata pack-
age. The root cause of this conflict lies in the fact that cloud.google.com/go@v0.26.0 had
not yet been refactored into multiple modules. Consequently, it included its own version of
cloud.google.com/go/compute/metadata, which conflicted with another instance of the same
package introduced via transitive dependencies.

Type C.4 (15/160). Let project Py initially release version v0.0.1. Following this release, the
developer of project P4 identifies a minor issue in the version. Instead of issuing a new version,
the developer opts to resolve the problem by removing the original v0.0.1 tag, committing the fix,
and re-tagging it as v0.0.1. However, due to the caching mechanism of GOPROXY, the mirrored copy
of project P4’s v0.0.1 version will remain unchanged, still containing the erroneous code. As a
result, projects relying on project P4 will continue to use the outdated and faulty v0.0.1 version
with GOPROXY.

Downstream projects that fetch dependencies directly from hosting sites may experience build
failures if type C.4 issues arise in their upstream projects. For instance, issue #814 [118] in the
ginkgo project illustrates this scenario, where the version tag v1.16.3 was initially associated
with an incorrect commit and later reassigned to the correct one. However, GOPROXY continued
to reference the original incorrect commit. Consequently, when a downstream project attempts
to download ginkgo@v1.16.3 directly from the source, it encounters a build failure due to a
checksum mismatch between the downloaded project and the version cached in GOPROXY.
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Answer to RQ3: DM issues commonly occur due to heterogeneous uses of GOPATH and Go Modules
as well as developers’ violations of Go Modules’ rules. Their manifestations can be summarized
into three types and there are two common root causes: (1) GOPATH and Go Modules interpret
import paths in different ways, and (2) the lack of strict enforcement of Go Modules’ rules across
the Golang ecosystem.

3.5 RQ4: Fixing Solutions

Out of the 256 DM issues, 245 issues have fixing patches or fixing plans that developers have
agreed on. We studied them and observed thirteen common fixing solutions, which demonstrate
different trade-offs. To validate that these solutions represent widespread practices rather than
project-specific patterns, we analyzed the origins of the 245 fixed issues. The results confirm high
cross-project diversity. We found that instances of the same fixing strategy being applied multiple
times within the same project are exceptionally rare, occurring in 16 cases within three of the
most frequently observed solutions. This extremely low project-level overlap indicates that the
thirteen fixing strategies we identified are not localized workarounds but represent broadly adopted,
independent practices across the Golang ecosystem. In the following, we present each of these
thirteen solutions in detail.

Solution 1: Projects in GOPATH migrate to Go Modules (30/245=12.2%). Migrating from GOPATH
to Go Modules can help fix Type A issues, since these issues are caused by projects still in GOPATH,
which are unable to recognize import paths with version suffixes. For example, in issue #454 [74],
redis [43] migrated to Go Modules, butits downstream project benthos was still in GOPATH. Then,
benthos was suggested to migrate to Go Modules to avoid build failures. This solved benthos’s
problem, but caused incompatibility to benthos’s module-unaware downstream projects. As a
result, new Type A issues (e.g., issue #232 [73]) arose.

Solution 2: Projects in Go Modules roll back to GOPATH (13/245=5.3%). Some projects rolled
back to GOPATH after migrating to Go Modules for fixing Types A and C issues. For example,
in issue #61 [44] (Type A), project uuid’s [46] migration to Go Modules broke the building of
many downstream projects in GOPATH. As a compromise, uuid rolled back to GOPATH, waiting for
downstream projects to migrate first. In issue #663 [144] (Type C), gopsutil and its downstream
projects were all in Go Modules, but gopsutil violated SIV rules (lacking a version suffix in its
module path of v2+ release), causing build failures to downstream projects. As such, gopsutil
chose to roll back to GOPATH to make downstream projects work again. This solution solves the
problem, but hinders the migration status of the ecosystem.

Solution 3: Changing the strategy of releasing v2+ projects in Go Modules from major branch to
subdirectory (5/245=2.0%). It helps resolve Type A issues, where module-unaware projects cannot
recognize virtual import paths for v2+ libraries in Go Modules. The new strategy creates physical
paths by code clone, so that libraries can be referenced by module-unaware projects. However, this is
just a workaround and needs extra maintenance in subsequent releases (e.g., issue of go-118n [115]
as discussed in Sec 1).

Solution 4: Maintaining v2+ libraries in Go Modules in downstream projects’ Vendor directories
rather than referencing them by virtual import paths (6/245=2.4%). Similar to solution 3, this solution
also helps resolve Type A issues. By making a copy of libraries in downstream projects’ repositories,
it avoids fetching the libraries by virtual import paths. For example, in issue #141 [100], radix [101]
refused to use the major subdirectory strategy for its v2+ project release in Go Modules. Its
downstream projects had to make a copy of radix’s code in their Vendor directories, which
requires extra maintenance and potentially causes Type B.2 issues in future.
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Fig. 12. Benefits and consequences of the thirteen fixing solutions

Solution 5: Using a replace directive with version information to avoid using import paths in
referencing libraries (37/245=15.1%). It addresses Type B.1 (problematic import path interpretations)
and Type C.1 (import path violating SIV rules) issues. For example, in issue #12 [3], a client project
used a directive to replace the original import path: replace github.com/andrewstuart/goq =>
astuart.co/goq v1.0.0, to reference its expected project goq’s [2] version. However, this would make
developers no longer able to use the go get command to automatically fetch upgraded libraries
and may introduce Type C.3 issue in future.

Solution 6: Updating import paths for libraries that have changed their repositories (27/245=11.0%).
It fixes Type B.2 issues, where libraries in a project’s Vendor directory may be inconsistent with
the ones referenced by their import paths. It updates import paths to help a project’s down-
stream projects in Go Modules fetch consistent library versions. For example, in issue #429 [57],
go-cloud [56] managed library etcd in its Vendor directory, etcd later changed its hosting reposi-
tory from github.com/coreos/etcd to go.etcd.io/etcd. To fix build failures for its downstream projects in
Go Modules, go-cloud updated etcd’s import path to the latest one for the consistency. This fixes
the issue and benefits all affected downstream projects without impacting others in the ecosystem.

Solution 7: Projects in Go Modules fix configuration items to strictly follow SIV rules (58/245=23.7%).
Projects that have migrated to Go Modules are suggested to follow Golang’s official SIV rules to
fix their induced Type C issues. For example, in #1149 [41], project redis [43] added a version
suffix “/v7” at the end of its module path to follow SIV rules. However, we noticed that while the
issues are fixed, the project’s downstream projects in GOPATH may be impacted (unable to recognize
the version suffixes, e.g., issue #1151 [42] reported for redis).

Solution 8: Using a hash commit ID for a specific version to replace a problematic version number
in library referencing (11/245=4.5%). It fixes Type C issues, where some projects in Go Modules
violate SIV rules in version numbers and cause build failures to downstream projects that are also in
Go Modules. It avoids referencing problematic version numbers, by a require directive with a specific
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hash commit ID. For example, in issue #6048 [137], one of prometheus’s downstream projects in Go
Modules chose to use directive require github.com/prometheus/prometheus 43acdOe to reference
its expected version v2.12.0. Similar to Solution 5, this solution would also make developers unable
to automatically fetch upgraded libraries using command go get.

Solution 9: Project removes the use of the replace directive in release versions (21/245=8.6%). To
address Type C.2 issues, it is advisable for developers to eliminate the use of the replace directive
when releasing stable versions intended for downstream use. For example, in issue #10032 [105],
minio removed the replace directive and directly modified the version declared in go .mod. This
solution benefits all downstream projects in Go Modules, as no replace directive needs to be
inherited.

Solution 10: Submodules declare root module as dependency (9/245=3.7%). To address Type C.3
issues, developers should declare a specific dependency on the root module in newly added sub-
modules and the version of the root module should be after the version when the submodules were
split. Thus whenever downstream projects depend on the submodule, Golang will select the newer
version of root module which is after submodules are split (e.g, issue #481 [5] of go—autorest).

Solution 11: Downstream projects which use Go Modules adjust the version of dependency
(13/245=5.3%). This solution addresses Type C.3 and Type C.4 issues by upgrading or downgrading
the dependency to a version free of DM issues. For example, when a downstream project depends on
a version of the root module that predates its split into multiple modules, the issue can be resolved
by updating the dependency version in the downstream project’s go.mod file. By adjusting the
version constraint to a newer release where the multi-module structure has been implemented,
the downstream project can avoid issues related to ambiguous references caused by the upstream
projects’ DM issues (e.g., issue #278 [102] of micro). However, DM issues may recur if the Golang
toolchain ultimately selects problematic versions.

Solution 12: Upstream project releases a new version tag (11/245=4.5%). This solution addresses
Type C.4 issues. Due to the caching mechanism of GOPROXY, when a developer releases a version
containing an error, it is advisable to release a new patch version to correct the issue rather than
deleting the original tag and republishing. This approach helps prevent versioning inconsistencies
in downstream projects and avoids complications arising from cached versions in GOPROXY (e.g.,
issue #1014 of dns).

Solution 13: The downstream projects use GOPROXY to fetch dependencies (4/245=1.6%). This
solution effectively addresses Type C.4 issues. These issues stem from checksum discrepancies
when dependencies are fetched directly from source repositories rather than through GOPROXY. By
using GOPROXY to fetch dependencies, downstream projects ensure that both the checksum and the
dependency are consistently accessed from the same source, thereby eliminating these discrepancies
(e.g., issue #1169 [87] in kubebuilder). However, this is only a temporary workaround, as DM
issues may recur if GOPROXY needs to be disabled in the future.

As summarized in Figure 12, these solutions fix their targeted DM issues, but at the same time
they may bring additional benefits (ab1-ab3) or undesired consequences (uc1-uc4). When there are
multiple fixing solutions for a specific DM issue, developers are suggested to carefully consider the
relevant dependencies and minimize the impact on other projects in the ecosystem, by weighing
consequences against benefits.

Answer to RQ4: We observed thirteen common fixing solutions for DM issues, covering 95.7% of the
studied issues. Most solutions could affect other projects in the ecosystem. When fixing a DM issue,
developers should find a tradeoff between the benefits and the possible consequences.
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4 HEero": DM Issue Diagnosis

Our empirical study reveals a high prevalence of DM issues within the Golang ecosystem, primarily
due to the mixed usage of library-referencing modes and the evolving features of Go Modules.
This led to the development of a tool named HEro, designed to automatically detect DM issues and
provide tailored solutions. Additionally, we extended HERo into HERO" to integrate new features
and changes to existing functionalities in Go Modules.

HERrO" operates in two primary steps. First, it extracts dependencies among Golang projects
and their library-referencing modes. Second, it detects DM issues within these projects based
on the issue types and root causes identified in RQ3. Furthermore, it provides customized fixing
suggestions based on the findings from RQ4. The following sections explain how HEro" models
project dependencies and detects DM issues.

4.1 Constructing Dependency Model

First, we construct a dependency model for the Golang project under analysis. To capture the
evolving features of Go Modules, the HERO™ model includes the following key components:

e ur = (v, st, pt) stores information of a version, where v represents the exact version number.
Fields st and pt denote the checksum of v on its hosting site and GOPROXY, respectively.

The ur component captures the interaction between the current project and repositories com-
monly used for fetching dependencies, namely hosting sites and GOPROXY. This component enables
HEero™ to identify whether a version has been modified since its initial release, thereby providing
insights into potential inconsistencies across different repositories.

e mo = (mp, S, rp, sub) records information about a module, where mp represents the module
path (for the module to be referenced by downstream projects), and rp is a collection of
replace directives for the module. Field S specifies whether the module is released using the
major branch strategy (yes or no), indicating whether mp is a virtual path. Field sub is an
enumeration-type variable that represents the module’s role within a multi-module project
and is set to 0 if the module is the root module. For submodules, sub is assigned a value of 1
or 2, depending on whether the submodule correctly depends on the root module.

The mo component ensures accurate tracking of submodules within multi-module projects.
Without mo, submodules may be overlooked in the analysis. Additionally, the rp field captures
the replace directive, which records instances where dependencies are redirected to alternative
sources or versions. Neglecting rp would result in tracking pre-replacement dependencies, causing
inconsistencies with the Golang toolchain’s behavior.

e pj = (mp,t,od, ip) component records information about a GOPATH project, where mp
denotes the module path. Field ¢ indicates whether pj relies on any DM tools (either yes or
no), and od is a collection of import paths (a set of URLSs) that reference upstream libraries
maintained in pj’s Vendor directory but cannot be found at the specified URLs (e.g., due to
removal or renaming). Field ip represents the import paths for libraries within the project’s
source files.

The pj component is crucial for modeling of GOPATH project dependencies. Since such projects
lack a go.mod file to explicitly declare their dependencies, the ip field provides the necessary data
to reconstruct the dependency graph by analyzing all imported packages.

Based on the three components, we formally define the dependency model below.

Definition 5 (Dependency model): The dependency model D (P,) for version v of a project P
is a 3-tuple (Pr, Ds, Us).
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Fig. 13. Dependency model of HEro and HEroO*

o Pr = (vr,md, mos, pj) records the information of the current project, where vr records

the information of P,’s version v and md is P,’s library-referencing mode (GOPATH or Go

Modules). Field mos contains all the modules’ information mo if Pr uses Go Modules, and is

empty otherwise. Conversely, if Pr is in GOPATH, pj holds the project’s relevant information.

Ds ={dp;,dp,, - - ,dpn} represents a collection of P,’s downstream projects dp;, where

each dp; = (v;, md;, mo;, pj;). Field v; denotes the latest version of dp;. Fields md; and pj;

record information about downstream projects in Go Modules and GOPATH, respectively.

o Us = {upy,ups, -+ ,up,} represents a collection of P,’s upstream projects up;, where
each up; = (vry, md;, moy, pji, I;). Field md; denotes the library-referencing mode of up;,
and fields mo; and pj; contain information specific to projects in Go Modules and GOPATH,
respectively. If P, uses Go Modules, field vr; represents the specific version of up; as declared
in P,’s configuration file. Otherwise, if P, uses GOPATH, vr; refers to the latest version of up;.
Additionally, if both up; and P, use Go Modules, field I; indicates whether up; is transitively
included in P, by any project in GOPATH (yes or no).

Below, we explain how to obtain the field values of HERO*’s dependency model.

Step 1: Collecting Pr information. Leveraging GitHub’s REST API “repository_url” [40], HERO"
queries the repository name of P, to determine its library-referencing mode md by checking for the
presence of a go.mod file in the repository. The remaining information is collected in two ways,
depending on the library-referencing mode of the project.

e P, in Go Modules: HERO" builds or by fetching the version v’s commit checksum from
GitHub (st) using REST API endpoints for git tags [40], as well as from the GOPROXY endpoint
(pt) [51]. Next, mos is obtained by traversing the project to identify all submodules containing
their own go .mod files and collecting their module information mo. The mp and rp fields of
mo are obtained by parsing the go.mod file to identify the module path and any replace
directives, respectively. The sub field is determined based on the location of the go.mod file
and whether the root module’s module path is correctly specified within it. HERO™ identifies
the release strategy S by checking for the presence of subdirectories such as up;/v2.

e P, in GOPATH: HERO" uses the version v of P, for vr and leaves st and pt empty. The project
information is recorded in fields of pj. The mp field of pj is obtained from the query results,
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and the t field is determined by the presence of any configuration files for DM tools. The
ip field is determined by parsing the source files of P, to collect import paths for libraries
maintained in the Vendor directory, and vd is further obtained by querying the “repository_url”
API with ip to verify whether the corresponding libraries have been deleted or relocated (e.g.,
by returning HTTP 404: Not Found errors [40]).

Step 2: Collecting Ds information. Leveraging GitHub’s REST API “code_search_url” [40],
HEero" queries with P,’s repository name to check which projects depend on it. This information
is from the require directives of a project’s go.mod file, import directives of its source files, or a
DM tool’s configuration file. Each found project corresponds to an item dp; in the collection Ds.
Note that HERO™ collects the latest version v; for dp;, and decides its library-referencing mode
md; (by checking whether P,’s repository name is declared in its go .mod file). Fields mo; and p j;
can be obtained in a similar way as described in Step 1 via fetching source files. These collected
downstream projects depend on P, and can also reference its earlier versions.

Step 3: Collecting Us information. Project P,’s upstream projects information is collected in
two ways, depending on the library referencing mode of the project:

e P, in Go Modules: HERO" collects P,’s upstream projects up; by parsing the go.mod file,
which configures a project’s direct and transitive dependencies with import paths mp and
specific version numbers v;. Based on mp and v;, HERO* checks whether the corresponding
directory of the relevant project contains a go .mod file to determine field md; of up;. Field
I is determined by checking whether md; is included in the import paths of any upstream
projects that use GOPATH. Fields ur;, mo;, and pj; are obtained similarly to Step 1.

e P, in GOPATH: HERO" collects P,’s direct dependencies up; with import paths mp from its
source files. With the import paths, HERO" leverages GitHub’s “repository_url” API to look
into these dependencies’ repositories to collect their latest versions, from which it decides
the corresponding version numbers v; and library-referencing modes md;. Then HErO"
recursively collects the information of P,’s transitive dependencies declared in go.mod or
sources files in concerned repositories, and identifies version numbers, import paths, library-
referencing modes in a similar way.

Hero* versus Hero. The dependency model D(P,), populated by the three steps above, rep-
resents the core of HERO"’s analytic capabilities. Its key advancements over our previous work,
HERo, are a direct result of incorporating the vr, mo, and pj components. As visualized in Figure 13,
while HERO focuses on upstream and downstream projects, the dependency model of HErRO™ delves
deeper into these projects and also offers a broader perspective that extends beyond them. First,
HEroO™" integrates additional Go Modules’ features, such as multi-module support, enabling
comprehensive analysis across all modules in multi-module projects and offering deeper insights
into dependencies within complex project structures. Second, HERO™ extends its analysis beyond
specific release versions by interacting with Golang infrastructure components, such as the Go
Checksum Database. Differing from HEro, which centers on a release version’s source code, HErRO*
is now able to monitor the lifecycle of the version, from its inception to subsequent updates. This
offers a holistic perspective on a project’s evolution within the Golang ecosystem.

4.2 Diagnosing DM Issues

The dependency model built by HErRO™ contains sufficient information for detecting DM issues and
suggesting solutions.

Detecting DM issues. Our study disclosed that most DM issues caused build errors, already
observable. Therefore, HErRO* focuses on identifying latent DM issues that have not yet manifested
but would cause build failures under common scenarios. For instance, in the docker/compose
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Fig. 14. Three types of DM issues HERO" detects

project (PR #11268 [30]), a routine, automated dependency upgrade raised by an automated bot
triggered a latent Type B.2 DM issue, finally resulting in a build failure. This proactive detection
strategy of HERO" aims to shift the maintenance process from a reactive stance, where failures are
fixed after they occur, to a proactive one focused on prevention. This shift enables developers to
address potential problems before they impact the broader ecosystem. Due to page limit, we explain
scenarios for which HERO™ reports issues in this paper with algorithm details on our website.

Type A. Figure 14(a) shows a scenario, where a module-unaware project P, references a specific
version of its upstream project up, in Go Modules. This version is older than up,’s latest version,
which newly introduces another upstream project upp, in Go Modules with a v2+ version released
using the major branch strategy. No build failures occur in P, when referencing the older version
of up,. However, if P, updates to reference the latest version of up,, it will fail to recognize up;’s
virtual import path. When seeing such a possibility, HERO™ reports a warning of Type A issue for
P,.

Type B.1. Figure 14(b) shows a scenario, where project P, in Go Modules transitively references
a v2+ upstream project upy, in Go Modules (released by the major branch strategy) through another
module-unaware project up, in GOPATH. Since GOPATH and Go Modules interpret import paths
differently, up, would use up;’s latest version (e.g., v2.0.0), while P, would use up;’s old v0/v1
version, causing inconsistencies. Thus, HERO" reports a warning of Type B.1 issue for P,,.

Type B.2. Figure 14(c) shows a scenario, where project P, in GOPATH references an upstream
project up, maintained only in its Vendor directory (i.e., up, has already been deleted or relocated).
No build failures occur when P, has no downstream projects in Go Modules. However, if P, has
such downstream projects, the latter would fetch up, via its import path (i.e., hosting repository)
rather than from P,’s Vendor directory, causing build failures due to failing to fetch up,. Thus,
HERO" reports a warning of Type B.2 issue for P,,.

Type C.1. Figure 14(d) shows a scenario, where project P, in Go Modules violates SIV rules (as
discussed in Sec 3.4). The violation may not introduce build failures when P, has no downstream
projects in Go Modules. However, build failures would occur if such projects exist in future. Thus,
HEeRro" reports a warning of Type C issue for P,.
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Fixing Type A DM issues Fixing Type C.1 DM issues
513 Let Py migrate to Go Modules $2 > Let Pv roll back to GOPATH
ab1: Promoting the migration to Go Modules; ab2: Supporting Pv's downstream module-unaware projects:
ucl: Breaking ibility with PVs dul projects:

dp1, dp2,..., dpn € Ds (in GOPATH and using DM tools);

uc2: Hindering the migration to the ecosystem;

dp3, dp2,..., dpn € Ds (in GOPATH and using DM tools);

52> Let Pv/s v2+ upstream project upi (in Go Modules and released by mbs) roll back to GOPATH
ab2: Supporting upi’s downstream module-unaware projects;
uc2: Hindering the migration to the ecosystem;

S5 > Let Pv’s downstream projects dpi (in Go Modules) use a replace directive with version number
v to avoid using Pv’s problematic import path
uc3: Increasing maintenance efforts;

$3 > Let Pv’s v2+ upstream project upi in Go Modules change its releasing strategy from mbs to mss

ab2: Supporting upi’s downstream module-unaware projects;
uc3: Increasing maintenance efforts;

S7 > Let P fix its configuration items to strictly follow SIV rules
ab3: Supporting Pv's downstream module-aware projects: dp1, dp2,..., dpn €Ds (in Go Moules);
ucl: Breaking ibility with PVs dul projects:
dp1, dp2,..., dpn € Ds (in GOPATH and using DM tools);

54 - Let Pv maintain v2+ upstream project upi (in Go Modules, released by mbs) in Vendor directory
uc3: Increasing maintenance efforts;
uc4: Introducing potential DM issues in future; S8 > Let Pv’s downstream projects dpi (in Go Modules) use a hash commit ID corresponding to
Fixing Type B.1 DM lssues version Pv to replace its problematic version number
55> Let Py reference upstream project upi using a replace directive with upf's latest version number uc3: Increasing maintenance efforts.
to avoid using its problematic import path

uc3: Increasing maintenance efforts; ; _ Fixing Type C.2 DM issues
Note: upi is a v2+ project in Go Modules (release by mbs), and transitively referenced by Py through another module- S5 > Let Pvadd upi’s replace directive usage to its go.mod
unaware upstream project wue3: Increasing maintenance efforts;

ucd: Introducing potential DM issues in future;

Fixing Type B.2 DM issues
56 Let Pv update import path for its upstream project upi that has changed its hosting site namess 9> Let Pv's upstream project upi (in Go Modules) eliminate the usage of replace directive

ab3: Supporting Pv's downstream module-aware projects: dp1, dp2,..., dpn €Ds (in Go Moules); ab3: Supporting all P's downstream projects: dp1, dpz,..., dpn €Ds ;

Fixing Type C.4 DM issues Fixing Type C.3 DM issues
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ab3: Supporting Pv's downstream module-aware projects: dp1, dp2,..., dpn €Ds (in Go Moules);
513> Let Py clean mod cache and avoid using GOPROXY
uc4: Introducing potential DM issues in future;

o e ) ) Pvis the project under analysis; mbs is short for the major branch strategy;  mss s short for the major subdirectory strategy;
“51-13” denote fixing solutions 1-13; ~ ab1-3 and ucl-4 correspond to the additional benefits and undesired consequences of fixing solutions described in Figure 10.

511 > Let Py adjust the version of upi

$11 - Let Pv adjust the version of upi’s root module
ucd: Introducing potential DM issues in future;

Fig. 15. Templates of customized fixing suggestions for three types of DM issues

Type C.2. Figure 14(e) presents a case where the project up, in Go Modules violates the rules of
replace directive. Specifically, up, declares a dependency on up, through a replace directive.
However, due to the non-inheritance of replace directives, P, erroneously depends on upy. While
this violation may not immediately trigger build failures when P, interacts with the dependency,
such errors are likely to manifest as up, undergoes updates. Consequently, HERO" identifies and
classifies this as a Type C.2 issue for P,,.

Type C.3. Figure 14(f) illustrates a scenario where project up, was initially a single-module
project in version v1.0.0, with up,/sub as a package within up,. In version v2.0.0, up, splits up,/sub
into a standalone submodule. As a result, P,, using Go Modules, simultaneously depends on up, at
version v1.0.0 and on the split submodule up,/api at version v2.0.0. As a result, up,/sub is included
both as part of up, in v1.0.0 and as a separate submodule in v2.0.0. This duplication introduces
potential build failure because of ambiguous import. Therefore, HEroO" flags this situation as a Type
C.3 issue for P,.

Type C.4. Figure 14(g) depicts a scenario where project P, re-releases a tag, resulting in incon-
sistencies between version v1.0.0 of P, on GitHub and GOPROXY. If downstream projects fetch
dependencies directly from GitHub, this inconsistency may lead to build failures in those down-
stream projects. Consequently, HERO™ raises a Type C.4 issue warning for P,

Customized fixing suggestions. Our empirical study has identified applicable fixing solutions
for each issue type (Figure 12). We summarize the impacts of these solutions as templates in
Figure 15. For each detected DM issue, HERO" suggests the applicable solutions to developers by
customizing the template with potential impact analysis based on the associated dependency model.

5 Evaluation

We study two research questions in our evaluation:

e RQ5 (Effectiveness): How effective is HErRO and HERO" in detecting DM issues for Golang
projects?
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Table 4. HErRO and HERO*’s effectiveness on DM issue detection

Results Hero Hero*
M Ground Truth | Detected | Missed | Detection Rate | Ground Truth | Detected | Missed | Detection Rate
Type A 41 39 2 95.1% 41 41 0 100.0%
Type B.1 15 15 0 100.0% 15 15 0 100.0%
Type B.2 29 29 0 100.0% 29 29 0 100.0%
Type C.1 54 51 3 94.4% 54 51 3 94.4%
Type C.2 18 0 18 0.0% 18 18 0 100.0%
Type C.3 7 0 7 0.0% 7 7 0 100.0%
Type C.4 24 0 24 0.0% 24 22 2 91.7%
Summary 188 134 54 71.3% 188 183 5 97.3%

e RQ6 (Usefulness): Can HEro and HERO" detect new DM issues for real-world Golang projects
and assist the developers in fixing the detected issues?

For RQ5, we conducted experiments using the DM issues associated with projects in sub jectSet,.
These issues were collected following the procedure described in Section 3.1. After removing
overlaps between the 132 DM issues from the 2020 collection and the 90 from the 2025 collection,
the final benchmark contains 188 unique DM issues and their corresponding project versions. Note
that none of these issues overlap with those used in our empirical study. This dataset was used to
evaluate whether HEro and HErO™ could detect these issues in buggy versions or predict them in
earlier versions. To the best of our knowledge, no existing tool targets the specific DM issue types
addressed in this work. Consequently, our evaluation compares HEro* with its predecessor, HERrO,
which serves as the only available baseline. It is also worth noting that issue-fixing versions are
not necessarily issue-free, since new DM issues may be introduced after the original ones are fixed,
as discussed earlier.

For RQ6, we applied HErRo and HERO™ to the rest 19,000 of the top 20,000 Golang projects (i.e.,
excluding those used for RQs 3-5). We reported the detected issues together with root cause
analyses and fixing suggestions to respective developers. In our issue reports, we also highlighted
the preferred solutions based on their impact on other projects.

5.1 RQ5: Effectiveness

Experimental setup. The benchmark dataset contains 188 DM issues, including 41 Type A (21.8%),
15 Type B.1(8.0%), 29 Type B.2 (15.4%), 54 Type C.1(28.7%), 18 Type C.2 (9.6%), 7 Type C.3 (3.7%), 24
Type C.4 (12.8%) issues. We collected their corresponding project versions to evaluate HEro and
HEeRro™’s capability of detecting or predicting DM issues:

e Type A: These issues occurred when module-unaware projects in GOPATH referenced v2+
dependencies in Go Modules by virtual import paths. Since issue occurrences would already
cause build failures, we ran HEro and HERO" on the previous project versions where such
issues had not occurred.

e Type B.1: These issues occurred when projects in Go Modules referenced dependencies in
GOPATH, with different import path interpretations to v2+ projects released by the major
branch strategy. The inconsistency may not lead to immediate build failures or functional
failures, but is indeed risky. Thus, we ran HEro and HErO" on the current project versions to
check whether it can detect potential issues.

e Types B.2, C.1, C.2, C.3 and C.4: Type B.2 issues occurred when the dependencies maintained
in the current projects’ Vendor directories were deleted or relocated remotely. The others
occurred when the current projects in Go Modules violated rules of Go Modules’ features.
In both cases, the current projects would not have symptoms like build failures, but their
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downstream projects in Go Modules would when referencing them in future. Thus, we ran
HEero and HERO" on current project versions to check whether it can detect potential issues.

Results. Table 4 presents our experimental results. HErRo and HErRO™ identified 134 and 183 DM
issues (all true positives), respectively, covering 71.3% and 97.3% of the 188 issues in the ground
truth. As shown, HERO" consistently outperformed or matched HEro across all categories of DM
issues. Notably, HERO" successfully detected all instances of DM issues in Types C.2—C.3. This
improvement is attributed to the advanced dependency model used by HEro*, which incorporates
additional information essential for detecting a broader range of DM issues. The only undetected
issues by HErRO" belong to Type C.1 and Type C.4, as the problematic versions in the affected
projects were either resubmitted or deleted. By default, both HERo and HERO" analyze only the
latest available versions of releases for Type C issues.

5.2 RQ6: Usefulness

For the 19,000 Golang projects in consideration, HErRo and HERO™ reported 2,433 and 13,408 new
issues after analyzing them altogether. Although the key information of root causes and fixing
suggestions can be automatically generated, reporting these issues to developers involves substantial
manual work, such as communicating with developers, helping them submit PRs, etc. As such, we
choose to report issues for the top 1001-2000 popular projects (top 1-1000 already used for RQs
3-5) in the projects’ issue trackers. Until July 2025, we reported a total of 449 issues, summarized in
Table 5. Encouragingly, 310 issues (69.0%) were promptly confirmed by developers, among which
297 issues (95.8%) were subsequently fixed or are currently being addressed. For all but two fixed
issues, developers implemented our suggested fixes. The remaining issues are still pending, likely
due to project inactivity or other project-specific considerations from the developers.

Feedback on issue detection. While confirmation rates vary across different types of DM issues
(52.9%-80.5%), most confirmed issues received positive feedback from developers. We give some
examples below. In issue #2922 (Type A) of kiali [81], the developer confirmed the issue and
mentioned “I have found the same issue as you describe via the commit c453e89 [80]. I just stuck in
an older version of this library”. In issue #256 (Type B.1) of flamingo-commerce [66], developers
were previously unaware of the risk and commented “I guess the inconsistency of library version
was imported by accident. We will create a PR to remove the occurrence”. In issue #114 (Type B.2) of
tomato [156], a developer commented “Nice catch! I think it is nice to clean up our vendor directory,
since library bitly/go-nsq repository is not existed anymore”. We also reported issue #16381 (Type
C.1) [132] to project tidb [133] that violated SIV rules and this specific issue could even affect 341
downstream projects!

Our reports also facilitate a better understanding of Go Modules features and their corresponding
rules. For instance, in issue #4593 (Type C.1 of steampipe [158]), developers initially overlooked
the SIV rule requiring a /v2 suffix for major version updates since its their first v2 release just in
June 2025. After our report highlighted the omission ,they understood the rule and immediately
fixed the problem. In issue #517 (Type C.3 of graphjin [32]), a developer previously knew little
about rules of multi-module but learned about it with our help and commented “Thanks! Spent
hours did not find this doc”. Similarly, in issue #1164 (Type C.4) of fq [160], the developers moved a
version tag to a new commit because they were unaware that GOPROXY caches the original commit
and that tags should therefore be immutable—the rule that our report clarified.

Our detection results also identified issues that have remained latent within a codebase for
extended periods. In issue #1574 (Type C.2 of doctl [27]), we reported that its upstream project
godo [26] has used replace directive in release versions. The issue was later noticed by the
maintainer of the upstream project and found that the replace directives were put in place 4
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Table 5. Statistics of 449 DM issues reported by HEro and HEro*

Type Issue reports (Issue report ID, Project name)
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F138 prom-label-proxy:
Type C.3 #223 system-upgrade-controller; ~ #1961hive; #41,airflow-client-go; ~ #492,amazon-ecr-credential-helper;
#360,grule-rule-engine; #13,yql; #517,graphjin; #3530,aries-framework-go; #11,go-tsne; #294,frameworks; #56,xds; #9,regex; #18,tools;
#17,gorm-paginator; #7,go-disk-usage; #79,bchwallet; #8,go-opengraph; #769,catalyst; #60,gengine; #1222 headscale; #1493 skywire;
#10490,gardener; #2449 skydive;

57 ethtool] [#54 whris] ,merlin-agent;|
5 #27,gh-grep;@#28 refunc:W#1366.cilium-cli;§#75, container-web-tty;@#431 kubegems;
Type C.4 ,
#2005, celo-blockchain;] [#926,koperator; #8362 layotto;Jl#247 ipfs-search;Jl#4952,sensu-go; #4959, mx-chain-g
#26,note-maps; #20,surf; #1179,0athkeeper; #3246,gotosoci:
#835,compliance-operator; #1,gopractise-demo; #253,tkeel; #137,creatly-backend; #5.hellogolang; #209,applicationset-progressive-sync;
#2,toolset; #230,application; #771,cluster-api-provider-bringyourownhost; #121,cfrpki; #4,go-ddd; #29,pryrite; #134,vorteil; #1,goprogressbar;
#783,0pen-monitor; #38,ptc-go; #44,0bjectbox-go; #2360,ziti; #3263,argo-events; #512faktory; #876,jira-cli; #4828 tracee; #228aistore;
#2525 koordinator; #3054,apptainer;

B

o

S|
N

]

e

3|

3|

RIFAHI: Tssues fixed using our suggestions; Status 2: Issues under fixing using our suggestions; Status 3: Issues confirmed, but fixing
not decided; Status 4: Issues fixed using other suggestions; Status 5: Issues pending; Issue ID#: Migration to Go Modules conducted
(desired); Due to page limit, the detailed information of reported issues is provided on our homepage (http://www.hero-go.com/)

Table 6. Statistics of potentially impacted downstream projects for the confirmed DM issues

Type || Type A | Type B.1 | Type B.2 | Type C.1 | Type C.2 | Type C.3 | Type C.4 | Total
Total Potential Affected Downstream [[ 2,495 [ 1,102 [ 9533 [ 50931 [ 434 [ 17,438 | 10,843 [92776
Average Potential Affected Downstream || 53.1 | 501 | 2383 | 4945 | 117 | 9688 [ 2522 | 299.3
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years ago and were finally found with our help, a developer commented “Thanks so much for
the help cleaning this up!”. Similarly another developer commented in issue #2567 (Type C.2 of
listmonk [83]) that, “This was a few years ago. Thanks for bringing this to notice. It’s now removed.”

Feedback on fixing suggestions. To ease the discussion, we divide the 297 DM issues that
have been fixed or are under fixing into three categories: (1) 282 taking our highlighted preferred
solutions (with minimal impacts to other projects), (2) 13 taking one of our suggestions (impacting
some projects), and (3) the remaining two not taking our suggestions.

As an example for category (1), issue #3754 [140] was induced by project sensu-go’s [142] SIV
rule violations. We warned the potential build failures for sensu-go’s 89 downstream projects. This
was confirmed by developers’ comments “We are aware of this issue, but the way you have summarized
it, including the paths forward and impact analyses, is very valuable.” Although developers were
unable to immediately follow SIV rules due to internal restrictions, they nevertheless adopted our
recommended solution by extracting part of the project code into a new module that complies with
SIV rules for downstream use. For category (2), the developers did not take our highlighted preferred
fixing solutions. Instead, with the information of impacted downstream projects reported in the
issue, developers chose to add notes in their projects’ documentations to suggest the concerned
downstream projects work around potential DM issues by using replace directives (Solution 5) or
hash commit ID (Solution 8) (e.g., issues #16381 of tidb [132]). For category (3), only developers
of the two issues (#3970 of sensu-go [141] and #770 of 1ibvirt [28]) did not take our fixing
suggestions. Still, they actually used other similar libraries for substitution, to avoid possible
trouble.

The feedback above indicates that HERo and HERO™ are effective tools for detecting and predicting
DM issues in Golang projects, as well as for suggesting appropriate fixing solutions and providing
valuable impact analysis. Developers also showed interests in our tool. For example, one developer
commented “I found that you sent many contributions on GitHub for this kind of subjects on many
repositories. How do you detect the problems with Go Modules? Do you plan to share a tool or
something to manage Go Modules issues?” (ovh/cds’s [122] issue #5366 [121]). Another commented
“It is a good bot!” (TheThingsNetwork’s issue #780 [155]). Encouraged by such comments, we are
planning to release our tool for public use to help build a healthy Golang ecosystem.

Contribution to Golang ecosystem. To evaluate the impact of HERO" on the broader Go
ecosystem, we investigated the downstream dependents of projects in which we identified DM
issues. The results, summarized in Table 6, indicate that our tools effectively mitigate significant
potential risks throughout the ecosystem.

The DM issues we reported may affect a total of 92,776 downstream projects, with an average
of 299.3 projects impacted per issue. Among the various types, Type C.3 issues have the most
extensive impact, affecting an average of 968.8 projects each. Other types also pose substantial
risks; for instance, issue #2751, a single Type C.4 issue in the testcontainers-go [154] project,
had the potential to affect 8,437 downstream projects. This underscores the importance of HErO*
in mitigating the widespread consequences of these vulnerabilities.

6 Discussions

6.1 Threats to Validity

6.1.1  External Validity. One possible threat is the representativeness of the studied Golang projects
and DM issues. To reduce the threat, we selected the top 20,000 projects on GitHub for migration
status analysis (RQ1), and randomly chose 500 from the top 1,000 projects to investigate DM issues’
characteristics (RQs 3-4). These projects are popular, large-sized, and well-maintained. To further
ensure their representativeness beyond popularity, we conducted a systematic categorization of the
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15.6% Cloud Native & Containerization: 35

18.8% Networking & Distributed Systems: 29
Developer Tools: 27
14.5% Databases & Storage: 20
3.2% Security & Cryptography: 19
4.8% Data Processing & Utilities: 18
Web Development: 12
A 5.9% API Clients & SDKs: 11
6.5% Observability & Monitoring: 9
10.2% 9.7% System & Low-Level Programming: 6

Fig. 16. Distribution of Project Categories for the Analyzed DM lIssues.

projects associated with our 256 manually analyzed DM issues. We collected project descriptions
and tags on GitHub, utilized an LLM to synthesize categories and classify the projects, and manually
verified the results. This analysis confirmed that our dataset is well-distributed across a wide range
of critical categories in the Golang ecosystem, as shown in Figure 16. It revealed a strong presence
in key areas such as cloud-native infrastructure, popular web frameworks, and developer tools,
among others. This demonstrates that our dataset covers a diverse and representative sample.

A related threat concerns the generality of the issue types that HERO" detects, since they were
derived from studying 500 Golang projects. To mitigate this, we used a different set of DM issues to
evaluate HERO" (RQ5) and found that it can detect 97.3% of these issues, which suggests that our
findings on issue characteristics are generalizable. Furthermore, HERO" detected a large number of
potential DM issues after analyzing 19,000 Golang projects, many of which have been submitted
and confirmed by developers. This further strengthens the generality of the findings in this paper.

Finally, a threat to external validity is whether our findings, derived from open-source projects on
GitHub, generalize to industrial projects outside GitHub. This threat is mitigated by two key factors.
First, our dataset of popular projects naturally includes many foundational projects maintained by
large technology companies such as Google, which reflect industrial best practices and challenges.
Second, the fundamental mechanisms of Golang’s dependency management are universal to the
language itself, not the hosting platform. For instance, even if a company builds a proprietary,
self-hosted code repository, it must still conform to the protocols and rules dictated by the Golang
toolchain for its projects to be buildable. Therefore, the types of DM issues we identify, their root
causes, and the fixing patterns we observe are highly likely to be applicable in industrial settings.

6.1.2 Internal Validity. One possible threat concerns the scope of the Go Modules features inves-
tigated (SIV, replace, multi-module, and GOPROXY). Our focus on these four features was not
predetermined; rather, it was empirically derived from a comprehensive investigation of real-world
problems. We conducted a multi-year collection of DM issues, employing rigorous search keywords
that yielded 256 distinct issues. Our root-cause analysis revealed that the overwhelming majority
of modern, intra-module DM issues stemmed directly from these four features. This data-driven
approach ensures our study is grounded in the dominant challenges developers face. Furthermore,
these features are fundamental to Go Modules. SIV and GOPROXY features, for example, apply by
default to nearly every project using this mode. Our large-scale analysis in Section 3.3 confirms
that violations are not isolated, affecting 36.6% of Go Modules projects in 2025, which underscores
the widespread relevance of our focus. While it is conceivable that other, less common features
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could contribute to DM issues, our extensive data collection confirms that our focus on these four
features encapsulates the most prevalent and impactful problems.

A separate threat relates to the analysis scope of HERO®. Our analysis is limited to public GitHub
repositories, as HERO" cannot directly analyze private or internal corporate codebases. However,
GitHub is the dominant hosting platform, hosting nearly 90% of all Golang projects. Therefore,
while this limitation exists, the scenario of missing issues in private repositories is not common
within the context of our study. Still, to mitigate this limitation for practical application, HEro*
provides a feature for users to directly upload their projects for local analysis.

Another threat is the potential for false positives of HEro™, which arises from two primary
sources related to versioning ambiguity. First, the GOPATH mode utilizes the vendor directory, which
lacks explicit library version declarations. To mitigate this, HERO" attempts to extract versions by
supporting the configuration files of common custom DM tools (e.g., Dep, Glide). In the absence
of such a tool, HERO" reverts to mimicking the Golang toolchain’s own inference mechanisms.
Second, we evaluate all projects against the complete set of modern Go Modules rules, regardless
of their Golang toolchain version. For instance, we flag modifications to released version tags as
violations of the GOPROXY immutability rule (default since Golang 1.13), which might be perceived
as a false positive for a project with older Golang versions. However, this is a deliberate design
choice. Due to the Golang toolchain’s backward compatibility, a modern project can still depend
on such an older library. In this scenario, the modern toolchain will enforce the rule, leading to a
build failure from a checksum mismatch. Therefore, flagging this issue at its source identifies a
latent conflict that would manifest in a modern build environment.

Finally, our study involves significant manual work, such as identifying and analyzing issue
reports. To reduce the risk of human error, three co-authors have cross-validated all manual results
for consistency.

6.2 Practical Application of HERO"

Two key factors influence the practical adoption of HERO™: its integration into standard development
workflows and its scalability to large projects. We discuss both aspects below.

Integration into Development Workflows. HERO" can be seamlessly integrated into the daily
practices of development teams. Currently deployed as a web-based tool, its functionality can be
further exposed via a Web API, enabling integration into CI/CD pipelines (e.g., GitHub Actions) to
automatically detect DM issues before code is merged.

Performance and Scalability. HERO"® incorporates a caching mechanism to avoid redundant
model reconstruction during analysis. Building a dependency model requires collecting information
from multiple sources, such as GitHub and the Go Checksum Database. To reduce repeated data
retrieval, dependency models of previously analyzed projects and commonly used upstream projects
are stored in the cache. When a project depends on a cached project, HERO" reuses the existing
dependency model instead of rebuilding it. This mechanism improves analysis efficiency when
examining a large number of projects.

6.3 HEeRo"’s Generalizability Beyond the Golang Ecosystem

Two aspects of our methodology are generalizable to the DM issues induced by incompatible
library-referencing modes at other ecosystems:

e The scenarios of issue types and their causes: (1) projects in the legacy library-referencing
mode depend on projects in the new library-referencing mode, (2) projects in the new mode
depend on those in the legacy mode, and (3) projects in the new mode depend on others also
in the new mode, can be generalized to analyze similar situations.
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e The formulation of issue fixing patterns. The methodology to construct the dependency model
by collecting information about its upstream and downstream projects can be adapted to other
ecosystems. With the aid of such a dependency model, fixing suggestions can be structurally
formulated based on applicable solutions and their potential impacts. The generalization of
our methodology needs to consider the unique characteristics of the studied programming
languages, since our work focuses only on the Golang ecosystem (one of the most influential
and fastest growing open-source ecosystems).

7 Related Work

Software dependency management. Software dependency management is a well-recognized
challenge, and a significant body of literature has emerged to address its complexities. A primary
focus of existing literature is the challenge of keeping libraries up to date. Specifically, researchers
have extensively investigated the practices of upgrading dependency versions to minimize technical
lag and ensure freshness [6, 19, 21-23, 89, 112, 163, 176]. Complementing this, others have focused
on the complexities of migrating client code to adapt to breaking changes or API evolution in
dependent libraries [25, 35, 61, 68, 78, 96, 99, 113, 138, 139]. For instance, Islam et al. [68] provided
a comprehensive empirical study on Python library migrations, introducing PyMigTax to classify
migration-related code changes and identifying shortcomings in existing tooling.

However, the process of upgrading versions or integrating new libraries frequently introduces
dependency conflicts. To mitigate these risks, prior works have developed techniques for detecting
and resolving conflicts across languages like JavaScript [125, 131], Java [65, 167-169], C# [93], and
Python [161, 166]. Notably, Patra et al. [125] proposed Conflict]S to analyze conflicts in client-side
Web libraries. Addressing the algorithmic limitations of package managers, Pinckney et al. [131]
introduced PacsoLvE, which replaces Npm'’s greedy resolution strategy with a Max-SMT approach
to ensure optimal and flexible dependency installation. In the Maven ecosystem, Wang et al. [167-
169] established a systematic approach with tools like DECCA and RIDDLE to assess the severity
of conflicts and generate test cases that trigger crashes.

Beyond version conflicts, a growing body of research has focused on the structural integrity and
quality of dependency configurations [15, 69], ranging from redundancy to insufficiency. On one
end of the spectrum, the accumulation of unused or redundant libraries—known as dependency
bloat—has been extensively analyzed [11, 33, 134, 148-150, 159, 170]. Soto-Valero et al. [148-150]
developed tools like DEPCLEAN and DEPTRIM to detect and eliminate bloated dependencies in
Maven. On the other end, the absence of necessary dependencies or environmental configurations
remains a critical cause of build failures [8, 143, 171, 175]. Bezemer et al. [8] highlighted the risks
of unspecified dependencies in Make-based systems. Addressing similar issues in C/C++, Wu et
al. [171] proposed PACKHUNTER to automate the recovery of missing packages.

Different from these general issues related to conflict resolution, bloat reduction, or build recovery,
our studied DM issues stem specifically from incompatible library-referencing modes and the
evolving features of Go Modules. Ghorbani et al’s work [37] is closely related to our HERO™; they
formally defined inconsistent modular dependencies for Java-9 applications (JPMS) and proposed
DARCcY to repair them. However, their focus remained on architecture-implementation mapping,
whereas our work addresses the systemic clash between Golang’s dual management regimes.

Software ecosystem analysis. Prior studies have investigated a broad range of software ecosys-
tems, including Java, JavaScript, Golang, Ruby, Python, and others. These studies generally fall
into three categories: (1) Ecosystem modeling and analysis, which attempts to analyze dependency
network structure [7, 18, 24, 62, 82, 91], and retrieve package information across projects [1, 36, 162].
For example, Benelallam et al. [7] constructed the Maven Dependency Graph to study the evolution
of Java dependencies. (2) Socio-technical theories, investigating community structure [77, 84, 152],
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and human factors such as developer behavior [9, 75, 94, 104, 135, 157, 180]. For example, Blincoe et
al. [9] proposed coupling references to model technical dependencies between projects, and explored
characteristics of open-source or commercial software ecosystems. (3) Diagnosis and monitoring,
focusing on the ecosystem’s evolution [70, 88, 147, 173, 176], security risks [60, 107, 151, 181], and
quality assurance [13, 95, 126, 127, 166]. For instance, Zimmermann et al. [181] investigated how a
small number of compromised maintainer accounts could impact the majority of packages.

Researchers have also extensively investigated the cascading effects of upstream projects. Re-
garding security, researchers have examined how upstream vulnerabilities impact downstream
projects [64, 106, 165, 172, 177, 179]. For example, Wu et al. [172] analyzed 50 million invocations
in Maven to assess upstream vulnerability risks, while Hu et al. [64] conducted a similar lifecycle
study for Golang. Regarding functionality, other studies focus on how upstream API evolution
affects downstream compatibility [12, 71, 72, 92, 116, 178]. For instance, Jayasuriya et al. [71, 72]
studied the downstream impact of API changes, and Li et al. [92] performed a large-scale study on
API evolution in Golang. To the best of our knowledge, our work is the first attempt to study the
health of the Golang ecosystem specifically from the perspective of DM issues.

8 Conclusions and Future Work

In this paper, we conducted a comprehensive study of DM issues in Golang projects caused by
Golang’s coexisting dependency management modes, which posed significant challenges to the
health and sustainability of the ecosystem. Specifically, we investigated the characteristics of
256 DM issues, analyzed their root causes, and identified common fixing solutions. Based on
these insights, we proposed detection algorithms integrated with customizable fixing templates to
facilitate the systematic and efficient resolution of DM issues. These algorithms were implemented
in the HERO™ tool, which demonstrated strong performance in detecting and diagnosing 97.3%
issues on a benchmark dataset of 188 issues.

For future work, we plan to extend the capabilities of HERO™ by strategically integrating Large
Language Models (LLMs). While the current deterministic, rule-based analysis performed by HEro*
ensures high-quality and certain diagnosis, a task less suited to the probabilistic nature of LLMs,
these models can offer powerful complementary capabilities. We identify two key directions for our
future work. The first direction is automated patch generation. The structured, detailed diagnostic
reports from HERO" could serve as high-quality, context-rich prompts for an LLM, enabling the
automatic generation of complete code patches or pull requests that implement the recommended
fixes. This would advance our workflow from automated diagnosis to automated repair. The second
direction is the discovery of new issue patterns. As the Golang ecosystem evolves, new types of DM
issues may emerge. LLMs could be employed to mine and analyze large corpora of unstructured,
natural language data from developer issue reports to identify these emerging patterns, thereby
enriching the knowledge base of rule-based tools like HERO™.
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