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主要内容

v文件系统
Ø 文件与目录

Ø /proc文件系统
Ø 文件系统接口及设计

v如何实现文件系统
Ø Unix文件系统
Ø Fast File System
Ø Log-structured File System



虚拟化

v虚拟化CPU：进程
v虚拟化内存：地址空间
v虚拟化存储：文件与目录

vFile systems: traditionally hardest part of OS 
Ø More papers on FSes than any other single topic
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Linux Storage Stack
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Why disks are different

vDisk vs. Memory
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Why disks are different

vDisk reads/writes in terms of sectors, not bytes
Ø Read/write single sector or adjacent groups

vHow to write a single byte? “Read-modify-write”
Ø Read in sector containing the byte
Ø Modify that byte
Ø Write entire sector back to disk 
Ø Key: if cached, don’t need to read in

vSector = unit of atomicity.
Ø Sector write done completely, even if crash in middle (disk 

saves up enough momentum to complete)
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Some Useful Trends 
v Disk bandwidth and cost/bit improving exponentially

Ø Similar to CPU speed, memory size, etc.

v Seek time and rotational delay improving very slowly
Ø Why? require moving physical object (disk arm) 

v Disk accesses a huge system bottleneck & getting worse
Ø Bandwidth increase lets system (pre-)fetch large chunks for about the same cost as 

small chunk. 
Ø Trade bandwidth for latency if you can get lots of related stuff. 

v Desktop memory size increasing faster than typical workloads
Ø More and more of workload fits in file cache 
Ø Disk traffic changes: mostly writes and new data •

v Memory and CPU resources increasing 
Ø Use memory and CPU to make better decisions 
Ø Complex prefetching to support more IO patterns 
Ø Delay data placement decisions reduce random IO
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文件

vFile: named bytes on disk 
Ø data with some properties 
Ø contents, size, owner, last read/write time, protection, etc

vA file can also have a type 
Ø Understood by the file system 

ü Block, character, device, portal, link, etc. 
Ø Understood by other parts of the OS or runtime libraries 

ü Executable, dll, source, object, text, etc
vA file’s type can be encoded in its name or contents 

Ø Windows encodes type in name 
ü .com, .exe, .bat, .dll, .jpg, etc. 

Ø Unix encodes type in contents 
ü Magic numbers, initial characters (#! for shell scripts)8



文件

vEverything named through file system
Ø Files, devices, pipes,

vProcess as Files
Ø File system /proc
Ø Tom Killian, USENIX1984
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/proc文件系统

vObtaining Information About a Process: /proc/PID 
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/proc文件系统

vSelected files in each /proc/PID directory

v/proc/1968/fd/1 is a symbolic link to the standard 
output of process 1968. 

11



/proc文件系统

vecho 100000 > /proc/sys/kernel/pid_max
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文件

vThree types of names 
Ø Unique id: inode numbers, see inodes via “ls –i”
Ø Path 
Ø File descriptor

vWhat does “i” stand for? 
Ø “In truth, I don‘t know either. It was just a term that we 

started to use. ‘Index’ is my best guess, because of the 
slightly unusual file system structure that stored the 
access information of files as a flat array on the disk…” 
~ Dennis Ritchie

v目录：<filename, inode>对
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文件系统接口

v创建文件

v int fd = open("foo", O_CREAT|O_WRONLY|O_TRUNC, 
S_IRUSR|S_IWUSR);
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创建文件
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读写文件

v#echo hello >foo
v#cat foo

hello
vstrace工具
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读写文件
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读写文件

v随机，非顺序读写

vwhence: SEEK_SET, SEEK_CUR, SEEK_END 
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读写文件

v立即写 fsync

v文件改名 mv foo bar
Ø strace显示调用rename(char *old, char *new)
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文件IO

v删除文件 rm

v创建目录
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文件IO

v硬连接ln
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文件IO

v软连接

vfile2 4 bytes
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创建挂载文件系统

vmkfs输入:设备/dev/sda1，文件系统类型 ext3
vmount device directory 

23



Rethinking file io

vWhy not use inode

vWhy not use path
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Why not inode

vnames hard to remember
vno organization or meaning to inode numbers
vsemantics of offset across multiple processes?

vFile system still interacts with inode numbers 
vStore file-to-inode mappings for each directory
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Why not path

vLet’s say you want to open “/one/two/three” 
Ø fd = open(“/one/two/three”, O_RDWR);

vWhat goes on inside the file system? 
Ø open directory “/” (well known, can always find) 
Ø search the directory for “one”, get location of “one”
Ø open directory “one”, search for “two”, get location of “two” 
Ø open directory “two”, search for “three”, get loc. of “three” 
Ø open file “three” 
Ø (of course, permissions are checked at each step)

vFS spends lots of time walking down directory paths
Ø this is why open is separate from read/write (session state)
Ø OS will cache prefix lookups to enhance performance 

ü /a/b, /a/bb, /a/bbb all share the “/a” prefix
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Rethinking file io

vDo expensive traversal once (open file) 
vStore inode in descriptor object (kept in memory)
vDo reads/writes via descriptor, which tracks offset

vEach process: File-descriptor table contains pointers 
to open file descriptors
Ø Integers used for file I/O are indexes into this table stdin: 

0, stdout: 1, stderr: 2
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Designing file structure

v[A+07] Most files are small.

v [A+07] Nitin Agrawal, William J. Bolosky, John R. Douceur, 
Jacob R. Lorch A Five-Year Study of File-System Metadata 
FAST ’07, pages 31–45, February 2007, San Jose, CA
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File structure

vContiguous Allocation
Ø Example: IBM OS/360
Ø Inode contents: location and size

vPros? 
Ø Simple, fast access, both sequential and random 

vCons? 
Ø External fragmentation
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File structure

vLinked Files 
Ø Example: DOS FAT
Ø Inode contents: a pointer to file’s first block
Ø In each block, keep a pointer to the next one

vPros? 
Ø Easy dynamic growth & sequential access, no 

fragmentation 
vCons? 

Ø Linked lists on disk a bad idea because of access times
Ø Random very slow30



File structure

vIndexed Files

vinode = 15 block pointers + “stuff” 
Ø first 12 are direct blocks: solve problem of first blocks 

access slow 
Ø then single, double, and triple indirect block 
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The Original, Not-Fast Unix Filesystem
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Inodes
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open /foo/bar

vopen("/foo/bar", O RDONLY) 
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read /foo/bar

vassume opened
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write to /foo/bar

vassume file exists and has been opened
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close /foo/bar
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Efficiency

vHow can we avoid this excessive I/O for basic ops? 
vCache for: 

Ø reads  
Ø write buffering
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Write Buffering

vOSes typically do write back caching
Ø Maintain a queue of uncommitted blocks
Ø Periodically flush the queue to disk (30 second threshold) 
Ø If blocks changed many times in 30 secs, only need one I/O 
Ø If blocks deleted before 30 secs (e.g., /tmp), no I/Os needed

vUnreliable, but practical 
Ø On a crash, all writes within last 30 secs are lost 
Ø Modern OSes do this by default; too slow otherwise 
Ø System calls (Unix: fsync) enable apps to force data to 

disk 
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Core Data Structures
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File Operations
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Inode Operations 
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Super Operations 
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Dentry Operations 
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File Systems Examples

vBSD Fast File System (FFS) 
Ø What were the problems with the original Unix FS? 
Ø How did FFS solve these problems? 

vLog-Structured File system (LFS)
Ø What was the motivation of LFS? 
Ø How did LFS work?
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The Original, Not-Fast Unix Filesystem
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Why So Slow? 20Kb/sec

vProblem 1: blocks too small (512 bytes) 
Ø File index too large 
Ø Require more indirect blocks 
Ø Transfer rate low (get one block at time) 

vProblem 2: unorganized freelist
Ø Consecutive file blocks not close together 

ü Pay seek cost for even sequential acces
Ø Aging: becomes fragmented over time 

vProblem 3: poor locality 
Ø inodes far from data blocks 
Ø inodes for directory not close together 

ü poor enumeration performance: e.g., “ls”, “grep foo *.c” 
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FFS: The Fast File System 

vDesigned by a Berkeley research group for the BSD 
UNIX
Ø A classic file systems paper to read: Marshall K. McKusick, 

William N. Joy, Samuel J. Leffler, and Robert S. Fabry. 1984. A fast file 
system for UNIX. ACM Trans. Comput. Syst. 2, 3 (August 1984), 181-
197.

vApproach: 
Ø measure an state of the art systems 
Ø identify and understand the fundamental problems 

ü The original FS treats disks like random-access memory! 
Ø get an idea and build a better systems 

v Idea: design FS structures and allocation polices to 
be “disk aware”
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Problem : Blocks Too Small

v Increase block size from 512 bytes to 4096 bytes
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Problem : unorganized freelist

vUsing a Bitmap

vTrade space for time (search time, file access time)
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Problem: Poor Locality

51



FFS: The Fast File System 
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FFS

vKey: can access any block in a cylinder without 
performing a seek. Next fastest place is adjacent cylinder. 

vTries to put everything related in same cylinder group 
vTries to put everything not related in different group
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FFS Data Layout
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FFS

vTries to put sequential blocks in adjacent 
Ø (Access one block, probably access next)

vTries to keep inode in same cylinder as file data
Ø (If you look at inode, most likely will look at data too)

vTries to keep all inodes in a dir in same cylinder 
group
Ø - Access one name, frequently access many, e.g., “ls -l”
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What Does Disk Layout Look Like Now? 

vEach cylinder group basically a mini-Unix file 
system

vIs it useful to have multiple super blocks? 
Ø Yes, if some (but not all) fail

56



FFS Results

vPerformance improvements: 
Ø Able to get 20-40% of disk bandwidth for large files 
Ø 10-20x original Unix file system! 
Ø Stable over FS lifetime 
Ø Better small file performance (why?) 

v Other enhancements 
Ø Long file names 
Ø Parameterization 
Ø Free space reserve (10%) that only admin can allocate 

blocks from
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LFS: Log-structured File System

vMotivation 
Ø Faster CPUs: I/O becomes more and more of a bottleneck 
Ø More memory: file cache is effective for reads
Ø Implication: writes compose most of disk traffic 

vProblems with previous FS 
Ø Perform many small writes 

ü Good performance on large, sequential writes, but 
many writes are still small, random 

Ø Synchronous operation to avoid data loss 
Ø Depends upon knowledge of disk geometry 

vAn influential work designed by Mendel Rosenblum 
(VMWare co-founder) and John Ousterhout
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LFS Idea

vInsight: treat disk like a tape-drive 
Ø Best performance from disk for sequential access 

vFile system buffers writes in main memory until 
“enough” data 
Ø How much is enough? 
Ø Enough to get good sequential bandwidth from disk (MB) 
Ø Unit called a “segment” 

v•Write buffered data to new segment on disk in a 
sequential log 
Ø Transfer all updates into a series of sequential writes 
Ø Do not overwrite old data on disk: old copies left behind 
Ø Write both data and metadata in one operation
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Pros And Cons

vPros 
Ø Always large sequential writes > good performance 
Ø No knowledge of disk geometry 

ü Assume sequential better than random 
vPotential problems 

Ø How do you find data to read? 
Ø What happens to metadata during write? 
Ø What happens when you fill up the disk?
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Read in LFS

vSame basic structures as Unix 
Ø Directories, inodes, indirect blocks, data blocks 
Ø Reading data block implies finding the file’s inode

ü Unix FS: inodes kept in array 
ü LFS: inodes spread around on disk

vSolution: inode map indicates where each inode is 
stored 
Ø Can keep cached copy in memory 
Ø inode map written to log with everything else 
Ø Periodically written to known checkpoint location on disk 

for crash recovery
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Write in LFS 

vWhy do we buffer the write? 
Ø Sequential write alone is not enough 
Ø Disk is constantly rotating! 
Ø Must issue a large number of contiguous writes
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Write in LFS 
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Write in LFS 
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Write in LFS 
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Write in LFS 
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Data Structures for LFS (attempt 1)

vWhat data structures from FFS can LFS remove? 
Ø allocation structs: data + inode bitmaps 

vWhat type of name is much more complicated? 
Ø Inodes are no longer at fixed offset 
Ø Use current offset on disk instead of table index for name 
Ø Note: when update inode, inode number changes!!
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Overwrite Data in LFS – Attempt 1 

vOverwrite data in /file.txt

vHow to update Inode 9 to point to new D’ ???
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Overwrite Data in LFS – Attempt 1 

vOverwrite data in /file.txt

vCan LFS update Inode 9 to point to new D’? 
Ø NO! This would be a random write
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Overwrite Data in LFS – Attempt 1 

vOverwrite data in /file.txt

vMust update all structures in sequential order to log
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Attempt 1: Problem w/ Inode Numbers 

vProblem: 
Ø For every data update, must propagate updates all the 

way up directory tree to root 
vWhy? 

Ø When inode copied, its location (inode number) changes 
vSolution:

Ø Keep inode numbers constant; don’t base name on offset 
vFFS found inodes with math. How now?
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Data Structures for LFS (attempt 2) 

vWhat data structures from FFS can LFS remove? 
Ø allocation structs: data + inode bitmaps 

vWhat type of name is much more complicated? 
Ø Inodes are no longer at fixed offset 
Ø Use imap structure to map: 

ü inode number => most recent inode location on disk
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Where to keep Imap? 

vWhere can imap be stored? Dilemma: 
Ø 1. imap too large to keep in memory 
Ø 2. don’t want to perform random writes for imap

vSolution: Write imap in segments 
Ø Keep pointers to pieces of imap in memory
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Solution: Imap in Segments 

vSolution: 
Ø Write imap in segments 
Ø Keep pointers to pieces of imap in memory 
Ø Keep recent accesses to imap cached in memory
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Disk Cleaning 

vWhen disk runs low on free space 
Ø Run a disk cleaning process
Ø Compacts live information to contiguous blocks of disk 

vProblem: long-lived data repeatedly copied over 
time 
Ø Solution: partition disk in to segments 
Ø Group older files into same segment 

ü Do not clean segments with old files 
vTry to run cleaner when disk is not being used
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File System Crash Consistency

vAtomically update file system from one consistent 
state to another, which may require modifying 
several sectors, despite that the disk only provides 
atomic write of one sector at a time
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Ensuring Consistency After Crashes 
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Why Is Crash Consistency Hard? 

v We want to atomically move the file system from one state to 
another, but . . . 

v A single, high-level file system operation like “create a new 
file” often corresponds to multiple disk writes, but the 
machine may crash without completing all writes 

v The file system may issue writes to disk asynchronously, to 
allow processes to continue execution immediately after 
issuing IOs 
Ø Ex: FFS would only flush data once every 30 seconds unless explicitly asked 

via a sync() request 

v To improve performance, the hard disk may complete writes 
in a different order than they were generated! 
Ø Ex: If the hard disk receives w0 (whose destination is far from the current 

position of the disk head), and w1 (whose destination is nearby), the disk may 
write w1 first 
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fsck

vIn FFS, the fsck (“file system checker”) tool must be 
run after a crash to restore the file system to a 
consistent state
Ø “Consistent” is defined as “all metadata is in 

agreement (e.g., no block that is marked as 
unallocated is referenced by an inode)”

Ø This definition of “consistent” is NOT the same as 
“all writes which made it to the disk pre-crash must 
be reflected in the post-crash file system”—in other 
words, fsck may discard some write data

Ø fsck is run on the file system before the file system 
is mounted, i.e., before the file system can be 
accessed by other applications79



fsck

v Ex: Appending to a file via a direct pointer requires three 
disk writes
(1) inode (to update data pointer, file size, last update time)
(2) data block bitmap (to indicate that a new data block has been allocated)
(3) the data block itself

v Suppose that writes (1) and (3) complete, but (2) doesn’t
Ø Inconsistency: inode points to a valid data block, but the block bitmap 

wasn’t updated, so the new data block isn’t marked as in-use
Ø fsck resolves block bitmap inconsistencies by treating inodes as 

ground truth
ü When fsck starts, it initializes the bitmap to “all unallocated”
ü Start from root directory, fsck recursively scans all inodes, and 

marks all reachable data blocks as allocated in the bitmap
Ø At the end of a fsck, metadata is always consistent, but file *data* 

may contain junk!
ü Ex: Writes (1) and (2) complete, but not (3)80



fsck

v Besides fixing the data block bitmaps, fsck does a bunch of 
other checks
Ø Ex: An inode’s link count refers to the number of directory entries 

that refer to inode (the number may be higher than 1 due to hard 
links)

Ø fsck traverses the entire file system, starting from the root directory, 
updating each inode’s link count

v Disadvantages of fsck
Ø Implementing fsck requires deep knowledge of the file system: the 

code is complicated and hard to get right
Ø fsck is very slow, because it requires multiple traversals of the entire 

file system!
ü Ideally, the recovery effort should be proportional to the number 

of outstanding writes at the time of the crash
ü Journaling achieves this goal!

81



THX!
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